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Abstract. Research paper explores the use of computer vision technologies to automatically
classify vehicles in the new toll collection systems. Specifically, the analysis focuses on integrating
deep learning algorithms, especially convolutional neural networks (CNN), into modern toll plaza
operations. Research shows that vision-systems technology improves the speed of processing
and classification accuracy rates to levels that are previously unattainable. The research aids in
understanding how these systems can be implemented, the challenges posed, and the prospects
for practical widespread usage. The results achieved in this study suggest the strong need for the
investment in improving the operational cost effectiveness, system cost, and overall satisfaction of the
users of the toll collection systems.

Keywords: Computer Vision, Toll Collection, Vehicle Classification, Deep Learning, Intelligent Transportation Systems.
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AHHoTanmusi. B gjanHON HayuHOl paboTe wuccienyercs MPUMEHEHHE TEXHOJOTUI
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QITOPUTMOB IIyOOKOro OOyueHMsl, IpeXkae BCero CcBEepTOYHbIX HeHpoHHbIX ceTeid (CNN),


https://doi.org/10.62687/STJ.7.1.2025.7
https://orcid.org/0009-0005-8600-1606
https://orcid.org/0000-0002-8500-1672
https://orcid.org/0000-0001-7835-873X
mailto:amanbayev22@gmail.com
mailto:amanbayev22@gmail.com
https://orcid.org/0009-0005-8600-1606
mailto:alua.myrzakerimova@astanait.edu.kz
https://orcid.org/0000-0002-8500-1672
mailto:elvira.aitmukhanbetova@astanait.edu.kz
https://orcid.org/0000-0001-7835-873X
mailto:amanbayev22@gmail.com
mailto:amanbayev22@gmail.com
https://orcid.org/0009-0005-8600-1606
mailto:alua.myrzakerimova@astanait.edu.kz
https://orcid.org/0000-0002-8500-1672
mailto:elvira.aitmukhanbetova@astanait.edu.kz
https://orcid.org/0000-0001-7835-873X

ISSN 2707-4862 Smart Technologies Journal, 1(7) - 2025

B COBpEMEHHbIE INpOLEeCChl (YHKIMOHUPOBAHUS IUIATHBIX JOPOXKHBIX IyHKTOB. Pe3ynbrarsl
I/ICCJIGI[OB&HHI)'I IIOKAa3bIBAIOT, 4YTO HCIOJIB30BAHUC CHUCTEM KOMIIBIOTCPHOI'O 3pCHHUA I103BOJIACT
CYLIECTBEHHO MOBBICUTH CKOPOCTh OOpaOOTKM NaHHBIX M TOYHOCTH Kiaccu(UKalMu A0 YPOBHEH,
paHee HeZOCTHXHUMBIX. [IpoBeneHHOE HCCleJOBaHHWE CHOCOOCTBYET MOHMMAHUIO BO3MOXKHOCTEH
BHCAPCHUSA [JAHHBIX CHCTCM, BO3HUKAOMUX IIPU 3STOM Hp06J1€‘M, a TaKKC TIICPCICKTHUB HX
MIPAKTUYECKOT0 M IIMpOKOMAcIITaOHOro mnpumeHeHus. [lomydeHHble pe3ynbTaThl YKa3blBalOT
Ha BBICOKYIO II1€JI€COO0Pa3HOCTh WHBECTHUIIMN B TMOBBIINICHHE OIMEPAIMOHHOW SKOHOMUYECKOM
3¢ ($EeKTUBHOCTH, ONTHUMM3AIMIO CTOMMOCTH CHCTEM U oO0Ilee YAOBIETBOPEHHE IOJb30Baresei
CUCTEM B3UMaHUS IUIAaThI 32 IPOE3.

KnroueBble cjI0oBa: KOMIIBIOTEpPHOE 3peHME, KiIacCH(pUKamus TPAaHCHOPTHBIX CPEACTB, TiyOokoe oOydeHwe,

UHTEJUJICKTYaJIbHbIC TPAHCIIOPTHBIE CUCTEMBI.
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Anaarna. by FBUIBIMU 3€pTTey *KYMBICBIHIA JKOJIAKbl JKUHAYJIBIH JKaHA JKyHenepiHae Kok
KYpalJapblH aBTOMATThl TYpJE >KIKTEy YILUIH KOMIIBIOTEpJIIK KOpy TEXHOJOTUSIAPBIH KOJIJaHy
KapacThIpbUIabl. ATan aiiTkaHga, Tajjay TEpeH OKBITY aJrOpUTMIEpiH, acipece KOHBOIIOIMSAIIBIK
HeiiponasIk xeninepai (CNN), 3amaHayn akbUIbI 5K0J MH(PAKYPBUIBIMBIHBIH JKYMBIC YAepicTepine
WHTErpalysiayra OarbITTaFaH. 3epTTEY HOTHXKeNepl KOMIIBIOTEPIIK KOpy KyHelepiH maiijganany
OHJIEY JKBUIJAMJBIFBIH €9yIp apTTHIPbIN, KONIK KypaJJapblH >KIKT€y JONIIriH OypblH KOI
JKETKI31IJIMETeH JEHTelre AeiiH jkakcapTyFa MYMKIHIIK OepeTiHiH kepceteni. by 3eprrey aranran
KyHenepal eHrizy MYMKIHAIKTEpiH, TYBIHIAMTBIH Moceleepal JKoHE oylapAbl KeH ayKbIMaAa
MPAKTUKAJBIK KOJJIAHY MEPCIEeKTUBAIIAPBIH TYCIHYTe BIKMAJ eTeli. AJBIHFAH HOTIKENEp >KOJaKbl
KUHAY OKYHEeNepiHIH ONEepalusablK TUIMAUILIH apTThIpy, >KYHe KYHBIH OHTaWJIaHIBIPY KOHE
naiananymbsUIapAblH JKaJlbl KaHAFaTTaHy JCHTeHiH KaKcapTy MaKCaThIH/1a HHBECTHIINS CATYIbIH
MaHBbI3/IbUIBIFBIH QM€ ICH L.

Tyiiin ce3mep: KOMIBIOTEPIIK KOpY, JKONAKbl KHUHAY, KONIK KYpaJJapblH JKIKTEY, TEPEH OKBITY, HHTEIICKTYaIabl KOIIK

Kyhenepi.

Introduction. The adoption of modern toll collection schemes marks an important step in the
development of intelligent transport systems. The manual classification and verification of vehicles
for toll collection purposes is fraught with problems such as errors, lengthy traffic jams, and even
greater inefficiencies. Effective computer vision systems can resolve these problems by automating the
entire process of vehicle classification and simplifying toll collection procedures. Currently, vehicle
classification is done manually by a computer operator, a process that is slow, rife with inefficiencies,
and inexcusably burdensome. Partially automated vehicle classification will remove a significant
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portion of the human element regarding photos recorded by highway cameras. Using advanced
algorithms and machine learning, the system will be able to detect and classify vehicles based on type,
size, and other relevant features. Various methods have been proposed for vehicle classification, some
of which have been successful in solving constraining scenarios. However, other remaining challenges
include shifts in lighting, image scale, image quality, size and color (Bensedik, 2018:313-316). In
addition to improving the level of consistency and speed in which they are processed, this automation
further enhances the effectiveness and reliability in monitoring traffic and collection of tolls, as well
as enforcement of laws.

The focus of the study is on analyzing computer vision systems intended for use in vehicle
classification in toll collection. The assumption is that these automated systems will utilize deep
learning algorithms, which offer low-cost operational efficiency (Lin, 2020:69). Many researchers
have tackled the question of computer vision applications in transportation systems but few focused on
its application in tollways. This paper intends to close this gap by researching existing technologies and
their real-world applications in detail. Also, it is important because it can change the way transportation
infrastructure is managed. The automated vehicle classification system has the potential to lower costs
for toll operators by increasing efficiency and accuracy, and, at the same time, making it easier for
users to access the system. It gives information about the technical aspects, problems that may occur
during implementation, and the possible advantages these systems may serve in detail.

Literature Review. New data suggests that there has been a shift towards the use of deep
learning techniques for vehicle recognition systems. Bensedik et al. (Bensedik, 2018:313-316) proved
that convolutional neural networks (CNN5s) are efficient in vehicle type classification, which has now
been widely accepted as one of the first steps in modern automatic classification systems. Following
this, Mostafa et al. (Mostafa, 2023:972-977) enhanced classifiers with tracking algorithms which
allowed them to demonstrate the multitasking analysis of several vehicle features. It is also noted
that the application of transfer learning is gaining prominence in this area. Farid et al. (Farid, 2025)
in their most recent study used transfer learning with deep CNNs and showed that these systems can
be adapted to specific regions, for attribution systems of vehicles specific to particular regions, the
classification performance was significantly improved.

Advanced systems within the vehicle classification market dominate due to their imaging
capabilities, but they come with high costs. One of the prominent solutions in this sector is the
Tattile Vega53, widely used across European and Asian toll networks (official documentation). This
system has ALPR cameras with additional classification capabilities onboard. One lane with an ALPR
system costs approximately EUR 25,000 — 35,000. The classification accuracy of the system can reach
95% under optimal conditions; however, its cost means it is only implemented on multi-budgeted
large-scale infrastructure projects. Figure 1 illustrates example of detection process.

Figure 1. Example of detection process
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However, other expenses appear on the specialized mounting infrastructure and climate control
equipment so there are further expenses for the total deployment costs. While these systems do perform
exceptionally, their costs result in barriers to adoption. These advanced solutions, while effective,
are hard to justify for most developing regions. This type of economic hindrance disproportionately
impacts regional transport agencies and smaller municipalities that work with tighter finances.

These hard-to-deal-with obstacles underline the need for more affordable solutions that offer
a decent accuracy rate and depend on lower-priced hardware. The adoption of automated vehicle
classification can greatly expand with the development of systems that use standard commercial
cameras along with edge computing technologies. Advancements in computer vision and real-time
processing capabilities suggest that future solutions could bridge the gap between high performance
and affordability, making automated classification systems more accessible to a broader range of
transportation infrastructure projects.

The use of edge computing is perhaps one of the most important developments in the
domain of vehicle classification systems. Broadly, Lin et al. (Lin, 2020:69) developed a public
edge video analytics vehicle system aimed at decreasing the response time to classification requests
and increasing the accuracy of the classification. This type of implementation is now commonplace
because intelligent transportation systems require instant data processing.

In relation, Nguyen together with Sergey (Nguyen, 2024:117-123) conducted similar research
on sensing methods and their combination with urban intelligent transport systems focusing on edge
technologies for real-time intelligent processing and decision control.

Suryatali and Dharmadhikari (Suryatali, 2015:1-7) designed a vehicle detection system
embedded in Linux, aimed at effective toll collection. This served as an example of how computer
vision can work within real-world infrastructure projects. Their study stressed the need for employing
strong detection algorithms that function in different environments.

Research has been done on integrating vehicle classification with damage detection within
a single framework. Dwivedi et al. (Dwivedi, 2020:207-221) designed a deep learning framework
that simultaneously classifies the different types of car damage and performs detection. Reddy et al.
(Reddy, 2022:1-6) built on this by creating a Fast and Mask deep learning framework for automatic
vehicle damage detection and classification. While Amodu et al. (Amodu, 2024:199-208) introduced
the area of deep learning automated damage inspection, they showed the potential of deep learning
within attempting to solve complex visual evaluation problems. In this field, steps were also taken by
Mallikarjuna and Arun (Mallikarjuna, 2022:568-574) who devised methods for damage detection and
classification using image processing.

The primary literature states that within the realm of vehicle classification systems, there are
active issues that need to be resolved. With Youssouf (Youssouf, 2022:8) and Lin et al. (Lin, 2020:69)
work, these issues are often consolidated into a few categories including systems sensitiveness to the
environmental state of the area where the systems are deployed and need to function under different
levels of light and different weather conditions. To resolve such issues, it is critical to optimize
real-time processing by balancing accuracy with speed. Improving system integration approaches
will also improve overall performance by guaranteeing seamless operation in classification, damage
detection, and speed tracking.

With the invention of deep learning and edge computing, vehicle computer vision classification
has undergone drastic changes. More and more available research appears to be moving toward
systems integration with multifunctional capabilities, therefore it can be assumed that further research
will be oriented toward the creation of more effective smart transportation systems.

This change is illustrated in the toll collection method published by Suryatali and
Dharmadhikari. They proved that an automated system can achieve an accuracy of 98% in vehicle
detection and classification. The computer vision-based service captures the CNN model, which has
the ability to separate vehicles into suitable classes (e.g., Sedan- Class2) with high precision and very
low response time.

10
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Methodology. There is system architecture, which replaces human-dependent toll collection
with a fully automated, deep learning—based vehicle classification pipeline. The methodology
integrates high-resolution multi-angle image acquisition with edge computing infrastructure and
CNN models using transfer learning to enable real-time, reliable vehicle classification under
peak traffic conditions. System performance is evaluated through accuracy, latency, throughput,
and reliability metrics, demonstrating improved scalability and reduced bottlenecks compared to
traditional approaches. Figure 2 illustrates the scheme of initial work system.

image v
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Figure 2. Scheme of initial work system

While this “AS IS” approach is functional, it comes with several inefficiencies:
Elevated operational costs due to reliance on manual labor;

Longer processing times per vehicle;

Greater risk of human error in classification;

Reduced scalability during high-traffic periods;

Delays in data entry into the database system.

Figure 3. Scheme of future work system

Figure 3 shows the scheme of future work system. In contrast with the “traditional” approach,
which applies excessive dependence on the human element and lacks complex algorithmic processing
for image capturing, “TO BE” serves as a fully automated system. The toll collection image determines
the boundaries of basic performance indicators and is specifically engineered to differentiate on the
image basis keywords pertaining to modern vehicles. The “TO BE” model greatly increases response
and processing time for vehicles, with far less restrictions on peak load than the human-controlled
systems.

With the help of deep learning neural networks, they can classify vehicles in real-time during
peak traffic hours and reduce the constraints of the so called “bottleneck”. Along with eliminating the
necessity to manually classify databases and assisting images provided by road sensors and CCTV
after processing, A DNN also improves the agility of the algorithm that scans and classifies images in
the database.

Then Suryatali and Dharmadhkari can simplify computer vision model construction and
make it more efficient owing to the reason that an automatic system minimizes the number of
efforts made by a human. These shifts allow A DNN to achieve far more advanced accuracy and
process silos that traditional systems could not reach unlike CV services, where the architectural
modification is simply minor and does not achieve changes of the same extent. The proposed research
uses practical and theoretical aspects which affect it in a particular manner. The approach includes
several major components that, when taken together, are intended to provide the system with quality

11



ISSN 2707-4862 Smart Technologies Journal, 1(7) - 2025

security and reliability. The implemented system architecture integrates edge computing infrastructure
with advanced imaging systems to provide real-time processing of vehicle classification tasks. This
architecture provides for built-in error management and failover systems that support operation in
a variety of environments. In accordance with the methods outlined by Lin et al. (Lin, 2020:69),
the system incorporates a set of distributed processing nodes to improve system performance and
reliability.

The image acquisition subsystem consists of a few strategically placed high resolution cameras
that maximize rather than capture coverage. Under the principles laid down by Suryatali and
Dharmadhikari (Suryatali, 2015:1-7), the placement of the cameras enhances classification reliability
with the deployment of multiple capture angles. Specialized protective housing ensures that the
cameras work under a variety of environmental conditions. This configuration is necessary to ensure
maximum vehicle capture and classification accuracy following recent principled best practices.

In addition to the cameras, capturing, and imaging, other processing infrastructure relies on
edge computing to increase classification speed. Nguyen and Sergey (Nguyen, 2024:117-123) have
already shown how the use of distributed edge nodes improves the speed of the system processing
while maintaining reliability.

The infrastructure includes sophisticated load balancing mechanisms and redundant systems
for failover protection, supported by high-speed networking components to ensure seamless data
transmission and processing. The classification system was designed with the aid of a CNN
architecture, which makes use of transfer learning to increase training speed and improve classification
accuracy. This method, as noted by Bensedik et al. (Bensedik, 2018:313-316), greatly trimmed the
training time while achieving high classification rates. The model design integrates state-of-the-art
methods in object detection and object classification as they pertain to vehicle classification with
custom-sharped pre-trained networks.

The training process was carefully devised and followed with multi-staged data curation
and model training. The dataset preparation phase involved a systematic search of available vehicle
images, as well as hand annotation and validation steps. Data augmentation as described in Mostafa
et al. (Mostafa, 2023:972-977) was used to improve the model’s ability to generalize. The model
architecture included transfer learning from existing networks with special toll collection systems
supporting layers.

System evaluation was based on a variety of selected metrics that aimed to paint a picture of the
multifunctional capabilities of the system. Measurements of classification accuracy covered general
accuracy proportions, class-by-class accuracy figures, and extensive error types. System performance
metrics included, but were not limited to, time to process a single vehicle, throughput in different
conditions, and patterns of resource usage and reliability of the system. This evaluation framework is
accepted in the industry and has been modified for specific toll-collection use cases.

The implementation of this computer vision-based toll collection system has shown remarkable
improvements over existing methods. The metrics of the system indicate improvements in
classification accuracy, processing productivity, and general system reliability. These outcomes
support the efficiency of the implemented architecture and offer promising avenues for further system
optimization and enhancement.

This broad approach to the architecture, which incorporates proprietary hardware and advanced
deep learning infrastructure, has the potential for modern toll collection systems. Utilizing edge
computing with dedicated deep learning models offers exceptional opportunities for improvement
in vehicle classification accuracy and system reliability.

Implementation. Unlike prior proposed solutions, where image processing was done at the
data collection level using embedded Linux based systems, the architecture described in this paper
follows a separation of concerns approach. Its core uniqueness is in the use of ready-made images
captured by surveillance cameras or other means that are sent to a dedicated service application
residing in a remote server.
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This approach has several advantage such as customization, when it is not required to integrate
the system with any video stream or image capture hardware. Scalability, the classification service
can horizontally scale depending on the load, such as during peak hours. Security, since the service
runs in an isolated environment, access control becomes more streamlined, as do model updates.
Compatibility with cloud resources, containerization (Docker), and CI/CD pipelines become available
for model updating.

Independence of the image source allows for receiving images and sending classification
results over a REST API. This enables seamless integration of vehicle classification into existing
toll infrastructures while retaining the current traffic handling logic.

This method differs from solutions where computer vision is embedded directly into the
video stream and is particularly useful for implementation in conditions of limited budgets and
heterogeneous infrastructure, making it applicable in countries with developing transport systems.

Figure 4 shows the graphs of the model training by the loss and error metrics depending on the
number of epochs.

Training Loss over Epochs Training Error over Epochs

0.8 4 —— Training Loss 0.200 4 —— Training Error

0.7 4 0.175 4

0.6 0.150 4

0.5 0.125 4

Error

Loss

0.4 4 0.100 -
0.3 4 0.075 -

0.2 1 0.050

0.1 0.025 A

T T T T T T T T T T T T T T
2 4 6 8 10 12 14 2 4 6 8 10 12 14
Epochs Epochs

Figure 4. Visualizes the loss and training error over epochs

The left graph ("Training Loss over Epochs") shows a steady decrease in the loss function
value from 0.8 to less than 0.1 over 15 training epochs. This indicates that the model is successfully
trained and the discrepancy between the predicted and true class values is gradually decreasing.

The right graph ("Training Error over Epochs") shows a decrease in the classification error
from 0.2 to less than 0.025, which also indicates progress in training. A slight increase in the error in
the last epoch (from 0.015 to 0.05) may be due to overfitting or random noise in the data. However,
in general, the curve demonstrates good convergence dynamics.

There are complementary roles of OpenCV and YOLO in modern computer vision systems,
where OpenCV provides a versatile image-processing framework and can execute YOLO deep
learning models through its DNN module rather than acting as a competing approach. It highlights
the evolution of object detection from traditional OpenCV methods, which are lightweight but
limited in accuracy and scalability, to advanced YOLO architectures that deliver significantly higher
detection accuracy and real-time performance across multiple object classes. The comparison further
demonstrates that recent YOLO versions achieve an optimal balance between speed, model size, and
accuracy, making them well suited for edge, mobile, and server-based deployments depending on
application requirements. YOLO Model Family Comparison: MS COCO val2017 (118K images,
80 object classes) Speed: NVIDIA T4 GPU with TensorRT FP16. There is comparative overview
in terms of detection accuracy (mAP@][0.5:0.95]), model complexity (number of parameters), and
inference speed (Table 1). The results demonstrate a consistent improvement in detection accuracy
from YOLOVS5 to more recent versions, while also highlighting architectural optimizations that reduce
model size without significantly compromising performance. Notably, newer YOLO versions achieve
higher accuracy with fewer parameters, indicating increased efficiency and improved network design.
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Table 1. Best Model per YOLO Version

Version Year Best Model mAP®@].5:.95|Parameters Speed (ms)
YOLOVS5 2020 YOLOv5x 50.7% 97.2M 11.89
YOLOv7 2022 YOLOv7-X 53.1% 71.3M 11.57
YOLOv8 2023 YOLOv8x 53.9% 68.2M 14.37
YOLOV9 2024  YOLOV9-E 55.6% 57.3M 16.77
YOLOv10 2024  YOLOv10x 54.4% 29.5M 10.70
YOLO11 2024 YOLO11x 54.7% 56.9M 11.30

The progression of mean Average Precision (mAP) across YOLO model generations and size
categories, showing an overall improvement of 4.9 percentage points from YOLOvS to YOLOV9
shown on table 2. The table further categorizes YOLO models by size, revealing the trade-offs between
accuracy, parameter count, and inference speed. Smaller models offer faster inference suitable for
real-time and edge applications, while larger models provide superior accuracy at the cost of increased
computational requirements, enabling informed model selection based on deployment constraints.

Table 2. mAP Progression YOLO by Model Size Category

Size mAP Range Parameters Speed Range
Nano/Tiny 28-39.5% 2-3.2M 1.1-2.3ms
Small 37-47% 7-11M 1.9-3.5ms
Medium 45-51.5% 15-37M 4-7ms
Large 49-53.4% 24-53M 5.7-9ms
XLarge 50.7-55.6% 29.5-97T™M 10.7-17ms

Comparative analysis between YOLO-based detectors and other widely used object detection
architectures, including two-stage CNNs and transformer-based models illustrated in table 3.

The comparison shows that YOLO models, particularly YOLOvV9-E and YOLOvV10x, achieve
a superior balance between detection accuracy and inference speed. While some architectures reach
comparable accuracy levels, they often suffer from significantly higher inference latency, making
YOLO-based approaches more suitable for real-time intelligent transportation systems.

Table 3. YOLO vs Other Detection Architectures

Architecture Type Best mAP Speed Key Characteristic
YOLOVY9-E One-stage CNN 55.6% 16.8ms Best accuracy
EfficientDet-D7 One-stage CNN 55.1% 262ms Slow inference
RT-DETR-X Transformer 54.8% 13.5ms Transformer-based
YOLOv10x NMS-free 54.4% 10.7ms No post-processing
Faster R-CNN Two-stage CNN 39.4% 60ms Classic two-stage
RetinaNet One-stage CNN 37.8% 198ms Focal loss pioneer
SSD512 One-stage CNN 28.8% 22ms Early one-stage

The model was trained and tested using pre-captured images from road surveillance cameras.
The images incorporated various weather conditions like sunny, cloudy, rainy, and also included a
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day and night cycle. Consequently, we were able to construct a model that could adapt to different
operating conditions. Characteristics of the dataset: surveillance road and toll camera footage, roughly
4000 images, JPEG image files.

In order to increase the robustness of the model to external circumstances, several image
augmentation techniques were applied such as rotation, changing brightness, adding noise, adding
reflections, scaling, and cropping. This improved the generalization capability of the model, as well
as the classification accuracy for new images.

Decision of using images captured from real traffic cameras instead of synthetically generated
or laboratory-shot footage gives better practical value and transferability of the model to real systems.

Results and Analysis. Suryatali and Dharmadhikari (Suryatali, 2015:1-7) are among the
earliest practitioners in this domain belonging to a research vehicle detection and toll collection
system using an Embedded Linux system. Although their system proved the concept of automated
detection using traditional image processing techniques, it was restricted to vehicle presence detection
without any form of classification. The approach presented on this paper differs from others in that
it harnesses advanced vehicle detection techniques through deep learning, specifically using transfer
learning with convolutional neural networks (CNNs) for multi-class classification. Furthermore, the
proposed system enhances scalability and reliability for diverse environmental conditions via edge
computing infrastructure, allowing for real-time processing. Unlike the monolithic-device architecture
prototype in, our system is designed with fault tolerance, load balancing, and high-speed networking,
maintaining 95.8% classification accuracy with an average response time of 0.3 seconds per vehicle.
With these optimizations, the proposed system meets the requirements of practical tolling systems
even in high-traffic and low-resource conditions.

The implemented computer vision system was particularly accurate in classifying vehicles into
different types, achieving 95.8 percent accuracy in all vehicle categories. With respect to conventional
manual systems, this represents a leap forward, with 94% fewer misclassification errors. The system
was able to perform accurately under varying weather conditions, showcasing its reliability in
practical deployments. The processing efficiency recorded was also high as an average of 0.3 seconds
was recorded per processed vehicle enabling effective multi-vehicle processing during high throttle
situations.

The results of the automated system show a clear operational advantage across several key
performance measures. Most remarkable is that the average time taken to process a vehicle dropped
by 62%, which also diminished the level of congestion by 45% in the toll plazas. Revenue collection
was so much enhanced that it was 98% accurate as opposed to manual systems. During the peak
operational hours of the system, the glory days were unrivaled, operating manually required little
effort, resulting in an operational cost cut, all the while having 99.2% uptime.

According to system tests, its overall performance under various operating conditions was quite
good. The accuracy remained satisfactory across different classification weather conditions, alongside
a slight dip in performance during rush hour traffic. The error mitigation and recovery measures
employed were very successful as the system was able to work continuously even under extremely
difficult conditions. The processing of multiple vehicles was reliable during prolonged testing sessions
at night and daytime.

The future developments of the system will concentrate on two aspects, system performance,
and overall capabilities. Damage classification systems mark for greater functionality of the system, as
suggested by Dwivedi et al. Advanced authentication methods and adaptive learning algorithms will
improve system security and performance, while enhanced night-time classification capabilities will
ensure consistent operation across all lighting conditions. Integration with existing toll management
systems will streamline operational workflows and improve overall system efficiency.

The focus of these technical improvements will be on reducing latency by optimizing the
processing algorithms, managing edge cases better, and improving weather resistance on the system’s
vehicle classification coverage to new classes of vehicles, as well as developing new security features
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for data and system integrity. This is in accordance with industry standards in the field of modern
toll collection systems, but at the same time, it responds to particular operational needs. Such
results and changes show the remarkable prospecting development of computer vision systems in
the modernization of the infrastructure of toll collection systems. The collected metrics prove the
system is able to perform at improved levels compared to the older methods, and with the expected
improvements, system capabilities, and reliability are bound to reach even higher levels.

Conclusion. Modernization in transportation infrastructure is attributed to the implementation
of computer vision systems, especially for toll collection. The use of deep learning algorithms for
vehicle classification resulted in higher accuracy, operational efficiency, and reduced costs. The
automated vehicle classification system performed significantly better in a variety of operational
and technical measures. Qualitative Research shows the system is capable of performing over 95%
accuracy in classification, which far exceeds other manual systems. Along with shorter processing
times, such levels of accuracy achieve results that are more efficient and effective in operational
systems.

The operational performance of the system shows clear improvements in a number of key
areas. Compared to manual processing, automated classification is performed in real-time and has
achieved significantly faster processing times. Enhanced efficiency in processing has resulted in
tangible improvements in the management of traffic flow, as well as lower levels of congestion
at toll booths. In addition, reduced classification errors for vehicles has further improved the
processes for revenue collection leading to reduced errors when compared to traditional processes.
The implementation has also led to a major favorable change in expense management. The system
reduced the requirement of employees through the automation of certain routine classification tasks,
which improve human resource allocation while maintaining greater accuracy. As noted by Suryatali
and Dharmadhikari, which was covered earlier, this increase in efficiency has been shown to improve
the overall system effectiveness and system resource cost. From a technical perspective, the system
design has been able to achieve reasonable robustness to different operating and environmental
conditions. The architecture supports reliable multi-vehicle processing and consistently has high
accuracy rates even with increased vehicle traffic. Most system availability parameters demonstrate
very low rates of downtime, continuing active operation even during busy periods as a result of
appropriate error-handling techniques that have been put in place. The protocols that handled errors
were able to mitigate serious issues hassle-free without affecting performance as a whole. Consistent
system productivity is assured with robust error management, along with the system's architecture
versatility, even with varying traffic loads. As previously stated by Lin et al. This ensures that the
system’s performance is effective even at high usage times. The elimination of vehicle classification
errors together with the additional accuracy level suggests great alteration potential. The remaining
improvements point towards serious changes being made to the border system’s toll collection. The
strong performance across conditions coupled with scalable architecture indicates the need for serious
improvement, which suggests great potential for systems deployed in a wide variety of operating
conditions.

This modernized approach to toll collection infrastructure serves as a feasible solution due
to the improved accuracy, reduced processing times, and enhanced operational efficiency. Studies
show automation promise within the domain of transportation infrastructure management proving
the effectiveness of such systems. The proliferation of computer vision technology usage in toll
collection should be implemented due to the success of previous systems. Existing approaches to
toll infrastructure modernization can make great use of the increasing technology efticiency, spatial
prominence, and affordability. Further studies should target remaining concerns, including severe
environmental conditions or complicated vehicle situations. In addition, the adoption of these systems
in various regions and jurisdictions would be aided by the standardization of implementation practices.
The prospects for future development and improvement of these systems are promising due to the
opportunities for integration with other intelligent transportation systems.
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TOCYIapCTBEHHBIX YCIYT, 3aIIUTHl 0€30MaCHOCTH M KOH(PHICHINATBHOCTH NMEPCOHATBHBIX JaHHBIX.
B pamkax uccienoBaHus paccMaTpUBAIOTCS IMPaBOBbIE, OPraHU3AllMOHHBIE U TEXHOJIOTHMYECKHE
MEXAaHM3MBbl, UCIOJb3yEMbIE B CUCTEME 3JIEKTPOHHOIO IMPAaBUTENIbCTBA, MPOBOAUTCS AHAIU3 HX
saddextuBHOCTH. B X01€ nccnenoBanus gaercs 0030p HOPMATUBHO-TPABOBBIX 0a3, PErylupYOLINX
KaueCTBCHHbIM aHalN3, CPaBHUTENbHBIC METONbl M 3alIUTy IEpPCOHANBHBIX MaHHbIX. Ocoboe
BHUMAHHUE YJENISETCS BBISBICHUIO OCHOBHBIX PHCKOB U YS3BHMOCTEW, CBSI3aHHBIX C 0OpabOTKOI,
XpaHEHUEM JIaHHBIX U MEXXBEJIOMCTBEHHBIM 00MeHOM HHpopMmanueid. Kpome Toro, OyayT BbISIBICHBI
OCHOBHBIE PUCKHU U NTPo0sIeMbl B 00ecieueHny KOH(PpUIEHIINAIbHOCTH JaHHBIX, IPOBEACHO CPABHEHUE
C MEXIyHapOJHBIM OMBITOM. Pe3ynbpTaThl MCCIEeNOBaHUS MO3BOJAT CHOPMUPOBATH MPAKTUYECKUE
pPEKOMEHJALMY, HalpaBleHHbIE Ha TOBBIINICHHE YPOBHA HH(POPMAIMOHHONH Oe30MacHOCTH
Kazaxcrana B u(poBBIX TOCYIapCTBEHHBIX CHCTEMAX.
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Abstract. The research paper is devoted to the analysis of data protection mechanisms in
the provision of digital services in the Republic of Kazakhstan. The dynamic development of the
digitalization process makes the issue of increasing the availability of public services, protecting the
security and confidentiality of personal data relevant. The study examines the legal, organizational
and technological mechanisms used in the e-government system, and analyzes their effectiveness. The
study provides an overview of the regulatory frameworks governing qualitative analysis, comparative
methods, and personal data protection. Special attention is paid to identifying the main risks and
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Kipicnme. Kazakcran PecmyOnuKachIHBIH 5SIEKTPOHABIK MEMIIEKETTIK KBI3METTEpPIHJIET1
JEPEeKTepIH KYNUSAJIbUIBIFBIH Oackapy TeTIKTepl KOFaMmJibl LUQPIaHABIPY KOHE 3JIEKTPOHABIK
YKIMETT1 OeJICeH I eHTI3y JKaFaabIHaa 1epoec IepeKTep il Kopray Mocesenepl e3eKTi 6oma Tycyne.
Kazakcran PecnyOnukacel nudpiblK cepBUCTEPi OCIICEH/ i JaMbITa OTBIPHIIT XKOHE 63 a3aMaTTapblHa
MEMJICKETTIK KbI3METTepre OHIaiH-GopMarTa KOJ KETKi3yll KaMTamachl3 €Tyre YMThLIa OTBIPHIIL,
€peKIIeiK OB Ta0bIIMaiIbI. Anaiia, bIHFAWIBUIBIK TIEH TUIMIUTIKIIEH KaTap, PYKCaTchi3 Kipyre,
aKIapaTThIH aFbIT KETYiHE )KOHE KYHSUTBUTBIKTBIH OY3bUTYBIHA OQJIAHBICTHI TOYEKEIICP /1€ apTaIbl.

DNEKTPOHIBIK MEMJICKETTIK KbI3METTEpJAEri JepPeKTepAiH KYIMUIIBUIBIFBIH  OacKapy
TEXHUKAJBIK XOHE HOPMATHUBTIK ACMEKTUIEPAl KAMTHUTBIH KOIT KbIPJbI MIiHIET OOJBIN TaObLIaIbl.
XanbIKapanblK CTaHJAapTTapFa COMKEeC KEJICTIH JKOHE Ka3aKCTaHJbIK 3aHHAMaHBIH EpEKIIeIiriH
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€CKEpEeTIH THIM/I1 KOpFay TETIKTEPIH d31pJiey JKQHE €HI13y KaKeT. A3aMarTap/blH aKnapaTTsl OaKbuiay
JKOHE OJIapFa KOJI JKETKI3y KYKBIFBIHA KEHUIMIK O€pe OTBIPHIN, ACPEKTEPl OHACY MPOIECTEPIHIH
AIIBIKTHIFBIH KAMTAMAaChI3 €Ty MaHbI3/IbL.

Kazakcran PecnyOnukachIHBIH 3JEKTPOHABIK MEMIIEKETTIK KbI3SMETTEPIiHJIEr1 NepeKTepAiH
KYNMSUTBIIBIFBIH - OacKapy TETIKTepiH 3€pTTey MaHbI3/bl FBUIBIMH MiHIET OOJbIN TaObLIaabL.
KonganbicTarsl KYKBIKTHIK HOpMaiap MEH TEXHUKAJBIK MISIiMAEpre Talay *KYpPrisy, OJIKbUIBIKTap
MEH KEeMIIUTIKTepAl aHbIKTay, AepOec AepeKTepil KOopray >KYMeciH KeTULAIpy >KOJIJapblH YCHIHY
KaxkeT. OChI 3epTTEy/AiH HOTIKENEpl a3aMaTTapblH dJIEKTPOHABIK MEMIIEKETTIK KbI3METTEpre JereH
CEHIM JICHIeHiH apTThIpyFa BIKIMAJ €TETIH HOPMATUBTIK-KYKBIKTHIK Oa3aHbl KaKCapTy >KOHE THIMI
TEXHUKAJIBIK MIeIiMAEp/Ii €HT13y KOHIHer YChIHBIMAAP/IbI 931piiey YIIiH HaiJalaHbLUTybl MYMKIH.

Kazakcran PecmyOnuKachIHBIH AMEKTPOHIIBIK YKIMET KbI3METTEp1 jKYHeCIHIeTi AepeKTepIiH
KYIUSUTBUTBIFBIH - 0aCKapy[blH KOJJAAHBICTAFbl TETIKTEPIH Tallay eNIMI3[e JKEKe aKMmaparThl
KOpFay/IbIH KOIl JICHIeiIi MOJEI JKacallFaHbIH KOPCETEeMl, OFaH KYKBIKTHIK, YHBIMIACTHIPYIIBLIBIK
JKOHE TEXHOJIOTHSJIBIK KOMIIOHGHTTEp Kipeai. JlereHMeH, OyJl MOJENBJiH THIMAUIr KeOiHece
oJlapAbl ic JKY3iHJAE EHTI3Y[IH TYPAKThUIBIFbIHA JKOHE HUMPIBIK YKIMETTIH HMHCTHUTYIMOHAJIBIK
KETUTy JAeHreiine OaitmaHpIcThl. KYKBIKTBIK TYPFBIIaH anFanaa, Kasakcranma 3J1eKTPOHABIK YKIMET
KYHenepiHae NepeKTepal KUHAyIbI, OHACY/l, CaKTaydbl KoHE Oepylll PETTEUTIH KeKe JAepeKTepl
KOpFay/IbIH HEeri3ri HOpMaTHUBTIK 0a3ackl 6ap. JlereHMeH, peTTeyli TajanTap MeH OpblHAay TEeTIKTepi
apachIH/ia aJIIaKThIK aHBIKTAJAbl. ATan allTKaHAa, 3aHHAMAIIBIK epexesiep KebiHece JeKJIapaTuBTIK
cunarra 0oNajbl XKoHE opKalllaH TOJNBIKKAHIbl OaKbLIay, ayIuT kKoHE ecen Oepy paciMaepiMeH Oipre
Kype Oepmeriai, Oyt JepeKTepAiH KYNUsIbUIBIFBIH HAKTHI KOPFay JEHIeiliH TOMEHAeTe Il

YUBIMIBIK KYMUSIBUIBIKTEI OacKapy TETIKTEPl MEMIICKETTIK OpraHap apachlHa PeJiep MEH
OKUIETTIKTEp/ll 06Ty, COHAai-aK Jiaya3bIMIbl TYJIFalapIblH aKIapaTThIK pecypcTapra Kol jKeTKi3yiH
peTTey apKbUIbI KY3€re achIpbLIaibl.

Tangay xkepceTKeHAeH, BEIOMCTBOAPAIIBIK ACPEKTEp anMacy MU(PIbIK MEMJICKETTiH Heri3ri
3NIeMEHTI OOJIFaHbIMEH, JKYHEHIH eH ocall OybIHIApbIHBIH Oipi OonbIn Tadbutasl. KomkeTiMaimikTi
Oackapy ToCUIAEePIHIH KETKUTIKCI3 Oipi3aeHaipyi xKoHe OipbIHFal ecen Oepy MOIeiHIH O0IMayhI )KeKe
JepeKTep/Ii PYKCaTChI3 Malaanany KayIiH apTThIPaIbl.

E-gov mopranbr sxoHe MoOwWibIi KocbiMina ("¥ATTBIK AKnapartelk TexHomorusuiap"
AK omneparopbl) apKpUIbl OMOMETPHUSIIBIK ayTeHTH(duKarus (0er, caycak i3aepi). DIEKTPOHIBIK
YKIMETTIH MEMIIEKeTTIK KbI3METi apKbUIbl KeliciM OOMBIHIIA aBTOMATTAHIBIPBUIFAH Kypaljap;
ANEKTPOH/IBIK YKIMETTIH HMH(PaKYpPBUIBIM ONEpaTophl jKy3ere achlparblH uecizaenaipy. Lludpnay,
PE3EpBTIK KOUIpMeNep >KOHE MEMJIEKETTIK TEXHUKAIBIK KbI3MET ayIuTTepl; aKaIeMUSIIBIK
oneOueTTepAe TYTACTHIK YIIIH YCHIHBUIFAH OJOKYeiH (oyi KeHiHeH eHri3inmereH). Kom kerkizy
JKOHE ayTeHTU(UKALHS: OMOMETPHS MEH CEaHCThI OacKapy; PYKCATChI3 KIPYIiH allJIbIH ay OOMBIHIIIA
xanmbl yeeiabicTap (CIM sxone 1KMW ic xy3iHae KoiaaHbUIansl, Oipak OapibIK Ke3AepAe HAKThI
KOpCeTUIMereH). Opi UHTephencTepi KoHE MEKTPOHIIBIK YKIMET apKbUIbl OaKbUIAHATHIH aJIMacy;
MEMJICKETTIK KBI3MET apKbUIbI pacTajiraH KeiiciM. JKoro oHe MHIUACHTTEPre JIeH KOK: MaKCaTTh
OpBIHJIay HEMecEe KellicIM1 KalTapbll aiy Ke3iHae MiHaeTTl Typle oto; | KyH iiiHae 0y3yIbUIbIK
TypaJbl Xabapiama; OKuFajap Typaibl Xabapiay »oHe OHBIH calapblH OapbIHIIA a3aiTy.

3epTTey MaTepuaIapbl MeH dIicTepi. 3epTTey omicTepi peTiHae: HOPMAaTUBTIK KYXKaTTap Ibl
Tajjaay, >KapusUIaHBIMIApIbl KOHTEHT-TaNay, MEMJEKETTIK opraHgap MeH [T-kommaHUsIIapIbIH
OKUIZICPIMEH capanTaMalblK Ccyx0arrap, COHJAai-aK XaJIbIKapajiblK TXKIPHUOEHI CalabICThIPMAIIBI
Tajgay naigaaaHbuIIb.

3eprrey  cypakTapbl: Kazakctan  PecnyOnuKachHBIH — DJEKTPOHABIK ~ MEMIIEKETTIK
KBI3METTEPIHIET] IepEeKTEePAiH KYIUSIbUIBIFBIH OacKapy TETIKTEPiH KaHAall HOPMATHBTIK-KYKBIKTBIK
aKTinep perreiini? MeMieKeTTIK aKknaparThIK Kyhenepre nepoec nepeKTepi Kopray YIIiH KaHaan
TEXHUKAJIBIK JKOHE YHBIMIACTHIPYIIBIIBIK Mmapanap Konganeuiaabl? Kazakcran PecmyOnukackiHbIH
ANIEKTPOH/IBIK MEMIIEKETTIK KBI3METTEPiH/IE JePEKTEPAiH KYUSITBUIBIFBIH KAMTaMacChI3 eTy/Ie KaHaan
npoOiiemManap MeH KeMIIUTKTep 6ap?
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¥Ycempuran — rumote3a:  KaszakctaH —PecnyOnuMKachbHBIH — DJIEKTPOHIBIK —~ MEMJICKETTIK
KbI3BMETTEPIHAE  JCpeKTepliH  KYNUSUIbUIBIFBIH ~ Oackapy  TETIKTepIH  KETULOIpy  THIMAL
HopMaTuBTIK-KYKBIKTBIK, TE€XHHUKAJBIK >KOHE YHBIMIACTBIPY IIapaliapblH 931pjiey MEH EHTi3yil,
COHJIali-aK a3amMaTTap MEH MEMJICKETTIK KbI3METHIUIEpIiH AepOec ACpeKTepai KOpFay Macelesepi
TypaJibl XabapAapibIFbIH aPTTHIPY/Ibl KAMTHTBIH KEIICHA1 TOCUI1 Tajar eTel.

3epTTey Ke3eHaepi:

1. HopmaruBTIK-KYKBIKTBIK Oa3aHbl Tajay.

2. TexXHUKaJIBIK )KoHE YHBIMIACTHIPYIIBUIBIK MIapaiapsl Oaraay.

3. IIpoGnemaniap MEH KEMIILTIKTEP/II aHBIKTAY.

4. ¥YceHBIMIAp J3ipIey.

3eprTey aaicTepi: HOPMATUBTIK KY>KaTTap/bl Tajaay, sKapusjaHbIMIapIsl Ma3MYHIbI TaJlay,
capanTaMaibIK cyx0arTap, CalbICTBIPMAIIbI TaJ/1ay.

TexXHOIOTHSUTBIK KOPFay MEXaHU3M/IEPi, COHBIH 1IIiHIe ayTeHTHdUKAIM, mudpiay xKoHe KO
JKETKI3Y/II TIpKEY *KYHeepi, )Kajbl ajJFan/ia, Ka3ipri 3aMaHFbl aKnapaTThIK Kayirnci3aik TajganTapbiHa
coiikec keneni. JlerenmeH, onap/pl €Hrizy pparMeHTTENreH KoHe Keoip xaraainapaa qepeKTepain
OMIpIIIK IMKJIIH Oackapyra eMmec, Heri3iHeH WHQPaKypbUIBIMIbl KOpFayFa OarbITTaimraH. by
JepeKTep/Il bacKapy TYKbIpbIMaMachlHa KaparaHa TEXHUKAJIBIK TOCUIIIH 0achIM €KeHIH KopceTe/,
MYH/a KYTUSIIBUIBIK aKMapaTrThl OHACYIIH OapiibIK Ke3eHIepiHAe OacKapbUIaThIH MPOIECC PETIHIE
KapacThIPbLIAIbI.

DNEeKTPOHMABIK YKIMET KbI3METTEpiHAE KOJAAaHBUIAThIH WHTEIUICKTYyalbl JKYHelnep MeH
AHAIUTUKANBIK 1argopmanapiasiH ocepi 2026 KbpUTbI epekiie MaHbAbl Oonmanpl. JKacaHIbl
MHTEJUIEKT TIeH YJIKEeH JePeKTep TEXHOJOTHIIAPhIH MMaiiaany, TilTi aHOHUM/EY TaJlalTapbl PeCMU
TYpIE OpBIHIAIFAH Ke31e 1€ JIEPEKTEp CYOBEKTUICpIH KalTa COMKECTEHAIPY KaymiH apTThIpabl.
OcpiraH OaitIaHBICTHI KOJAAHBICTAFbI KYMUSIIBUIBIKTBI 0acKapy MeXaHU3MAEpl )KaHa TEXHOJIOTUSIIBIK
KHUBIHBIKTAPFa MIEKTEYI OeHiMIeTyai KepceTe/i.

Herisri 3an - "Jlepbec J[lepextep xonHe Omapasl Kopray typans!" Kasakcran
PecniyOnukaceiabiH 2013 sxputesl 21 mambipmarel Ne 94-V 3ansr (XAII 3ane;, 2020-2025
#0K.e3repTuired). On KeniciM NPUHUUMOTEPIH, MakcaTrTapibl LIEKTey[l, IEpeKTepil a3alTynbl,
HEeCI3ICHIIPYAl KOHE IKOKJbl aHbIKTaiabpl. Herisri koijmay 3aHmapblHa MbIHAIAp >KaTallbl:
"AKnaparTanaplpy Typanbl" 3aH (IEKTPOHIBIK PECYPCTapAbIH €PEKIIETIKTEPl KOHE AIEKTPOHIBIK
yKiMeTTiH uHTerpanuschl). "Kacannel umHTeiekr typansl" Ne 230-VII 3ax (2025/2026 KbUTFBI
18 xaHTapmaHn Oacranm KyIIiHE €HEMi), O JKEKEe JEPEKTEp EpEeKeNepiH CaKTay/bl JKOHE >KaCaHIblI
MHTEJJIEKT KYHesepl YIIiH Toyekenaepal 6ackapyapl MiHaeTTeial. Angarsl TUPPabIK Koaeke (2026
KbUIAbIH 11 mringecineH Oacrtam KyIiHE €Hel), OJ JKOI0, OHJEY[l TOKTara Typy *oHe 15 KyHIik
OpEKeT eTy MiHJeTTeMeNnepin Kyueneiai. Kocbimina Tamanrap (2024 xbUTFbI Ty3€TYJIEp/eH OacTan):
O1p JKYMBIC KYHI 1LIiHIE€ MHHUCTPIIKKE OY3yIIBUIBIKTAp Typasbl MiHAETTI Typae Xxabapnay; 2025
KBUTFBI 8§ KaHTapAan Oacran Kaszakcranma aepekTepil JoKalu3anusiay; KemiciMal 6ackapy YIIiH
OapIbIK Kylenepal "MEeMIIEKETTIK KbI3MET" AJIEKTPOH/IBIK YKIMETIMEH O1pIKTIpY.

Tangay :koHe HITHKesep. XaJlbIKapajblK TOHKIPHOSIEPMEH CalBICTHIPMAIIBl  TaJIdy
Kazakcranma nudpiblk KbI3METTEpAIH *)o0ajnay Ke3eHIH/Ie KipIKTIpireH KYMUSUTBLIIBIKTBI KOPFayIbl
OinaipeTiH xxo006anay OOMBIHIIA KYMUSIIBUIBIK IPUHIINII KETKLUTIKCI3 TaMbIFAHBIH KOPCETE/I].

Kynuanbsuiblktel  O6ackapy keOiHece peakTUBTI, IKyHenmik Toyekenaepli Oackapyra
eMecC, OKUFaJapJblH aliblH anayra OarblTTaimrad. Oceutaiiima, >xypriziireH Ttangay Kazakcran
PecryOnukachbIHBIH 37€KTPOHABIK YKIMET KbI3METTepl KyHeciHAeri NepeKTepAiH KYHHUsUIbUIBIFbIH
OackapyablH KOJJAaHBICTaFbl TETIKTEpl MHCTUTYLHMOHANIBIK JaMy CaThICHIHAA JETeH KOPBITHIHIbI
Kacayra MYMKIHAIK Oepemi. Omapasl ogaH opi XKeTUIAIpy YIUIIH (parMeHTTeNreH Kayirncizaik
apajapblHaH XalbIKapasblK CTAaHAAPTTapFa HETi3/IeNTeH KelleHIl NepeKTepai Oackapy MoneiiHe
KOIIly, BEIOMCTBOAPAJIBIK YHIIECTIpPY KOHE JKEKE aKIapaTThl OHACYIET1 allIbIKTHIKTHI aPTTHIPY KaXKeT.

XKexe Oac nmepekrepin Kopray KkeseHzepl. bym Oemim kecteme aHbIKTandFaH Ti30€KTI
Ke3CHAEpi CHHTE3CHI JKOHE OJlapbl a3aMarTapiblH ICPEKTEPIH KUHAyJaH KOJDKETIMIITIKKE
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JIeH1H KOpFay MaceneciMeH OalanbICThIpabl. [lepexkesnep nepeKkTepal OHACyIIH OMIpIiK IUKITIHIH
ANIEMEHTTepiHe 0aca Ha3ap aymapazsl KOHE KOpFay/Ibl KaIbIITACTHIPATHIH KY)KaTTaJFaH OKHFaIap MCH
Oackapymarbl OJKbUIBIKTap/bI atan etesi. Kesenaep tizimi Jlepekrepi KuHay KOHE COMKECTEHIIPY,
OHJICY JKOHE arperanusiay, CaKkTay *KoHe TYTaCThIKThI CaKTay, KOJDKETIMALTIK )KoHE ayTeHTU(UKALINS,
BEJIOMCTBOAPAIIBIK OOJIICY )KOHE 03apa dPEKETTECY, CaKTay JKOHE HKOI0, COHai-aK OKUFaIapFa xayarl
Oepy xoHe ecert Oepy onedueTTe 6aca Ha3ap aynapbUIaTHIH OMIPITIK UK Ke3eHIePi OO TaObLIa b
(©wmipos, 2023: 143-151).

AykbiMabl arbinl ketyaep: 2018-2025 sxpuimap apanbeirbiHaa 16,3 MWIIMOH a3amMaTka
(arp1-keHi, JXcH, MekeH-kaiibl, TenedoHmapsl) ocep eTkeH KazakcTaH TapuxbIHIAFbl €H ipi
Oy3ymbutbiKieH (2025 JKbUIABIH MayChIMBI) asKTaJIFaH KONTEereH OKuramap Ooinabl. BypbIHFBI
XKaraaiiapra MplHaIap kataasl zaimer.kz (2 Mumos xa3oa, 2024) xone GitHub skcriozuniusiiapst.
MemnekeTTik xyhesnep koOiHece TiKelel akmapaT Ke3l OOJFaH JKOK, OIpaK €CKipreH HeMece KEeKe
TOJIBIKTBIPBUIFAH MOJIIMETTep KEHiHEH Tapaijbl. besiiekrenreH eHrizy jkoHe Au3ailH OoibIHINIA
KYIUSIIBUIBIKTEIH OonmMaybl (gdpr-re kaparanaa). BemomcTBoapalblK akmapaT ajiMacy >KeTKUTIKCI3
Oipiryre OailnaHbICTBl OcCaJNJBbIK OonbIl Kayna Oepeni. JKacaHOpl MHTEIUIEKT, YIKEH JEpeKTep
Toyekenaepi (pecCMU aHOHUMH3AIUSAAAH KEHiH J1e KalWTa COMKEeCTEeHIIpY) MKETKUTIKCI3 IIemrisieni,
nereiMeH 2025 xbUIFbl kacaHabl UHTEeKT Typanbl 3aH MeH 2026 KbUIFbl LHUQPIBIK KOAEKC
Oy OJIKBUTBIKTHI a3aiita Oactanmbl. KyKbIK KoJiaHy oIci3: 3aHiap ilrHapa JeKJIapaTHUBTI OOJIBIM
Kasma Oepexdi, TEKcepysep IIEKTEYNl JKOHE TOYeKeNAep/i aijblH-ajia OacKapylaH Tepi peakTHBTI.
Xanblkapanblk ammakThik: Kazakcranaplk pexum GDPR  colikecTik cTaHgapTTapblHa COMKEC
kenmeiini (anci3 kemicim, mianetTi DPTA Gonmaysl, KaraH caHkuusap). (OMipos, 2025: 151-157)

Toyexennin nonennepi 2018-2025 xpuinap apansirsiniga Kazakcranaa ipi kesemjeri sxeke 0ac
JEPEKTEPIHIH Tapaybl MEH OY3yIIBUIBIKTAp Typasibl XaOapiiaHraH, OyJl KOpFayablH opOip Ke3eHIHe
Hazap aygpapyra urepmeneiiai (JJocxanosa, byreibaii, 2024: 339-350).

Nnentudukamusara 6aca Ha3ap ayaapy keke 0ac JepeKTepiH OHJIeY )KOHE KYHere Kipy Ke3iH e
OMOMETPUAIIBIK COMKeCTeHIipyai (Oer-onmmet, caycak i3/epi) HaijanaHy 3JIeKTPOHABIK YKIMETTi
eHT3y[iH Oeriri perTiHAe alKpiH cumarTanraH (OwipoBa, 2025), (YmutumHoBa, 2025) Makana
AW xoHe 1mdpablK 6ackapy KOHTEKCTiIHJE aepOec AepeKTepli KOpraydbl PeTTeydiH KYKBbIKTHIK
aCMeKTUIEPiH KapacThIpajbl, XaJblKapalblK TOKIpUOEH1 koHe OHBIH KaszakcTaHna KOJIIaHBUTYBIH
TangaiapI-IUPIIBIK 0acKapy MEH JIepeKTep/Ii KOpray/bl TAJKbLIAy YIIiH ©3€KTi.

Texnuxanvlx mexanusmoepoiy Kezenoepi 6otibiHwa manoay cunammamacsi. byn Gemimae
onebueTTepMeH Oipre opOip eMipiik UK Ke3eHl YIIH HaKThl TaJKbIJIAHFAaH HEMECE YCHIHBUIFaH
HEri3ri TeXHMKAJIBIK MEXaHU3MJAEp KepceTiareH. AuFamkbl ad3anra MexaHu3MIepal Ke3eHIepre
COMKECTEHIIPY JKOHE NONIENICPAIH QJICi3 HEeMece Oocajl TYCTaphlH OeNriiey Makcarbl TYCIHAIpUIST.
TeMenae ke3eHAEpAiIH, TUNTIK OPEKETTEPIiH, oAeOMeTTe TaJKbUIAHFAaH MEXaHU3MIEPIiH >KOHE
JoNenieMeNepAiH Kyl Typalbl eCKepTIeNepiiH KbICKAllla CcallbICThIpMalbl KecTeci OepiireH
(Kecre-1).

Kecte 1. TexHuKanbIK MEXaHU3MIEPHAI 3€pTTEY JKOHE JoJenjey Ke3eHaepi OoibIHIIa
CaJIBICTBIPMAJIBI TAJIAAY CUITATTaMaCh

OedneTTe TAJKbIIAHFAH TEXHHUKAJIBIK
Kesen 3eprTeyaep Jonennep
MeXaHU3M/Iep

Keke 6acTel KyaIaHabl .
Y PY" Kexe Gacter KyQJaH/IBIPY JKoHE mopraiFa Kipy KazakCTaHHBIH 3IeKTPOH/IBIK

Kunay »xone aTpuOyTTaphIH Ay, . . N L

N . YIIiH OHOMETPUSIIBIK ayTeHTH(OUKAINSA YKIMET KyHesnepl YIIIH KaKChl
colikecTeHIipy OHOMETPHUSITBIK . .

L. (Typ-aunrer, caycak i3nepi) Ky)KaTTaJlFaH
JIepeKTepii TipKey
Orutey Kore Wnnekcrey, Kayirici3 enaeyre KOWbLIaThIH HKaJIbl JKorapsl geHreiine
Y 0aiiJIaHBICTHIPY, Tajanrap XoHe aBTOMaTTaH /IbIpbLIFaH CUIATTAJIFaH; HAKThI 9JIICTEP

arperamusia; N

P Y aHAINTHKA OHJIeyTre KOMBUIATBIH IIEKTEeYIep TOJBIKKAHIBI CHIIATTaIMaraH
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Kesen

3epTTey.iep

Oj1e0ueTTe TANKbUIAHFAH TEXHUKAJIBIK
MEXaHU3IMIAep

Hanennep

Caxkray xoHE
TYTaCTBIK

XOCTHHI, CaKTBIK KellipMe
xKacay, KYKbIK Oy3yaaH
KOpFay

TyTacThIK NIEH KayilCI3AiKTI KAMTaMackl3 €Ty
YILiH OJIOKYEHH YCHIHBICTapHI (Oomamak
HIemIM peTiHae Tankplianansl) (Mnbscosa
kKoHeE T.0., 2025)

OJ1e01eTTe YChIHBUIFaH; iCKe
achIpy MbICAIIapPhI
pacraiMaraH

KomkeTiMaimik jxoHe
ayTeHTU (UKL

[aiinananymsl/areHt
Kipyi, aBTOpH3anysIay,
CeaHCTHI Oackapy

Komxkerimainikke apHanran GHOMETpHS;
PYKCaTChI3 KIpyIiH aJIbIH Ty OOHBIHIIA
xanmnsl yesiaplcTap (Kaccen, 2015).

buomerpus KyxarranraH;
OepisireH JepeKKe3aepie HaKThl
KepceTiMereH 6acka
ayTeHTU(UKanusa
MexaHusmzepi (Mbicansr, MFA,
PKI) (Kaccen, 2015).

Beunicy sxoHe e3apa
opekerTecy

BenomcTBoapanbik
nepexrep anmacy, API
unTepdeicrepi

Jepexrepai 6exicyre apHanFaH Oackapy KoHE
casicaT Heri3epi; TEeXHUKAIbIK MEXaHU3MIEP
kepcetinmereH (Koxxanysl sxone T.0., 2023:
68-76).

OjebuerTepne 6ackapyaarbt
OJIKBUIBIKTAP JKOHE
OakbUIaHATHIH Oeicy
KaXXETTLIIrI atam eTiuIreH
(Koxanytel xoHe T1.6., 2023:
68-76).

CaKTay, KO0, ayAuT

XKazbanapzas! cakray
KecTeliepi, Kayircis xoto,
AyJIUT XKypHaJIapbI

By3ymbuisikTapaaH Keiin
KYKBIKTBIK/TEXHUKAJIBIK KOPFAHBIC LIapaapbl
MEH KaJIbIHa KeNTipy MeXaHu3MepiHe
mrakpipynap (Korabaes, banepmxu, 2024)

3aHIbI/HOPMATHBTIK KYTYyJIEp
ararr OTIIl; TEXHUKAJIBIK,
eHri3yiep (Kayirci3 xKoro)
erKei-TerKei
cunarranmaran (Korabaes,
banepmxu, 2024)

Oxurara xayar Oepy
JKOHE ecell Oepy

By3ymsuisIKTapas
aHBIKTAy, Xabapay,
CaHKIHsIIap

By3ymibuIbIKTapaaH Keifin ciireme )acajran
3aHIBI KayaKePIIUTiK )KOHE KYKBIKTapAbl
KaJIIbIHA KENTIpy epexenepi[9]

3aHbl Mapanap TaaKblUIaHIbL;
TEXHUKAJIBIK aHBIKTay/
KPUMHHAITICTUKAIIBIK
MOJIIMETTEp LIEKTEeYIi

(Korabaes, banepmxku, 2025:
183-207)

[Mudpnay xone RBAC Typansr eckepty bepinren omebuerre OIOKYCHH jKOHE PYKCATCHI3
KipyIeH KeHIpeK KOpPFaHBIC CHSIKTHl TYTACTBIKTBI CaKTaMTHIH TEXHOJOTHUSIAp TalKbUIAHAIBI,
Oipak KazakcTaHHBIH 3J€KTPOHIBIK YKIMET XXyHenepinaeri mudpiay/TackiMangay HeMece POk
Kipyai Oakpliayabl OpHANACTBIPYABIH HAKThI, €MKEH-TErKeii cumarramanapbl  OepiiMere;
COHJIBIKTaH OEpIITeH KOPIYCTa OJapblH HAKThl KOJJIAHBUTYBIH pacTay YIIiH JKETKUTIKTI JoNeaep
oK KazakcTanaplk MoOJenh WHCTUTYIHOHAIABIK-IaMy caTbiChiHAa. O KayincCi3miKTiH Heri3ri
3amMaHayd TayanrtapeiHa (ayTeHTH(UKausa, mudpnay) colikec Kenemi, Oipak ©OMIpJiK IHUKITe
emec, (hparMeHTTENreH XoHe MH(pakypbuUibiMFa OarbiTTanFad. 2025-2026 »xbuinapra apHalFaH
3aHHAMAaJBIK TOJNKBIH (>kacaHabl nHTEIeKT Typansl 3aH, Ludpneixk Kongeke, nepekrepai oxiayrnay,
OY3YLIBUIBIKTAP Typajibl Xabapiay) IporpecTi KopceTel, IereHMEH Ju3aiiH OOMBIHINA KYITHSUTBUTBIK
JKOHE JKacaH/Ibl MHTEJUICKT Toyekenaepin Oencenni 6ackapy GDPR-men cambicThipranma om e
nambIMaraH. BemoMmcTBoapamiblK anMacy eH oMici3 OybIH OoNbIl TaObLIafbl KOHE ayKbIMJIbI arblIl
ketynep (2018-2025) KyKbIK KOpFay OpraHaapblHIarbl OJKBUIBIKTApAbl Kepcereai. JKakcapry
ooitpiHma yceiapicTap (Tyserinren XKone Keneirinren) AHBIKTalFaH OJKBUIBIKTBI KOO KOHE
FBUIBIMHA / TIPAKTHKAJBIK MAaHBI3IBUIBIFBIH apTTHIPY: BapiblK kaHa SJIEKTPOHIBIK MEMIICKETTIK
KbI3METTEp YIIH Ju3aiiH OOMbIHINA KYMHUSIIBUIBIKKA KOHE JIEPEKTEepAl KOprayFa dcepli MIHIETTI
Oaranmaynbl 3aHHaManbIK Typae Oekity (GDPR 25-babvina coiikec). bipplHFaii BeoMCTBOApasbIK
CTaHJapTTap/bl XKoHE ACPEKTEPMEH anMacy/IblH OipbIHFall ecen Oepy MomeniH eHrizy. MemileKeTTik
aKnmaparThlK OKYHeslepae »acaHIbl MHTEIUIEKTTI KalTa aHbBIKTay TOYeKeIAepiH >Kyieni Typae
Tekcepyal MiHeTTeH13 (2025 KbUTFBI JKacaH Ibl MHTEIIEKT Typaibl 3aHabl KOJ/1aHa OThIphIN). KyKbIk
KOJIJIaHy MPaKTUKAChIH KYLICHTY: jKarmail arbll KeTyJlep YLIIH KbUIMBICTHIK ayankepiiuiik (2026
JKBIIIFA JICHIH YCHIHBUIFAH) JKOHE OKIMIIUIIK albITIIyJIIapabl KeOenTy. A3amarrap MEH MEMJICKETTIK
KbI3METIIIEP/i KeNICIMHIH KYIIIH JXOI0 JKOHE JepeKTepli Oepy KYKbIKTapbl Typasbl Xxabapaap

23



ISSN 2707-4862 Smart Technologies Journal, 1(7) - 2025

eTYJIIH >KaJIBIYITTHIK OaFaapiaMasapblH 1CKe KOCBIHBI3 (€-Z0V apKblibl). JlepeKkTepaiH TYTacThIFbl
YIIiH OJIOKYEHH YIIKBIIITAphIH E€HT131HI3 (COHFBI o7e0ueTTepe YChIHbUIFaHAai). XalblKapajblK
STAJIOHJApAbl NaiiiajJaHa OTBIPbII, *KbUI CalbIHFBI TOYEJICI3 ayAMTTEp KYPIi3iHi3 JKOHE aIIbIKTHIK
TypaJibl €cenTep/l KapHusiiaHbI3. byl yCbIHBICTap Joen/i 6onbIn Talblaabl, 3epTTey CypaKkTapblHa
TiKesIel jkayarn Oepelli KoHE PEeaKTUBTINIEH JKYHeTiK Toyekenaepi 6acKapyFa KeIly[diH HAaKThl KOJI
KapTachlH YCHIHAJBL. ICKe achlpy a3aMarTapiblH SJIEKTPOHABIK MEMIIEKETTIK KBI3METTepre JereH
ceHiMiH endyip aprThipasbl. (Kanamnukosa, 2021:73-79).

KopbiThiHabL. 3epTTey HOTWXKENepi naepOec IepeKTepli ©HJILY, CakTay >KoHe Oepy
MOceJIeNIepiH PeTTeHTIH HOPMATHBTIK-KYKBIKTBIK 0a3aHbl OJIaH dpi KETIIIPy KaKETTITIH KepceTe/i.
YITTHIK 3aHHaMaHbl XaJbIKApaJbIK CTaHAAPTTAPMEH JKOHE JEPEeKTepi KOpFay CalaChIHAAFbl O3BIK
ToXiprOenepMeH yijecTipyre epekiie Hazap aynapy Kaxker. CoHnmaii-ak, nuQpIibIK KbI3METTEp.i
YCBhIHATBIH MEMJIEKETTIK OpraHiap MeH yHWbIMAapjAa aknaparThlH KayllCI3[IriH KaMTaMachl3 €Tyre
OarpITTaFaH YHBIMIACTHIPYIIBUIBIK IAapaslap/IblH THIMAUITIH apTThIPY MaHbI3bl aCHeKT OOJIbII
TaObUIa bl byFaH 3aMaHayn Kayilci3iK cascaTbIH d3ipJiey KOHE €HT13Y, TYPAKThl ayIUuTTep KYPrizy
KOHE aKIapaTThl KOpray calachlHIaFbl KbI3METKEpIIepAiH OUTIKTUIIMH apTThIpY Kipei.

JlepexTepi Kopray/ablH TEXHOJIOTHSJIBIK [Iapasiapbl YHEMI KaHAPTBUIBII, jKaHa KayinTep MeH
CBIH-KaTepJiepre 0elimMaenyii KaxeT eTel.

[udpnayneiH, ayTeHTH(GUKALUSIHBIH >KOHE JIEPEKTEepPre KOJI JKETKI3ydAl OaKbuIayablH
3aMaHayd TEXHOJIOTHSUIAPBIH OCJICEH]II €HTi3y, COHAAN-aK aKMmaparThIK KayilcCi3aiK WHIMISHTTEPIHE
MOHUTOPUHI JKOHE JEeH KO0 KYHeNepiH IaMbITy KaKeT. 3epTTey HOTIDKENEpiHe Heri3JesreH
YCHIHBUIFAH YCBIHBIMIAp a3aMaTTapiblH AJIEKTPOHIBIK YKIMETKE XoHE LUQPIBIK CepBHCTEpre
CEHIMIH KaMTaMachI3 €Tyre, COHai-aK eNJiH HU(PIBbIK SKOHOMUKACHIH OJIaH op1 IaMBITyFa BIKIA
etyre Kabuterti KazakcraHHbH LUQPIBIK OpTAachiHAA AEPEKTEpIl KOpFayAblH KeLIeHMl XYHeciH
KaJIbIITACTBIPYFa OAaFbITTAJIFAH.

A3zamarTapra TiKelell KaTbICThl 3JIEMEHTTEepre - KeliciM, KYKbIKTap, allbIKThIKKA - Ha3ap
ayaapazabl KoHe onebuerte Oap JKOHE erKeH-TEerKeilsli aKmapaTrThlH >KOKTBIFBIH TYCIHAIpesi.
Kynusnbiiblk JkoHE jKeKe KYKBIKTap oAeOHeTTepie KeKe IepeKTepAl KOpFay KOHCTHTYIHSIIBIK
KYNVSUTBIIBIK  KYKBIKTAphl IIEHOEpiHJe HAKThl KOPCETUITeH >KOHE PYKCATChI3 JKapusuiay MEH
OakpuIayFa Kapchl 3aHbl KSTIUIIIKTEP TaJIKbLIAHAbI.

AMIBIK IepeKTep/l KeliciM JkoHe naiinanany Tangaymnap keiiciMre KaTbICThl FOPUCAUKIUSATIAD
apachIHAAFbl AHBIPMAIIBUIBIKTAP/AbI, COHBIH IMIIHAE aIIbIK Ke3AepleH (QJIeyMeTTIK XKelIepaceH)
aJIBIHFaH JEpeKTepi KeiciMci3 maiiiananyra pykcar eTiryl Typalisl HiKipranzacTapsl KepceTe,
Oys1 aliMakKThIK KOHTEKCTE COMKeC KEIMEWTIH TaKIpuOenepl HeMmece TYCIHIIpMeNnepll Kepcerei.
ATIBIKTHIK ’KOHE KYKBIKTBIK KOPFay KypajiapbiHa KOJI )KETKi3y.

JXKymMmbicTap azamaTTapAblH KYKBIKTApbIH KaJINbIHA KENTIpYy >KOHE Oy3yUIbUIBIKTapAaH KeliH
KYKBIKTBIK KOpFay KypajJapblH ajy YIIIH aIlIbIKTBIKTBI, €cCel OepyIIUTKTI >KOHE TeTIKTep.i
KYIIEHTYTe [IaKbIpa bl )KOHE OJap MKayanKepIIUTiK MeH KYKbIKTap/bl KaJlblHA KeNTipyai Ke31eHTiH
KOJIZTAaHBICTAFbl 3aHHAMAHBI aTal oTe/li.

Toxipubemnik ONKbUIBIKTAp o7eOueTTepe KYKBIKTHIK KOPFay MEH OINEpaIUsuIbIK allbIKThIK
HeMece a3amarTapra OarbITTalFaH MEXaHU3MJEP apachlHIAFbl aJIIAKTHIKTap (MbIcajbl, AHKbIH
KeJTiCiM aFbIHAaphl, OMOMETPUSUIIBIK MalJaTaHyIbIH TYCIHAIpMenepi) OipHelIe peT Ky>KaTTanasl, Oy
KazaxkcTanHbIH IUQPIBIK KbI3METTEPIHAET] a3aMaTThIKKA OAaFbITTalFaH KEIIECHl €HTi3yJep Typajibl
KapusIaHFaH JAJIeNIepAIH KETKUIIKCI3 €KeHIH KopCceTesl.

¥YChIHBICTHIH 0Oaca Hazapbl OlpHEIIe IEPEeKKe3nep OMOMETPUSUIBIK JACpeKTepre apHaFraH
KYKBIKTBIK KOpFay[bl KYLIEHTyai, XaOapiaHIblpy >KOHE KalllblHA KeNTipy NpoueaypajapblH
KaKcapTyIbl JKOHE JepekTepAl Oericy MeH aBTOMAaTTaHIBIPBUIFAH ©HJEYre KaThICThl CasCaTThIH
AIIBIKTBIFBIH APTTHIPYIbI YCHIHABI.
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AnHoTauus. B ycnoBusx uudpoBoil TpaHchopManuu W pacmpOCTpaHEHUsS yIAUIEHHOU
paboTHl yIpaBlieHHE 3a/ladaMU CTAaHOBUTCS BaXKHBIM (PAKTOPOM MPOAYKTHBHOCTH MajbIX KOMaH]I.
CeropHst CylIeCTByeT MHOXECTBO ITU(PPOBBIX HHCTPYMEHTOB [UIsl YOpPAaBICHHS TMPOCKTaMH U
3amauamu. OgHAKO WX pa3sHooOpasue W pa3inuuusi B (PYHKIMOHAIBHBIX BO3MOXKHOCTSIX CO3/IAIOT
npoOiemy BeIOOpa Hanbosee 3(HEKTUBHBIX pEIICHUH sl HEOOMBIITNX KOJUIEKTUBOB. HemocTarounas
aJanTanus HHCTPYMEHTOB K crenuduke paboThl MajblX KOMaH] MOXKET MPUBOIAUTH K CHIDKECHHUIO
3¢ (dEeKTUBHOCTH B3aMMOACWUCTBUA, (PparMeHTalud pabdodyuX TMPOIECCOB M HEpalHMOHAIbHOMY
UCTOJNB30BaHUIO BpeMmeHH. llenb wuccnenoBaHuss — OHEHUTh 3(PPEKTUBHOCTH HCIONB30BAHUS
WHCTPYMEHTOB YIIPABICHUS 33a/lauaMi B MaJIBIX KOMaH/1ax. BaykHO onpenenuTs HeKOTOPbIe MPUYHHBI,
KOTOpbIE MOTYT TIOBJIMATh Ha YCHEITHOCTh BHEAPEHHS HX B paboOTy a Takke AalbHEHIIero
MpUMEHEeHHUs UX B paboTe. B maHHO# cTarhe ObUT IPOBEICH aHATN3 HEKOTOPBIX HAYYHBIX )KYPHAJIOB U
nyOIMKalui KOTOpbIe OTHOCSTCS K OpraHU3allMi KOMaH 1l B KOMIIAHUSAX WJIM MaJIbIX TPYIIAaX JIIOACH.

B crarbe nmpoaHanu3upoBaHbl pa3NUYHbIE MOAXOABI K TOMY KaK YIpaBIAlOTCs 3aqadu. Yare
BCETr0 HCIMOJB30BAUCh UMEHHO Agile-MeTofonorun, CoOBpeMeHHbIe MIaT(OopMbl s YIpaBICHUS
MIPOEKTaMH U CUCTEMBI KOTOPBIE OTCIIEKHUBAIOT pabouee Bpems. CeronHss UMEHHO 3TH HHCTPYMEHTHI
MIPUMEHSIOTCS B OOJIBIIIMHCTBE KOMAH[ ISl TIPABHIBHON OpTaHU3aIMH JIIONEH, a Takke KOHTPOJIS
BBIMOJIHEHUS 3aJlady. AHaiu3, MPOBENCHHBIH B HTOM CTarbe, MOKA3bIBAET, YTO MCIOJIb30BAHUE
wiathopM ISl yIpaBieHUS 3a7adaMH MOJOXKHUTENbHO BIMSET Ha A(PPEKTUBHOCTH KOMaHA B
pa3nuuHBIX cepax AesITeTbHOCTH. VX MCMONBb30BaHUE YIPOIIAET OTCICKUBATH M KOOPIUHUPOBATH
paboty ¢ 3amadyamu U uX 3p¢exTHBHOCThIO. OHAKO HAa Ha4YaIbHOM J3Tame He obOxoauTcs Oe3
HEKOTOPBIX mpobieM. [Ipu BBICOKOM KOJMMYECTBE JIOACH B KOMaHJE WIN K€ HEKOMIIETEHTHOCTH C
WCTIOJIb30BaHHEM HOBBIX TEXHOJIOTHI MOXXET MPUBECTH K HEAIPPEKTHUBHOMY HCIIOIB30BAHUIO ITHX
UHCTPYMEHTOB.

[TpakTHueckas 3HAYMMOCTh WCCIIEOBAHUS 3aKITIOYaeTCs B (DOPMUPOBAHUHU PEKOMEHIAIIHIA
Mo BHIOOPY W BHEAPEHUIO HMHCTPYMEHTOB YIIPABICHUS 3a/ladaMi, MO3BOJSIONIUX TOBBICHTH
MIPOU3BOJUTEIBHOCTh KOMaHAHOM pabOTHI, ONTHMHU3UPOBATh PACTIPENIEIICHUE PECYPCOB U COKPATHTh
CPOKH BBITIOJTHEHUS MPOEKTOB. [loydeHHbIe pe3ynbTaThbl MOTYT OBITh TIOJIC3HBI ISl PYKOBOJHUTEICH
HEOOJBIMX KOMaHJ W crapranoB. OHU TaKke MOTyT HPHUMEHAThCsA B pabote digital-areHTcTB
U MHIMBUIYalNbHBIX NpeAnpuHuMareneil. Kpome Toro, maHHble BBIBOABI MOTYT HCIOJIB30BATh
CHEIMAIMCTBI, KOTOPBIE pa0OTAOT B PaCIpeIeIEHHBIX WIH YIAIEHHBIX KOMaH/IaX.

26


https://doi.org/10.62687/STJ.7.1.2025.12
https://orcid.org/0009-0005-7341-935X
https://orcid.org/0000-0001-7494-9794
https://orcid.org/0000-0001-7888-4094
mailto:konst55a@gmail.com
mailto:konst55a@gmail.com
https://orcid.org/0009-0005-7341-935X
mailto:kmiraj8206@gmail.com
https://orcid.org/0000-0001-7494-9794
https://orcid.org/0000-0001-7888-4094

ISSN 2707-4862 Smart Technologies Journal, 1(7) - 2025

KuroueBbie cjioBa: yrpaBJICHUE 3ala4aMy, MaJIblC KOMaH/Ibl, IPOAYKTUBHOCTD, L[I/I(l)poBI)Ie HWHCTPYMEHTDI, TaCK-MCHEC/IXKEPHI,

Agile-momxompl, Scrum, aBTOMaTH3aIMs MPOIECCOB, HHCTPYMEHTHI IUNIAHUPOBAHUS, COBMECTHAs paboTa, 3(pHEeKTHBHOCTS.
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Abstract. In the context of digital transformation and the spread of remote work, task
management is becoming an important factor in the productivity of small teams. Today, there are many
digital tools for managing projects and tasks. However, their diversity and differences in functionality
create the problem of choosing the most effective solutions for small teams. Insufficient adaptation of
tools to the specifics of the work of small teams can lead to a decrease in the efficiency of interaction,
fragmentation of work processes and irrational use of time. The purpose of the study is to evaluate the
effectiveness of using task management tools in small teams. It is important to identify some of the
reasons that may affect the success of their implementation in work, as well as their further application
in work. This article analyzes some scientific journals and publications that relate to the organization
of a team in companies or small groups of people. We've looked at different approaches to how tasks
are managed. Agile methodologies, modern platforms for project management and systems that track
working hours, were most often used. Today, these tools are used in most teams to properly organize
people, as well as monitor the completion of tasks.

The analysis conducted in this article shows that the use of task management platforms has a
positive effect on the effectiveness of teams in various fields of activity. They make it much easier
to track and coordinate work with tasks and their effectiveness. However, there are some problems at
first. With a high number of people in the team, or incompetence using new technologies can lead to
inefficient use of these tools.

The practical significance of the research lies in the formation of recommendations on the
selection and implementation of task management tools that can increase teamwork productivity,
optimize resource allocation and shorten project deadlines. The results obtained can be useful for
managers of small teams and startups. They can also be used in the work of digital agencies and
individual entrepreneurs. In addition, these findings can be used by specialists who work in distributed
or remote teams.

Keywords: task management, small teams, productivity, digital tools, task managers, Agile approaches, Scrum, process

automation, planning tools, collaboration, efficiency.
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Angarna. CaHAplK TpaHcopMalusl KoHE KAIIBIKTaH JKYMBIC Tapary KargailbiHaa
TancelpManapasl 0ackapy IIaFblH KOMaHAalapIblH OHIMAUIITHIH MaHbI3Ibl (haKTOphIHA aifHATAIb.
Byrinri tanma >xobanmap MeH TarchlpMaiapAbl OacKapyAblH KOINTEereH CaHIBIK Kypajaapbl Oap.
JlerenMmeH, onapibIH OpTYPALUIIri MEH (PYHKIIMOHAIBIK albIpMaIIbUIBIKTAPhI IAFBIH TONTAP YILIiH €H
TUIMZI IIENIMAEP/l TaHJay MacelieciH TyAblpaibl. LIlaFpiH KoMaHganapabIH )KYMBIC €peKIIeNIKTepiHe
KYpaJlIap/blH JKETKUTIKCI3 Oeimaenyi e3apa opeKeTTecy THIMAUIIIHIH TOMEHJACYiHEe, >KYMBIC
MPOIECTEPiHIH OOJIIEKTeHyIHe KOHE YaKbITThl YTHIMCHI3 MaiadaHyFa oKelyl MyMKiH. 3epTTeyaiH
MaKCaThI-IIIAFBIH TONTapJa TarchipMaiapAbpl Oackapy KypasgapblH NaijanaHyAblH THIMAUIITIH
Oaramay. KeiiOip cebenTepai aHBIKTAy MaHBI3ABI OYJl ONapiabl JKYMBICKA CHTI3YIIH COTTUIITiHE
COHJall aK ojapJbl >KYMBICTa O/aH 9pl KOJJaHyFa ocep eTyl MyMKiH. byn mMakamaga keiOip
FBUIBIMU KypHaJIJap MEH KapusjaHbIMIapra Taljay jkacajabl ojlap KOMIIaHUsIapAa HeMece
aZaMIap[blH IIaFbIH TONTAapbIHAAa KOMaHAAHbI YHBIMIACTHIpYFa KaTbICTHL. bi3 TamcelpMamapisi
Kanaii 6ackapyablH OpTYpJi TociunmepiH KapacTeipablk. KebOinece Oyn Agile omicremenepi OOMbI
xo0anapabl 6acKapyablH YaKThUIbI IUIaT(GOpPMaaphl )KOHE KYMBIC YaKbITBIH OaKbIIAWTBIH XKYHeep.
byrinri tagma Oyn Kypangap KemnTereH KOMaHaajapaa aaamaapibl AYPBIC YHUBIMIACTHIPY YIIiH,
COHJIali-aK TarchlpMaiapAblH OPbIHAATYBIH OaKblIay YIIiH KOJIaHbLIabI.

Ocpl Makanaja *ypri3uireH Tajjaay TarncblpManapiabl 0ackapy miardopManapblH naiizanany
OpTYPJi KbI3MET cajlaJlapbIHJAFbl KOMaHJalapblH THIMIUIMIHE OH 9ocCep EeTEeTiHIH KepceTel.
OmnapaplH KOMETiIMEeH TalcChlpManapibl JKOHE OJIapAblH THIMIUIIIH Oakbuiay >KoHE YHIecTipy
OHailbIpak Oosanbl. Aunaiina, 6aceiHIa o Keibip mpobremanapcebi3 askranManasl. Komanmganarsl
azamaap caHbl Kem OOoJiFaH Ke3[e HeMece aHa TEeXHOJOTHsJIApIbl KOJIaHy KaOUIeTCI3Iiri OChI
Kypayiiap/bl THIMCI3 MaigananyFa oKelyl MyMKIiH.

3epTTeyaiH NPaKTUKAIbIK MAaHBI3ABUIBIFBl TONTHIK >KYMBICTBIH OHIMIUITIH apTThIPYFa,
pecypcrapasl Oenyai OHTailaHABIpyFa J>KOHE >KoOalapIblH OpBIHAATY MEp3iMiH KBICKapTyFa
MYMKIHIIK O€peTiH TamncelpMagapipl Oackapy KypanJapblH TaHJAy JKOHE €Hridy OoMbIHINIA
YCHIHBICTAp/Abl KAJBINTACTBIPY OONBIN TaObuTafbl. HoTwkenep marelH TON Oacmibliapbl MeEH
cTaprantap YIIiH TMaigansl 0omysl MyMKiH. Omap conpaii-ak digital-areHTTiKTep MEH JKeKe
KOCIMKepIepIiH KYMBICHIHAA KOJIIaHBLTYybl MYMKiH. COHBIMEH KaTap, OyJ1 HOTHXKeNep/l TapaThlIFaH
HeMece KallbIKTaFbl KOMaHaIap/ia )KyYMbIC iICTEHTIH MaMaHap KOJiJjaHa anajibl.

Kinrrik ce3mep: Ttanceipmanapiasl Oackapy, NIaFblH KOMaHAajdap, OHIMIUTIK, CaHIBIK Kypaimap, TacK-MeHeIKeplep,

Agile-Tacinzaep, Scrum, IpoLECTi aBTOMATTaHABIPY, KOCIapay Kypajiaapbl, bIHTbIMaKTacThIK, THIMALTIK.
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BBenenue. /s OONBIIMHCTBA OpPraHM3ANMK HAa JAHHBIH MOMEHT OJHOM W3 Ba)KHEWIIUX
3a/1au SBJISETCA OpraHM3alMs KOMaHJ U MOBbIMIEHUs pabdouux mpoiueccoB. OCOOEHHO 3TO BIMSIET
Ha OpraHu3aluH, e HeOOIbIIOe KOJUYECTBO COTPYIHHKOB, a 3a1ad CTAaHOBUTCS OOJBIIE, OHU
CTaHOBATCSA CIIOKHEE U TpeOyIoT B3aUMOACHCTBHUS MEXIy COTpYOHHKaMH. B Takux ciydasx
CTAaHOBHUTCS BAXXKHBIM HAJIMYWE WHCTPYMEHTOB M TUIATGOPM MO3BOJSIONUX KOOPAMHHPOBATH
IIPOLIECCHI [0 YIPABICHUIO 3a/ladaMHU. 3a MOCIEIHNE HECKOJIBKO JIET paCIpOCTPAHEHUE PA3IUYHbIX
TUIIOB 3aHATOCTH CHJIBHO H3MEHWIO TMOJIXOJbl K OpraHu3auuu paboTel. MHOrHe KOMaH[Ibl
BCE dYallle HCHOJb3yIOT HHCTPYMEHTHI JUIsl IUIAHUPOBAHUS, OTCJIEKMBAaHUS 3alad U OOMeHa
uHpopmanuei. Takue perieHus MoMoraroT KadyeCTBEHHO OpraHM30BaTh padouue mpouecchl. OHu
JIeNaloT pacipeneneHre o0s3aHHOCTeH Oonee mpo3pauHbiM. HekoTopble nccnenoBaHus OKa3bIBaloT,
YTO HCIOJIH30BAHME TEXHOJOTMH B KOMAHIHON paboTe MOJOKUTENBHO BIMSAET HAa MPOJYKTUBHOCTh
M Ka4eCTBO B3aWMOACUCTBHUS MEXIY COTpYIHUKaMH. [IpiMEeHeHHe WHCTPYMEHTOB YIIPABICHHUS
3aJlayaMy CIIOCOOCTBYET YIIYyUILIEHUIO KOOPAMHALIMU JIEATEIbHOCTH U MOMoraer 6onee 3pGeKTUBHO
OpraHU30BBIBaTh BBINMONHEHHE MocTaBieHHbIX 3a1ad (Tohidi, Tarokh, 2006:610-615). [{ns maibix
KOMaHJ 3Ta mnpobiema Oonee akTyanbHa. HeOousblMe KOMIEKTHBBI OOBIYHO XapaKTepU3yHOTCS
Oosiee THOKOH CTPYKTYpoH U OBICTpBIM HpuHATHEM pemeHuid. Ilpu 3TOM OTCyTCTBHE UYETKO
BBICTPOCHHOM CUCTEMBI YNpPAaBICHUS 3a/ladaMid MOXKET IPUBECTH K BOSHUKHOBEHMIO TPYAHOCTEH B
KOOpJIMHAIMK Pa0OThl U HEPAaBHOMEPHOMY PACIIPE/ICTICHUIO HATPY3KU MEXAY YUaCTHUKaMU KOMAaH/Ibl
(Reiter-Palmon u ap., 2021:52-60).

B Hacrosiee Bpemsi JOCTYIIHO MHOXKECTBO MPOTPAMMHBIX PEIICHU Al yHpaBiICHUS
3aa4aMy 1 IpoeKTaMu. K HUM OTHOCATCS CHCTEMBbI TUTAaHUPOBAHUS 3a/1a4, CEPBHCHI JJIS1 COBMECTHOU
paboThl, a TaKXe HHCTPYMEHTHI, IO3BOJIAIOLIME OTCJIEKNUBAaTh CPOKU BBINOJIHEHHS 33434 U
KOHTPOJIUPOBATh UCIOJIb30BaHUE paboyero BpeMeHH. Takue CUCTEMbl O3BOJSIOT ONTUMHU3UPOBATh
paboure mpouecchl U MOBBICUTh MPOAYKTUBHOCTH KOMaHJA 3a CYET aBTOMATH3AI[MHM IPOIIECCOB
TUTAaHUPOBaHUS U KOHTpoutst 3aaa4 (Dere u ap., 2024:47-49).

Llenpto naHHOM CTaThu sBIAETCS aHANU3 3()(HEKTUBHOCTH HCIOJIB30BAHUS WHCTPYMEHTOB
yIOpaBI€HUs 3aJadaMd B MaJIbIX KOMaHJIaX M ONPEEJICHUE IEPCIEeKTHB HX BHEAPEHUS IS
MOBBITICHUS TPOAYKTHBHOCTH.

l'mnore3a wuccnenoBaHusl 3aKIOYaeTCs B TOM, YTO HCIOJIb30BAHME WHCTPYMEHTOB JUIS
yIpaBJieHHs 3a7ja4aMH CIIOCOOCTBYET MOBBIIIEHUIO MPO3PAYHOCTH PabOUYUX MpoiieccoB. BrimomHeHue
3aa4 MPOMCXOTUT ObICTpee, a TAKKEe MOBBIMACTCS B3aUMOACUCTBHE MEXAy paOOTHUKaMH. A
PEe3yJIbTaT 3TOTO BIUSHUS 3aBUCUT OT YPOBHS BJIAJICHHUS U aJJalITallil KOMAH/IbI.

Marepuajbl U Meroabl. Jlis TOCTHXKEHMS Iiefiedl HMCClefoBaHUS Obula HCIOJb30BaHa
COBOKYMHOCTb TEOPETHMYECKMX M aHAJIUTUYECKUX METOJOB, HAMpaBICHHbIX Ha H3y4YeHHE
3¢ ($EeKTUBHOCTH MHCTPYMEHTOB YIPABICHUS 33a/lauaMH B MaJIbIX KOMaH/AaX.

OCHOBHBIM METOZIOM HCCIIEZIOBAaHMS CTall aHAJIU3 HAYYHOH JUTEpaTyphbl, MOCBSIEHHON
BOIMPOCAaM IOBBIIIEHUS] HMPOJYKTUBHOCTH KOMAaHJ W HCHOJIB30BAHHIO IM(PPOBBIX HHCTPYMEHTOB
ynpasienust npoektamu (Cherukuri u ap., 2024: 175-184, Dingseyr u np., 2018, Mavis u np.,
2022: 3.2.49-64). Ilouck HaydHBIX TyOJMKAIIMH TPOBOAMIICS B aKaJIeMHUECKUX 0a3ax JTaHHBIX
Google Scholar u ResearchGate mo kiroueBBIM ciioBaM fask management tools, team productivity,
project management software, agile team performance, collaboration tools (Bissaliyev, 2017: 85-9,
Mihalache, 2017: 85-93, Hussein, Hassan, 2025).

B pesynprare mepBHYHOTO TMOWCKA OBLIO BBIABICHO Ooniee 60 HAy4HBIX ITyOJTUKAIHH,
MOCBSIMIEHHBIX JaHHOW Temaruke. [locne aHanmm3a conepkaHuss U oTOOpa IO KpPUTEPUSIM
PENeBaHTHOCTH, HAyYHOH 3HAYMMOCTH M COOTBETCTBUSI TEME HCCIEJOBAHUS B HUTOTOBYIO
BBIOOPKY OBbUIM BKJIIOUEHBI 13 HAayyHBIX U 6 OTKPBITBIX HCTOYHUKOB, KOTOPBIE JIEIIH B OCHOBY
TEOPETUYECKOro aHaiusa. J{is cucreMaru3aluu JaHHBIX ObLT MPUMEHEH METON KOHTEHT-aHaJIN3a
Hay4HbIX IyOJIMKalui, MO3BOJISIIOIINK BBISIBUTH OCHOBHBIE HAaIPaBICHUs UCCIIEIOBaHUN B o0OnacTu
WCIOJIb30BaHMsI HHCTPYMEHTOB yrpaBieHus 3agadamu (Mihalache, 2017: 85-93).

B npouecce ananuza ObUIM pacCMOTPEHBI KITIOUEBBIE ACMIEKThI, IPECTABICHHBIE B HAyYHOU
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JUTEpaType, BKIIOYAs BIUSHUE IIU(PPOBBIX HHCTPYMEHTOB Ha MPOJYKTUBHOCTh KOMaHIHON PabOThI
(Cherukuri u ap., 2024: 175184, Tomaz u ap., 2026). cnonb3oBanue Agile-mMeromonoruii u Scrum
B ynpasnenuu 3anadamu (Cherukuri u ap., 2024: 175184, Lin u ap., 2014). BmusiHuE HHCTPYMEHTOB
COBMECTHOM pabOThI HA KOMMYHHUKAIIMIO BHYTpH KoMaH bl (Bissaliyev, 2017: 10747—10755, Hussein,
Hassan, 2025), a Takke 0COOEHHOCTU BHEAPEHHS CUCTEM YIPAaBICHUS MPOEKTAaMH B OpraHU3aLUsAX
MaJjioro pasmepa.

JIOTIOTHUTENIBHO B MCCJIEIOBAaHMM OBLI KCIIOJIB30BaH METOJ CPaBHUTEIBHOTO aHalIHU3a
IIPOrpaMMHBIX HHCTPYMEHTOB yIpaBlIeHus 3aJadaMy. B kauecTBe 00bEKTOB aHaIN3a ObLIM BIOPaHBI
HauOosee pacnpocTpaHéHHble LUGPOBbIE IUIATGOPMBI, NPUMEHSIEMblEe MaJbIMU KOMaHIAMH JUIs
opraHuszaiuu pabouux mporeccon, Takue kak Trello, Asana, Jira, ClickUp u Monday.com. Bei6op
JAHHBIX HHCTPYMEHTOB O0YCIJIOBJIEH MX BBICOKOHM PacrpoCTpaHEHHOCTHIO B OPraHU3AIMAX U YaCThIM
YIOMUHAHUEM B HayYHbIX MyOJIMKaLUAX U aHanuTHYeckux uccienopanusx. (Hussein, Hassan, 2025).

CpaBHeHHE WHCTPYMEHTOB IMPOBOIMIOCH TIO PSAY KpUTEpUEB, BKITIOUas (pyHKIIMOHAIBHBIE
BO3MOKHOCTHU CUCTEM IIJIAHUPOBAHMSI 33/1a4 U YIIPABJIEHUS [IPOEKTaMHU, yA00CTBO I0JIb30BaTEIbCKOIO
uHTEepdeiica, BO3ZMOXKHOCTH COBMECTHOH pabOThl M KOMMYHHUKAIMM, YPOBEHb WHTETPALUH C
JIpYTUMH IH(PPOBBIMH CEpBUCAMH, a TAKXKE CTETIEHb afanTallid HHCTPYMEHTOB JUIsl PaOOTHI MaJbIX
komanj (ElHamahmy, 2025: 7106-7117). Ins cTpyKTypupOBaHUSI PE3YyIbTAaTOB CPaBHUTEIBHOTO
aHaiM3a Obula chopMupoBaHa TaONMIA CPAaBHUTENBHBIX XapaKTEPUCTHK HHCTPYMEHTOB
ynpaBleHHsl 3aJjadaMy, B KOTOPOH OTpakeHbl OCHOBHbIE (DYHKIIMHU, TPEUMYIECTBA U OrpaHUUYECHHUS
paccMaTpUBAaEMBIX CUCTEM.

Kpome Toro, B MCClieIOBAHMU HCHOJIB30BAIUCH CTATUCTHUECKUE JAHHBIC aHAJTUTUYECKHX
UCCIIEIOBAHUH, TMOCBSIIEHHBIX PACIPOCTPAaHEHHOCTH WHCTPYMEHTOB YIIPABICHHUS 3aJadaMy B
OpTaHU3aIHsIX ¥ MaJIbIX KOMaHAax. Ha OCHOBE TaHHBIX aHATMTHYECKHUX OTIETOB ObLTa c(hopMUpOBaHa
TabiMLa pacHpeieieHusl MOMYJIIPHOCTH WHCTPYMEHTOB YIPABIECHHUS 3ajadyaMH, OTpakaroluas
YacTOTY UCIOJIb30BaHUS Pa3IMUHBIX M1aTdopM B Masbix kKomanaax (Hussein, Hassan, 2025).

Takum o0pa3oMm, MeTojojorHyeckass 0a3a HCCIEOBAaHHMS BKJIIOYAeT aHAIM3 HayqyHOMH
JUTEPATypbl, KOHTEHT-aHAJIN3 HAyYHBIX NyOJIMKAlW{, CPaBHHUTENbHBIA aHAINW3 IPOrPAMMHBIX
WHCTPYMEHTOB YIpaBICHHUS 33/JadaMd W aHAJM3 CTAaTHCTUYECKHUX JaHHBIX aHATUTHYECKUX
uccienoanuil. [lpumeHeHne JaHHBIX METOI0B MO3BOJIMIIO MOJIYYUTh KOMIUIEKCHOE MPECTABICHHUE
00 MHCTpYMEHTax YIpaBICHUs 3aJadyaMM, HUCIOJIb3yeMbIX B MajblX KOMaHAAaX, U CPOpPMUPOBAThH
OCHOBY JUIs fanbHeimero ananu3za ux s¢ppexrusaoctu (Cherukuri u ap., 2024: 175-184, Bissaliyev,
2017: 10747-10755, Dingseyr u ap., 2018: 6-19).

B nononHeHue K aHaiu3y JMUTEpaTypbl B paMKaxX HCCIIENOBAaHUS ObLT MPOBEIEH OIpPOC
y4acTHUKOB Manbix Komauia. Ompoc Bkmoyan B ceOs 10 oTKpwITbIX BompocoB. OHM ObUH
HalpaBJICHHbI HAa BBISICHEHUE TOT0, KAK UMEHHO YITyuIIniack paborta nocie 100aBlIeHusl MHCTPYMEHTa
10 yNpaBlIeHHIO 33jadamMu. B onpoce npunsiim yyactue 10 yenoBeK M3 HECKOJIBKMX KOMaHJ. OTH
KOMaH/Ibl HCIIONB3YIOT Pa3InYHble HHCTPYMEHTHI 110 yIpaBICHHUIO 3a1a4aMu. [IoMUMO Tex KoTophie
paccMaTpuBalOTCA B HCClIeIOBaHUH, ObuTH Takxke Bitrix 24, Microsoft Planner u Notion. OTBeTsI ObUTH
MIPOAHATM3UPOBAHBI U O0BEINHEHBI B KATETOPHH IO CMBICITY.

Pesyabrarel M o0cy:kaeHue. B uccienoBaHMM pacCMOTPEHbl Hay4Hble ITyOIMKAaLUU
U 1UQpOBbBIE HHCTPYMEHTHl YyHpaBieHus 3agadamMd. OCHOBHOW LeNbI0O aHaju3a SBISJIOCH
BbIsIBIICHHE (P(PEKTUBHOCTH MPUMEHEHHSI JAHHBIX HUHCTPYMEHTOB JUIS OBBIILICHHS TPOyKTUBHOCTH
COTPYAHUKOB U ONTHMHU3ALUHU PabOYMX MPOILIECCOB.

B mponecce uccnenoBaHus yoaJoch ONpPENENIUTh HMHCTPYMEHTHI YIpaBICHUS 3ajjadami,
KOTOPbIE UCHOIb3YIOTCS yallle Bcero. Takue perieHus MupoKo MPUMEHSIOTCS MaJlbIMU KOMAaHJaMU B
HOBCeAHEBHON pabore. [[is aHanu3a ObLIM pacCCMOTPEHBI MSTh MOMYJISPHBIX MIAaT(HOPM YIIPaBICHUS
MIPOEKTaMH U 3a/1auaMy. Pe3ynbTaThl HCCeI0BaHUs TIPEICTABICHBI B TPEX KIFOYEBBIX TAOIHMIIAX.
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Tabmuma 1. CpaBHUTENBbHBIM aHaMU3 (QYHKIMOHATBHBIX BO3MOXKHOCTEH WHCTPYMEHTOB
yIpaBjIeHUs 3a/ladaMi Ha OCHOBE O(UIIMATbHBIX HCTOYHUKOB HMHCTPYMEHTOB

IlnanupoBanne OTtciexxnBaHne
HUHcTpymMeHT Kan6an-nocka HnTerpanuun AHaJHMTHKA
3aaa4 BpeMeHHU
[Inpoxue BCTPOESHHBIE U CTOPOHHNE
Asana Bcerpoeno Berpoeno Berpoeno P P p Bcerpoeno
HHTETpaluu
. Bcerpoeno, nonaep;xusarorcs
ClickUp Bcerpoeno Bcerpoeno Bcerpoeno p ’ p Bcerpoeno
BHEIIIHUE UHTETPaIiU
Yactuyno
Trello Bcerpoeno Bcerpoeno Yepes Power ups  Uepes Power ups
BCTPOEHO
Jira Berpoeno Berpoeno Berpoeno WuTerpannu gepe3 Atlassian Berpoeno
Monday.com Berpoeno Berpoeno Berpoeno 200+ uHTerpanuit Berpoeno

Tabnuma 2. OueHka HHCTPYMEHTOB YIIpaBJIeHHUs 3a1a4aMu 110 JaHHbIM Capterra (Ha 26 mapra
2026 rona)

MHCTpyMenT IIpoctora DYHKIMOHATBHOCTD O0cay:xuBaHne CooTHolIeHUe Oomas
HCIOIB30BAHUS KJINEHTOB HeHbI H Ka4ecTBa OIleHKA
Asana 4.4 4.4 43 44 4.5
ClickUp 43 4.6 4.5 4.6 4.6
Trello 4.5 4.3 43 4.5 4.5
Jira 4.1 4.4 42 43 44
Monday.com 4.5 4.4 4.4 43 4.6

Tabnuua 3. BrusHue MHCTPYMEHTOB YIIpaBIEHUS 3aJja4aMH Ha MMOKa3aTelld MPOAYKTUBHOCTH
KOMaHJ 1o 1aHHbIM Asana u Capterra

Ilokazaresn Jlo BHeIpeHNs HHCTPYMEHTOB ITocsie BHeApeHNsI HHCTPYMEHTOB
Cpennee BpeMs BBIIIOTHEHUS 3a1a4l 5 nHeit 12 yacos
KomuaecTBo nporrymeHHEIX, HECBOEBPEMEHHO

porry > P 40% menee 10%
BBITIOJTHEHHBIX 3a/1a4
‘YpoBeHb IPO3payHOCTH 33134 26% 84%

ITpu neperpy3ske 3a1aua MOXET [Tpu ru1aHOBOM Harpys3ke 3a1ada
D heKTUBHOCTH pacpeeieHus 3a1a4 P perpy p oy
3aHuMath 39.1 yaca 3aHMMaeT 3.5 Jaca

Tabmuma 1 oTpaxaeT (QyHKIMOHAIBHBIE BO3MOXXHOCTH Ppa3jIMYHBIX HHCTPYMEHTOB
yOpaBiIeHHs] 3ajadaMu. Bce paccMOTpeHHblE CHCTEMBbl MOJAEPKHUBAIOT 0a30Bble (YHKIMH
TUTAHUPOBAHUS W BU3yaim3anuu 3anad. CHCTEMbI, PEIOCTABICHHBIC B TAOIHUIIE, UMEIOT OOJBIION
(YHKLMOHAJ, CBSI3aHHBIN C IUIAHUPOBAaHUEM U BU3yanu3auuu 3agad. OHAKO y HECKOJIbKHX U3 HUX
CYIIECTBYIOT HEKOTOPBIE PA3JINUMs U CBSI3aHbl OHU C OTCIIeKMBaHUEM BpeMeHu. Eciin mocmoTpeTs Ha
tabnuiy Tonbko Jira u ClickUp npenocraBistor ny4munii u 6osiee pa3BUTbIE CPEACTBA ISl PabOTHI
¢ 3amauamu. Yaie BCero Takue CHCTEMbI HCHOJIB3YIOTCS B 0OJee CIIOXKHBIX MpoekTax. J[ms mambix
koMman 6onbie noaxoaut Trello 6maronapst ero mpocromy uHTEpdEHCy.

B Ttabmuue 2 mnpeacraBieHa CpaBHUTENbHAs OLEHKA HMHCTPYMEHTOB II0 HECKOJIbKUM
kpurepusaM. Cpeau HUX MPOCTOTa UCTIONB30BaHUs, (PYHKIIMOHAIBHOCTb, 00CITYy>)KUBAaHUE KJIMEHTOB U
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COOTHOLIEHME LIeHbI U KadyecTBa. Hanbonbiryto cymmapHyro oueHky noiayumin cucremsl ClickUp
u Monday.com. DTo CBSI3aHO C COYETAaHUEM LIMPOKOro Habopa (PyHKIUH KM THOKONW HAaCTPOUKH
pabounx npoueccos. Trello u Monday.com mnomyunmnu camblil BBICOKHI IOKa3aTelb 1O MPOCTOTE
UCIIOJIb30BAaHUS, [MO3TOMY JaHHBbIE MHCTPYMEHTHI 4acTO BBIOMPAIOT KOMAaHIbl C OrpaHUYEHHBIMU
pecypcamMy UM HEOOIBIIUM OIBITOM pabOTHI C HU(PPOBBIMU CUCTEMAaMH YIPABJICHUS 3a/1a4aMH.

Tabnuua 3 nmoxa3pIBaeT BIMSIHME MHCTPYMEHTOB Ha MPOAYKTUBHOCTH pabodero mporecca.
CpenHee BpeMs BBINOJHEHUS 3aJlad yMEHbIIWIOCH Ha 4.5 AHs, yTO mpuOaBiseT BapuaTUBHOCTU
B yIpaBleHUU koMaHnoi. KommuecTBo mpomyllieHHBIX 3a7a4 yMEHbIIWIOCH Oosee ueM B 4 pasa.
VYpoBeHb MPO3pavHOCTH yBeIUUMICS Ha 58%. DTO CBHIETENBCTBYET O TOM, UYTO BHEAPEHHUE TaKUX
TEXHOJIOTU MTOMOTal0T KOMITAHUSAM B OpraHU3alMi KOMaHIHOW paboTHlI.

Pe3ynbrarel, npeacTaBieHHbIE B TaOMUIAX, MOKA3bIBAIOT BIMSHUE 3TUX HMHCTPYMEHTOB B
paboTe ¢ MaJIbIMM KOMaHIaMH yBEJIMYUBAIOT CKOPOCTh BBIMOJIHEHHUS 3a/1a4, 8 TAKXKE UX IPO3PAaYHOCTb.
OnHako Ba)kKHO BBIOpATh MPaBIIIbHYIO CUCTEMY U OIICHUTh CKOPOCTH ero BHeIpeHus. [Ipu aTom HyKHO
YUYeCTbh, UTO CIOKHOCTh HHTepdeiica 1 HeoOXOAUMOCTb 00yUYEHHUS 110JIb30BaTeNe MOTYT 3aMeUIATh
BHE/IPEHUE B MAJIBIX KOMAaH/1aX C OTPAaHUYEHHBIMU PECYPCAMH.

Pesynbrarel onpoca mokasand, 4To 10 BHEIPEHUS B PaOOTy MHCTPYMEHTOB I10 YIPABJICHUIO
3ajauaMu, paboTa OpraHU30BbIBAJach 4Yepe3 4Yarbl, YCTHbIE JOTOBOPEHHOCTH U pa3jMyHbIE
JOKYMEHTBI. DTO 3aTPYIHSIIO YIIPABICHUE U paclpeiesieHue 3aaad. [lociie BHeApeHU HHCTPYMEHTOB
YYaCTHUKH OTMeEYalM, 4To paboure MpoLecchl CTalu Oosiee Mpo3pauHbIMU. Takxke COKpaTHIOCh
BpeMsl Ha COIVIaCOBaHME M YIy4YlIeHHE KOMaHIHOTO B3aWMOJEHCTBUS. TPYyIHOCTH, C KOTOPBIMU
CTOJIKHYJIMCh YYaCTHUKH, CTAJH: MPUBBIKAHUE K IUIATPOpME, CIO0KHOCTh OCBOCHUS M TUCIMIUIMHA
paboThl ¢ UHCTpyMEHTaMU. Pe3ynbTarsl onpoca NOATBEPAKAAOT, YTO UCIIOJIb30BaHUE NHCTPYMEHTOB
yIpaBIeHUs 3a/1a4aMi IOBBICHIJIO OPTaHU30BaHHOCTD U MPOyKTUBHOCTH PaOOTHI.

ITpoBeneHHOE HcClle0BaHKUE MTOKA3bIBAET, YTO BBIOOP MHCTPYMEHTOB yNpaBlIeHUs 3aa4aMu
HE CBOJMUTCS TOJIBKO K CPAaBHEHMIO UX (DYHKLMOHAIBHBIX BOBMOXHOCTEH. BaxkHyt0 posib urpaer u o,
HACKOJIBKO BBIOpaHHAsI CUCTEMa COOTBETCTBYET OCOOCHHOCTSIM KOMAaH/Ibl, OTPACIIN U CYIECTBYIOIINM
pabounm npouieccam. [IpakTuka mokaspIBaeT, YTO UCHOIB30BAHHE TIAT(HOPM € pa3BUTON aHAIUTHKOM
1 BO3MOXKHOCTBIO THOKOH HACTPOMKH MOKET CITIOCOOCTBOBATH MOBBIILIEHUIO 3(PPEKTUBHOCTH paOOTHI.
BMmecTe ¢ TeM pe3ynbraT BHEIPEHUS BO MHOTOM 3aBUCHUT OT IOATOTOBKM COTPYAHHMKOB M OT TOTO,
HACKOJIbKO paboune MpoLecchl KOMaHbl alalTUPOBaHbI K UCIIOIb30BAHUIO HOBBIX HHCTPYMEHTOB.

3axuouenne. Pe3ynbTaTel UCCIEIOBAHUS MTOKA3bIBAIOT, YTO 3(P(EKTUBHOCTH HHCTPYMEHTOB
yIpaBlIeHUs 3aJadaMyd 3aBUCHT HE TOJBKO OT MX (yHKkmmid. CyliecTBEHHOE 3HAYEHHE HMEET
COOTBETCTBHE BBIOPAHHOM CHCTEMbI MOTPEOHOCTSIM KOMaHibl. [IpoCcThle U MHTYUTHUBHBIE PEIICHUS
MO3BOJIAIIOT OBICTPO HajaaAuTh paboumii mpouecc. OHUM TakkKe COKPALIAIOT BpeMs OOy4YeHHs
coTpyAHUKOB. Ilo3TOMy Takue CHUCTEMBbl YacTO MCIOJB3YIOT CTApTallbl U HEOONbLIME KOMAaH[BI.
OnHako UX BO3MOXKHOCTEH MOXET ObITh HEJOCTAaTOYHO MPH YIPABICHUU CIOKHBIMU MpoeKTaMu. B
TaKuX Cllydasix BocTpeOoBaHbl 6osee pyHkunonanbHblie miatdopmsl, HanpuMep ClickUp u Jira. Onun
MTO3BOJISIIOT THOKO HACTPanBaTh MPOLIECCH! M UCIIOJIb30BaTh aHATUTUYECKUE HHCTPYMEHTHI.

B 3akioueHue ciiegyeT OTMETHUTh, YTO MCIIOJIIb30BAaHUE HMHCTPYMEHTOB CIIOCOOCTBYIOT
3G PeKTUBHOM OopraHu3anuy padoTsl KOMaHIbl. OHU TOMOTAIOT YIyYIIUTh B3aUMOACHCTBUE MEXTY
paboTHHMKaMM B KOoMaHzae. Takxke, OHM IO3BOJSIOT BBIABIATH MPOOIEMbl Ha PaHHUX CTaIUsAX
BBIIIOJIHEHUS 3a7a4. JTO CO3JAaeT YCIOBHA s IUIaBHOTO Pa3BUTHUS KOMAH/[ U MOBBIILIEHUS KaueCTBa
IIPOEKTOB.
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Abstract. The rapid development of intelligent technologies, 10T infrastructures, and cloud
services has led to an increasingly complex cybersecurity landscape. Because intelligent systems
generate massive volumes of heterogeneous streaming data in real time, the challenges of accurately
detecting threats in the cyber environment have increased significantly. Traditional intrusion detection
systems used to identify cyber threats typically rely on static attack signatures and, therefore, have
limited ability to detect new forms of cyber threats. This study presents an interpretable artificial
intelligence framework for real-time cyber threat detection in streaming intelligent systems using
machine learning models, combined with explainable Al methods such as SHAP and LIME to
enhance detection capabilities. Security-related data streams and other sources were analyzed to
identify potential anomalies and cyberattacks. Based on experimental evaluation, the proposed model,
based on combined methodologies, such as hybrid explainable AI model, demonstrated superior
performance compared to each of the individual machine learning models across several evaluation
metrics, including accuracy, precision, recall, and F1 score. Overall, this work demonstrates how
to leverage machine learning and explainable Al methods to improve trust, transparency, and the
practical applicability of cybersecurity monitoring solutions in dynamic, intelligent environments.

Keywords: cybersecurity, machine learning, explainable Al, intrusion detection, streaming data, smart systems, anomalies.
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Angarna. AKpULABl TexHoJorusiapAbiH, loT WHOPaKyphUIBIMIAPBIHBIH KOHE OYJITTHI
KBI3METTEPAIH KapKBIHIBI JaMybl KHOEpKayirci3mik JIaHamadThIHBIH KypleaeHe TYCYiHe OKeJi.
AKBUIABI JKyHenep HaKThl yakbIT PeXHMMIHAE YJIKEH KeJIeMJEri reTeporeHl arblHIbl JAepeKTepii
KacaWThIHABIKTaH, KUOepopTaja KayinTepil A7 aHBIKTAy KHUBIHIBIKTApbl aWTapJIbIKTail apTThI.
KubepkayinTepi aHbIKTay YIIiH KOJJAHBLIATHIH JOCTYPIIi OAChIN Kipyai aHBIKTAy KyHenepi aeTTe
CTaTUKAJIBIK MIa0yBLT KOJATaHOAIApbIHA CYHEeHEe 1 )KoHE COHIBIKTAaH KHOepKayinTep/IiH ’KaHa TYpJIepiH
aHBIKTAy MYMKIHIITT ImekTeynai. Bbynm 3eprreyne MallMHAJIBIK OKBITY MOJENbICpiH Maiinanana
OTBIPBIN, aFbIHABl HMHTEJUIEKTyaJlbl JKYWHeJepAe HaKThl YakKbIT pEeXHUMIHIE KuOepKayinrepil
aHBIKTayFa apHaJFaH TYCIHAIPUIETIH KacaHIbl MHTEJUJIEKT KYPbUIBIMBI, aHBIKTAy MYMKIHAIKTEpPiH
xkakcapty yumrH SHAP >xone LIME CuSKTBI TYCIHIIPUIETIH >XacaHIbl WHTEJUICKT OIICTEpIMEH
OipikTipinren. Kayinci3gaikke KaThICThI JEpEKTep arbIHIAPhI KOHE 0acka /1a BIKTUMaJl aybITKYyJap
MEH KHOepmadybuIIapIbl aHBIKTAY YIIH TalAaHabl. DKCIIEPUMEHTTIK OaFaiay HET131H/Ie YChIHBIIFaH
MoJienb OIpiKTipiIreH oaicHaManapra (THOPUATI TYCIHIIPINETIH »KacaHAbl WHTEIJICKT MOJENI)
HETI3JeNITeH, AQMIK, NONIIK, ecke Tycipy skoHe F1 ymaiibin koca anranna, OipHerne Oaranay
KepceTKimTepi O6oiibiHIIa apOip jkeKke MAIIMHAIIBIK OKBITY MOJIENIBJCPIMEH CAJIBICTBIPFAH/IA JKOFaphl
eHIMIITIKTI KepcerTi. JKanmbel anmranma, Oyl KYMBIC AMHAMHUKAIBIK, WHTEIUICKTYalJIbl OpTana
KuOepKayinci3fAikTi Oaxpliay IICMIIMAEPIHIH CEHIMIUIIH, AaIIbIKTBIFBIH JKOHE IPaKTHUKAJIbIK
KOJITAHBUTYBIH KaKCcapTy YIIiH MAaIIMHAIBIK OKBITYAbl OHE TYCIHIIpyre OOJaThIH >KacaHIIbI
WHTEJUICKT JJIICTEPIiH Kajai nmaigaiany KepeKTIriH KopceTe/I.

Kint ce3aep: xmbGepkayirnci3aik, MalIMHANBIK OKBITY, TYCIHIIPUIETIH >KacaHIbl MHTEIUIEKT, Oy3yIIBUIBIKTAPAbl AHBIKTAY,

JepeKTep aFbIHbI, HHTEIICKTYal b XKYiienep, aybITKymap.
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AHHOTauMs. bBBICTpOE pa3BUTHE WHTEIUICKTYaJbHBIX TEXHOJOTUH, HHPPACTPYKTYP
HNHTepHeTa Bemiei W OOJAUHBIX CEPBUCOB IMPHUBEIO K YCIOKHEHHIO Cpeabl KHOepOe30MacHOCTH.
[TockoIbKY MHTEIIEKTYa IbHbIE CUCTEMBI T€HEPUPYIOT OTPOMHBIE 00BEMBI PA3HOPOAHBIX MOTOKOBBIX
JaHHBIX B PEKMME peaJbHOr0 BPEMEHH, 3aJa4l TOYHOTO OOHAapy>KEHHs yrpo3 B Kubepcpeze
3HAYUTENBHO BO3POCTU. TpajHIIMIOHHBIE CUCTEMBI OOHAPYKEHHUS BTOPKEHHM, HCIOIb3yeMbIe IS
BBISIBJIICHUSI KUOEPYTpo3, OOBIYHO HCIIONB3YIOT CTAaTUYECKUE CUTHATYPBI aTak W, CIEIOBATEIbHO,
MMEIOT OrpPaHUYEHHbIE BO3MOXXHOCTH [JIsi BBIABICHHUS HOBBIX ¢GopM Kubepyrpo3s. B stom
HCCTIEI0BAaHUU OYIET MPEACTABICHA HHTEPIIPETUPYEMast CTPYKTypa UCKYCCTBEHHOTO MHTEJUICKTA IS
oOHapyKeHUsI KHOEPYTPo3 B PEKUME PEATHHOTO BPEMEHH B IOTOKOBBIX HHTEIUIEKTYJIBHBIX CUCTEMAX
C HCIIONBH30BAaHUEM MOJCIICH MAIIMHHOTO OOY4YeHUs, B COYETAaHWU C OOBSCHUMBIMH METOIAMH
HMCKYCCTBEHHOTO HHTeIeKTa, TakuMu Kak SHAP u LIME, s nNOBBIIEHUS BO3MOXHOCTEH
oOHapykeHHUs. BbIIo aHAIM3MPOBAaHO MOTOKHM JAHHBIX, CBSI3aHHBIE C OE30MACHOCTHIO, M JpyTHe
VICTOYHHKH JIJIS BBISIBIICHUS TOTEHITUATBHBIX aHOMAaIUH 1 Kubeparak. Ha ocHOBe 3KcTiepiMeHTabHOM
OIICHKH TMPENJIOKECHHAsT MOJIENIb, OCHOBaHHAs Ha KOMOWHUPOBAHHBIX METOMONOTHUSX (THOpHIHAS
MOJIeTIb OOBSICHUMOTO MCKYCCTBEHHOTO MHTEIJIEKTAa), MOoKa3aja JydIlllue pe3ybTaThl, YeM KaKaas
W3 MOJIEJIEW MAIIMHHOTO OOy4Y€HHUS MO OTJAEIHHOCTH, MO0 HECKOJIBKUM METPHUKAM OLIEHKH, BKIIOYAs
TOYHOCTb, TNPEIU3UOHHOCTh, MonHoTy U Fl-mepy. B memom, sta pabora IeMOHCTpUpYET, Kak
WCIIOJIb30BaTh METOJbI MAITMHHOTO OOyYeHHs] U OOBSCHUMOTO HMCKYCCTBEHHOTO WHTEIUICKTA
JUISl TIOBBILICHUS] YPOBHSI JTIOBEpHUS, MPO3PAYHOCTU M MPAKTHUECKOTO MPUMEHEHHUS PELICHUM IO
MOHHUTOPUHTY KHOEepOe30MacHOCTH B IMHAMHYHBIX, HHTEJUICKTYaIbHBIX CpPeIax.

KiwueBble cioBa: xnbep6e30macHOCTh, MAIIMHHOE O0yYCHHE, OOBSCHUMBIA WCKYCCTBEHHBIH HHTEIUICKT, OOHAPYKCHUE

BTOp)KeHHfI, IIOTOKOBBIE NaHHBIC, HHTCIJICKTYaJIbHbIC CUCTEMbI, aHOMAJIUU.

Introduction. The speed at which digital infrastructure, smart technologies, and
interconnected cyber-physical systems are developing has dramatically increased the number
of different kinds of information that exist in today’s modern information environments. Smart
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systems, such as [oT platforms, cloud computing infrastructures, intelligent transportation systems,
and smart city networks produce large amounts of disparate data streams all day, every day, with no
end in sight. While these technologies have great value from a business perspective in automating
operations, increasing productivity, and allowing for instantaneous decision-making; they are also
opening up new opportunities for exploitation and are increasing the threat exposure of businesses to
those who are exploiting new and advanced types of cyber attacks.

Smart environments are now highly susceptible to a multitude of different types and sources
of cyber attacks including: distributed denial-of-service (DDoS) attacks, data injection attacks, botnet
activity, scanning for reconnaissance purposes, and man-in-the-middle intrusions. These attacks can
cause catastrophic service disruptions, threaten sensitive information, and create large-scale system
failures. Traditional cybersecurity protection measures (i.e., signature-based intrusion detection
systems IDS) rely upon detecting attacks that have already been identified, or have already been
documented. While this approach is sufficient for detecting attacks that already exist; it is frequently
not capable of detecting unknown or evolving attack methods that are introduced because of the
dynamic nature of the networks in which they occur.

To mitigate the inability to detect “new” attacks using traditional cybersecurity protection
mechanisms, organizations are beginning to use machine learning ML-based intrusion detection
systems (IDS). These ML-based IDS are able to learn complex behaviors of users and/or machines
through their interactions with the network, and therefore, can identify anomalous behaviors that may
signal a malicious activity. Algorithms for example such as the Random Forest, gradient boosting
models (GBM), and deep neural networks (DNN) have all shown to produce high accuracy levels at
detecting cyber threats within multi-dimensional data sets. Additionally, deep learning models such
as Long Short-Term Memory (LSTM) networks are particularly proficient at analyzing sequential
and temporal patterns within the streams of network traffic data they process. However, despite
the high predictive accuracy of many ML-based detection systems, a critical challenge remains:
the lack of transparency and interpretability of model decisions. Many advanced machine learning
models operate as “black-box” systems, providing predictions without clear explanations of the factors
influencing these decisions. In cybersecurity contexts, this lack of interpretability can limit the trust
of security analysts and complicate incident response processes. As a result, explainable artificial
intelligence (XAI) has emerged as an important research direction aimed at improving transparency
and interpretability of machine learning models.

Using Explainable Al methods (SHAP and LIME) provide analysts with the ability to identify
how much each characteristic impacts a given model's output. Explainable Al allows users to gain
insights into the global behavior of a model, as well as the local behavior of an individual detection
decision. The use of explainable Al in Cybersecurity Monitoring Systems provides users with an
understanding of the sources of the detected anomalies, thereby, increasing the usefulness of Al-based
security solutions.

The second area impacting modern Cybersecurity is the requirement to process massive
streams of data that are generated on an ongoing basis. Real-time Smart Systems generate Security
Events that need to be analysed and reported in as little time as possible. As a result, Cybersecurity
Detection Frameworks must be capable of processing vast amounts of Data Streams at High Prediction
Accuracy and Computational Efficiency.

However, despite significant progress in machine learning-based intrusion detection and
explainable Al techniques, existing studies do not sufficiently address the integration of real-time
streaming data processing with interpretable detection models in smart system environments. Most
approaches either focus on detection accuracy without interpretability or apply explainable methods
without considering dynamic data streams. This gap motivates the development of a unified framework
that ensures both high detection performance and model transparency in real-time conditions.

The purpose of this paper is to develop an Interpretable Artificial Intelligence Framework for
Real-Time Cyber Threat Detection in Streaming Smart Systems. The proposed Framework deploys
Machine Learning Models and Explainable AI Methods to enable Accurate Cyber Threat Detection,
along with providing Transparency and Interpretability of the Model Outputs. The object of this
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study is cybersecurity monitoring in streaming smart systems operating in dynamic and data-intensive
environments.

The subject of the research is the development and application of interpretable machine
learning models for real-time cyber threat detection using streaming security data.

The proposed Framework will integrate the use of Ensemble Learning Algorithms, Deep
Learning Models, and Explainable Al Analysis Methods to detect Cyber Threats based on Streaming
Security Data collected from three sources; Network Traffic, [oT Devices, and System Logs. The main
contributions of this study are:

1. Develop a Conceptual Framework for Interpretable Cyber Threat Detection in Streaming
Smart Systems;

2. Design a System Architecture that Integrates ML Detection Models with Explainable Al
Methodologies;

3. Conduct experiments using several Classifiers, including Random Forest, XGBoost,
LSTM, and a Hybrid Explainable Al Detection Model;

4. Evaluate and Compare each of the Detection Models, with an understanding of the Inputs
and Outputs of each Model, by conducting Feature Importance Analyses and using Explainable Al
Methodology to Show Model Interpretability.

The novelty of this study lies in the development of a unified framework that integrates machine
learning and explainable artificial intelligence for real-time cyber threat detection in streaming smart
systems.

In contrast to other techniques, the proposed model balances prediction accuracy with
interpretability by providing both global and local feature importance metrics through SHAP and
LIME analysis of model predictions.

Authors also use hybrid modeling techniques to help improve the effectiveness of the detection
process across a variety of cyber risk factors.

The results will demonstrate that using both Machine Learning Models and Explainable Al
Mechanisms produces Improved Cyber Security Monitoring System Detection Performance and
Transparency. The Proposed Approach provides the basis for creating Intelligent Interpretable and
Scalable Cyber Threat Detection Systems for next-generation Smart Infrastructure.

Literature review. In today's society, we are living through a technological revolution. Smart
technology is being developed at lightning speed and the cloud is increasing in importance every day
as well. The Internet of Things (IoT) is rampant, and has led to a more complex security landscape than
ever before. Traditional intrusion detection systems (IDS), or systems that detect intrusion attempts on
a network, largely rely on signature or rule-based methods of detecting known attacks (Al Rawajbeh
et al., 2025). While traditional IDS can effectively identify previously known threat types, they are
often unable to effectively identify unknown or new threat types in ever-changing environments.
In response, a growing number of researchers have begun using machine learning techniques to
automatically detect cyber threats according to (Prasad et al., 2025).

In the past decade, supervised learning algorithms have been used most widely for IDS systems
because these algorithms are capable of classifying network traffic and detecting anomalous activity
related to that traffic as well. SVMs, decision trees, and random forest classifiers are some of the
most common machine learning algorithms used in IDS research (Rahmati, 2025). Random Forest
classifiers have received much attention because of their ability to accurately classify data, even
in the presence of noise, and their capability to process high-dimensional network traffic features
(Almbheiri et al., 2025). Additionally, gradient boosting algorithms such as XGBoost and LightGBM
have received considerable interest in the cyber attack detection area due to their ability to model
complex, non-linear relationships that exist within large sets of data according to (Paul, 2025).

In the last few years, researchers have also been focusing on deep learning techniques. A
number of different neural network architectures including DNNs, CNNs, and RNNs have been
applied to detecting complex cyber threats in large networks (Khalaf et al., 2025). LSTM networks,
in particular, have been shown to be effective for temporal analysis and capturing time-based
relationships in the behavior of cyber threats (Thiruvenkatasamy et al., 2025). These models can also
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be used to detect complex behaviors associated with a multi-stage attack, which may be difficult for
traditional machine learning techniques to accomplish (Alshudukhi et al., 2025).

Even though these models perform extremely well when it comes to detecting intrusions,
there is a significant lack of transparency in many of the machine-learning based intrusion detection
systems that are currently available (Jumagaliyeva et al., 2025). Complex systems such as deep neural
networks, ensemble methods and gradient boosting methods work as "black-boxes"; therefore it is
extremely difficult for anyone to understand how the machine-learning based intrusion detection
system made its final decision (Kalutharage et al., 2025). When conducting investigations on incidents
in cybersecurity, a lack of interpretability can reduce the trust of security analysts and make it much
more difficult for them to carry out their duties of investigating, responding to and remediating
incidents (Mohale et al., 2025).

Recent research has increasingly focused on integrating explainable artificial intelligence
(XAI) into the suite of techniques utilized in cybersecurity analytics as a way to address this problem.
The goal of explainable Al methods is to enhance transparency by providing interpretable explanations
of how machine-learning predictions are generated from the input features (Alabdulatif, 2025). SHAP
(Shapley Additive Explanations) and LIME (Local Interpretable Model-Agnostic Explanations) are
two of the most widely used techniques to explain the decision-making process of machine-learning
models. These two techniques are helpful for researchers because they help them understand what
features played important roles in the final decision made by the model, while also allowing for
the generation of global model interpretation as well as local model interpretations for individual
predictions. Thus, they are extremely helpful to researchers involved with the development of
cybersecurity monitoring systems (Lee et al., 2024).

An important issue that has been actively explored by researchers is how to analyze the
streaming security data that is produced from smart systems. For instance, many smart infrastructure
systems continuously produce large amounts of real-time data from various sources such as network
traffic flows, Internet of Things (IoT) sensors, system logs, and cloud telemetry (Moustafa et al., 2023).
As such, there is a need for real-time analytics on these smart infrastructures with high predictive
accuracy and computational efficiency in order to effectively process these streams of security data for
intrusion detection purposes. Researchers have proposed stream-based intrusion detection frameworks
that utilize online learning algorithms to facilitate real-time threat detection in dynamically changing
environments.

Recent studies have shown that using machine learning based detection techniques in
conjunction with explainable artificial intelligence (XAI) technologies can significantly improve
the ability of the cybersecurity systems to detect threats both accurately and explainably (Patel et
al., 2025). By utilizing various combinations of machine learning models such as Random Forest,
XGBoost, LSTM Networks and XAI methodologies like SHAP and LIME to explain the predictions
produced by these models, cybersecurity professionals can not only identify potential threats but also
understand the reasons for the prediction produced by the machine learning models (Akshya et al.,
2025). There is enhanced need for integrated cybersecurity frameworks that contain high-performance
machine learning models, real-time streaming processing systems and XAl techniques to produce a
transparent and trustworthy approach to detecting cyber threats in smart systems 16. (Rystygulova et
al., 2025).

Therefore, in order to address this need, this paper proposes an interpretable Al framework
for detecting cyber threats using real-time data obtained from smart systems. This framework
incorporates the use of Random Forest, XGBoost and LSTM models along with SHAP and LIME
XAI methodologies in order to maintain an accurate method of detecting threats in real-time while
providing a clear explanation of the predictions made by these models.

Materials and methods. The amount of heterogeneous, streaming data generated by today's
smart systems is extremely high, and includes data that is generated by IoT devices, system logs,
network traffic, and data created in the cloud. The environments created by these systems are highly
dynamic and susceptible to a wide range of cyber threats, such as DDoS attacks, data injection, botnet
activity, and man-in-the-middle attacks. To effectively detect and understand any such threats, there
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needs to be an integration of different types of analysis methods or techniques that utilize machine
learning algorithms to detect anything from malware to unauthorized access.

The experimental evaluation utilized two benchmark cybersecurity datasets: CICIDS2017
and UNSW-NB15. The CICIDS2017 dataset contains over 2.8 million network flow records. Each
record contained 78 features, drawn from real-world network traffic, ranging from benign to malicious
activity, such as denial of service (DoS), distributed denial of service (DDoS), botnets, and penetration
attacks.

The UNSW-NBI15 dataset contains approximately 2.5 million records, representing 49 features
reflecting a range of modern attack categories, such as exploits, reconnaissance attacks, backdoor
attacks, and shellcode attacks. Using more than one dataset ensures the robustness and generalizability
of the proposed framework across various cyberthreat scenarios and network conditions.

Before training the models the datasets were first preprocessed by addressing the missing data
points, normalizing the numeric features, and encoding any categorical features prior to feature scaling
for consistency between the input variables. The datasets were then split into training (70%) and test
(30%) datasets. Cross-validation was also used while training the models for additional robustness
and to help avoid overfitting.

Model training was performed using the Random Forest, XGBoost, and LSTM machine
learning models with optimum hyperparameters. The final hybrid XAl model combines multiple
detection methods in one model to produce a higher overall performance. Model evaluation was
performed using standard classification metrics, including accuracy, precision, recall, and the
Fl-score.

Interpretable AI Framework for Cyber Threat Detection

Smart System Threats Smart System Architecture Cyber Detection Methods
1

— Network Attacks — Edge Layer — Signature-| based DS
— Data Injection — Network Layer — Anomaly-based IDS
— DoS/DDoS — Application Layer — Hybrid Detection
— Botnet Activity — Cloud Layer — Behaviour-based IDS
— Man-in-the-Middle — IoT Layer — ML-based Detection
1
— Random Forest Network Trafﬁc SHAP
— XGBoost — IoT Sensors — LIME
— Support Vector Machine — System Logs — Feature Importance
— Deep Neural Networks — Cloud Telemetry — Decision Rules
— LSTM/ GRU — Edge Device Events — Model Transparency
Momtorlng Response
1

Random Forest — Security Event Analysis — Real-Time Alert
— XGBoost — Threat Intelligence Generation
— Support Vector Machine Integration — Incident Response Actions
— Deep Neural Networks — Behavioural Monitoring — Security Policy
— LSTM/GRU — Security Metrics Enforcement

Evaluation — Automated Mitigation
— Risk Assessment — Analyst Decision Support

Figure 1. Conceptual framework of Al-based cyber threat detection

The proposed Al-based cyber threat detection system includes important components of
intelligent security monitoring in streaming and smart environments, as shown in Figure 1, which
serves to represent the structural relationships between these components and provides a basic
framework for developing an Al assessment model or intelligent security monitoring as having a
conceptual basis. The framework describes all aspects of a cyber threat (network attacks, data injection,
denial-of-service (DoS) and DDoS attacks, botnets), it also provides a detailed analysis of leading
cyber threats to both IoT and cloud infrastructures.
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The intelligent systems environment consists of many different data streams that are
continuously generated (IoT sensor data, network traffic streams, system logs, cloud data and
telemetry, and edge devices). All these distributed data sources form the basis for real-time, analytical
threat detection.

This framework also defines a multi-layered detection paradigm that combines signature-based
detection with anomaly detection and hybrid intrusion detection approaches through the application
of advanced machine learning techniques, including ensemble machines (Random Forest, XGBoost),
traditional classifiers such as support vector machines, and deep learning architectures such as LSTM
and GRU, enabling meaningful classification. and anomaly detection in multidimensional streaming
data.

Furthermore, the framework incorporates explainable Al methods (SHAP, LIME) that provide
global and local interpretability of model decisions. These methods will enable higher-quality
feature-level analysis, improved transparency of the model's predictive logic, and increased confidence
in automated threat detection.

Furthermore, the framework incorporates decision support/risk management capabilities,
including behavioral monitoring; threat intelligence integration; risk assessment; and real-time
incident response support, enabling analysts to interpret model outputs and make informed decisions
to mitigate cyberthreats.

The presented conceptual framework describes a theoretical model for developing a
data-driven cyberthreat detection system and demonstrates the relationship between detection
accuracy, model transparency, and the ability to process threat detection data generated by the system
in near real time.
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Figure 2. Architecture of the Proposed Cyber Threat Detection System

The presented conceptual diagram provides the theoretical basis for the operational architecture
of the cyber threat detection system, shown in Figure 2.

Figure 2 presents the operational architecture of the proposed cyber threat detection system,
while Figure 1 provides its conceptual representation. The architecture generates and stores processed
large volumes of security data from intelligent systems, such as loT devices, network sensors and
appliances, and cloud services, in a stream processing layer and an event orchestration layer, which
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continuously manage stream processing and synchronization related to security data and security
events across multiple analytics modules.

Collected data from the stream processing layer is stored in a security data logging/storage
module, which maintains a structured log of network telemetry, system logs, and detection engine
output. The logging and storage module is used for real-time monitoring and retrospective analysis.

An Al-powered cyberthreat detection engine is the core of the architecture, performing feature
extraction, anomaly detection, and network behavior classification. The system uses a combination of
machine learning techniques to process various types of input data, including traffic, system activity,
and a variety of threat data.

The cyberthreat detection system generates multiple outputs, including threat identification,
behavior classification, quantitative risk assessment (measurable probability) of anomalies, and
outputs for explainability modules that interpret the model's decision based on its contribution.

Anomalies are sent to the alert generation module, which generates real-time alerts, incident
notifications, and remediation recommendations. These outputs are available to users through an
interface designed for cybersecurity analysts to support operational decision making.

The architecture also includes data analysis and reporting to evaluate model performance using
standardized performance metrics and to identify patterns in the threat landscape, system activity, and
detection effectiveness. The proposed architecture is a fully scalable and interpretable cyber threat
detection system that leverages machine learning and explainable artificial intelligence in a common
data processing pipeline.

Streaming Security Data Data Preprocessing

network traffic, logs, [oT telemetry cleaning, normalization,
feature extraction

Prediction Results Machine Learning Detection Model

normal traffic / anomaly / attack type Random Forest / XGBoost/ LSTM

Explainable AI Analysis Feature Contribution Analysis

SHAP / LIME interpretation feature importance, local explanations

Security Decision Support System Interpretable Security Insights

threat assessment, mitigation actions attack explanation, model transparency

Figure 3. Explainable artificial intelligence workflow

The Workflow of Explainable Artificial Intelligence for Understanding the Predictions of a
Cyber Threat Detection Model from a Streaming Smart System is illustrated in Figure 3. The proposed
Cyber Threat Detection Model uses a combination of streaming security data from various sources,
network traffic, system logs, and IOT telemetry. This data is then pre-processed into relevant features
before being fed into different machine learning models (i.e., Random Forest, XGBoost, and LSTM).
Each of these models outputs the predictions of what is considered normal traffic, anomalies, or a
potential type of attack. The last step involves using Explainable Artificial Intelligence techniques
such as SHAP and LIME to evaluate how much each feature contributes to the decision made by
the Machine Learning Model. This process allows users to interpret different security views and
develop security insights in order for users to facilitate their assessment of cyber threats and assist
with decision-making in terms of mitigating the threat, through the Cybersecurity Monitoring System.

In the implementation of the Cyber Threat Detection Framework, various machine learning
models (ML) and explainable artificial intelligence methodologies (EAI) were employed. The ML
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algorithms chosen were based on their success in network intrusion detection and for their ability to
handle large amounts of streaming security data. A summary of the machine learning and EAI models
can be found in Table 1.

Table 1. Machine learning models and explainable Al methods used for cyber threat detection

ML Model Type Role in the Detection System

Random Forest Ensemble learning Network traffic classification and anomaly detection
XGBoost Gradient boosting High-performance intrusion detection and pattern recognition
LSTM Deep learning Detection of temporal patterns in streaming network data
SHAP Explainable Al method Global feature importance analysis and model interpretability
LIME Explainable Al method Local explanation of individual prediction decisions

XGBoost and Random Forest algorithms are popular in cybersecurity applications because
they can successfully classify and handle large amounts of multidimensional data. An LSTM (Long
Short-Term Memory) neural network was chosen as it can effectively analyze time-series data and
the sequential behavior of data over time. Techniques for increasing model transparency through
Explainable Artificial Intelligence (XAI) such as SHAP (SHapley Additive exPlanations) and LIME
(Local Interpretable Model-agnostic Explanations) were added to the proposed framework, providing
the opportunity to analyze the exact contribution of each feature to the predictions made by each
model while providing the user with a clear understanding of how any model determines whether or
not to classify an event as a cyber threat. As machine learning detection methods and Al have been
combined, the ability for the user to trust and understand the results of the proposed cybersecurity
monitoring system will continue to grow with further development, ultimately creating an extremely
reliable and highly useful cybersecurity monitoring system.

Results and discussions. A global analysis of how important features are for predicting
outcomes was conducted on machine learning systems to evaluate how interpretable the proposed
cyber-threat detection method is. Feature importance takes a look at how much each input variable
contributes when the model makes its prediction and gives you some evidence of how the detection
method works under the hood.

Figure 5. Global feature importance for interpretable cyber threat detection
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Figure 4. Global feature importance analysis for interpretable cyber threat detection

Figure 4 shows in order of ranked importance how important each of the ten most influential
features of network traffic extracted from the streaming cybersecurity datasets are to the classification
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process as measured by their mean contribution across all trained models. As indicated in the
figure, the single feature that contributed the most to model classification is Flow Duration with
an average importance score of .182. This metric represents the temporal characteristics of network
communication sessions and can often be found in association with various types of abnormal
traffic including those associated with Denial of Service (DoS) attacks and botnet activity. Network
communication sessions that are attacked typically show abnormal flow durations compared to
legitimate network flow duration patterns.

The second highest ranked classification feature is Packet Size Mean at .156. This metric
indicates the mean packet size over a period of communication between hosts. Malicious traffic
typically exhibits variations in the distribution of packet sizes, particularly with respect to
reconnaissance activities (i.e., scanning) and data exfiltration.

The third highest classification feature is the Forward Packet Length Maximum at .141. This
metric indicates the maximum packet size of a flow of packets that have been transmitted in the forward
direction. Large bursts of packets or aberrant payload sizes may indicate suspicious network activity
(e.g., data exfiltration and/or command-and-control activity).

The Backward Packet Length Mean, Flow Bytes per Second, and Flow Packets per Second
features also contribute to the detection process with an importance score of .118, .103, and .091,
respectively. These metrics describe the volume of network traffic between hosts over a specified
period of time and bandwidth consumed, both of which are often used as indicators of abnormal
network activity.

Metrics such as SYN Flag Count, ACK Flag Count, and Destination Port all contribute to the
detection measures but are considered less important than the previously listed features. These metrics
reflect characteristics of connections between the source and destination of the traffic being analyzed
and the protocols used to establish the connections and can be used in the detection of scanning activity
and network probing.

The overall results confirm that this feature set represents the most important characteristics
of network traffic behavior and therefore support the interpretability of the detection framework. The
integration of feature importance analysis supports the explainable artificial intelligence framework
as described in the methodology section and enables cyber security analysts to identify the variables
that influence the model predictions.

Comparison of Cyber threat detection models performance. The goal of this section was
to compare the effectiveness of our Al-based detection system through a comparative analysis of
four different machine learning models (Random Forest, XGBoost, LSTM, and our Hybrid XAI
Model). Our four chosen models were all known for their ability to perform well when trying to detect
network intrusion as well as for being able to handle large amounts of streaming data in the field of
cybersecurity.

Four widely used classification performance metrics were used to conduct our comparative
analysis: (1) accuracy, (2) precision, (3) recall, and (4) F1-score.
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096 Performance Comparison of Cyber Threat Detection Models
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Figure 5. Performance comparison of cyber threat detection models

The models presented in this Figure 5 demonstrate the performance results based on each
of the assessed performance criteria. Based on the study results, it can be concluded that Hybrid
XAI produces the best overall results across all performance metrics assessed, outpacing all of the
individual machine learning models.

The Random Forest model acted as the baseline model with an approximate accuracy of 0.924,
a precision of 0.916, and a recall of 0.911. Random Forest provides relatively stable classification
accuracy, but does not have the capacity to capture intricate temporal patterns that are present in
network traffic.

The XGBoost model outperformed Random Forest, achieving an accuracy rate of 0.941,
and a precision score of 0.935. Gradient boosting has demonstrated excellent modelling abilities of
complex non-linear relationships in high dimensional data, which explains the increased accuracy
rates observed between Random Forest and XGBoost.

The LSTM model is slightly less accurate than XGBoost, yet has a higher recall score than
XGBoost (0.939). This finding is expected given the ability of Recurrent Neural Networks such as
LSTM to accurately capture temporal dependencies in sequentially ordered network traffic data. As
such, LSTM is more able to accurately identify specific types of cyberattacks that exhibit time-based
behaviour patterns.

The Hybrid XAI model showcases the highest level of success, achieving an accuracy of
0.956, precision of 0.948, recall of 0.951, and F1 score of 0.949. The hybrid model was able to work
better by combining many different techniques for detection, along with using both the ML prediction
techniques and explainable Al techniques.

This study has shown that using hybrid approaches of using traditional statistical machine
learning algorithms with explainable artificial intelligence methods will improve both the accuracy
and compliance of detecting if the cybersecurity monitoring system is functioning correctly.

Confusion matrix analysis of cyber threat classification. To continue evaluating the
performance of the classifier via this detection system, we performed an analysis of the confusion
matrix. A confusion matrix presents a thorough representation of all classification results produced
by the classifier, separated by type of cyber attack classified and identifying any potential trends of
misclassification.
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Figure 7. Confusion Matrix of the Proposed Interpretable Cyber Threat Detection Model
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Figure 6. Confusion matrix of the proposed interpretable cyber threat detection model

The confusion matrix for the interpretable cyber threat detection system proposed in this work
is shown in Figure 6. This matrix demonstrates the performance of the proposed model across six
different categories for classifying traffic or cyber threats (systems are typically categorised according
to the following types):

- Normal Traffic

- Denial of Service (DoS) Attacks
Distributed Denial of Service (DDoS) Attacks
Reconnaissance Activity
Botnets
Data Exfiltration

As can be seen from the confusion matrix, the classification accuracy of each type of traffic (or
cyber threat) generated by the proposed system is very high with almost all of the correctly classified
instances being located along the diagonal of the confusion matrix. Further, a very small number of
normal traffic instances were misclassified as attacks. Therefore, the proposed system has a very low
false positive rate.

For example, with respect to normal network traffic, the proposed model correctly classifies
96.9% of instances. A small number of normal traffic instances are classified incorrectly; however,
these instances were classified as a type of attack, which indicates that the proposed system has a low
false positive rate.

Similarly, for DoS and DDoS types of attacks, the proposed model achieved classification
accuracies of 94.8% and 95.4%, respectively. The majority of misclassifications are the result of attack
types that exhibit some overlap (the same behaviour will exhibit characteristics that closely resemble
one another); therefore, misclassifying one attack for another, when they share similar behaviours, is
a common problem in network intrusion detection systems.

The accuracy for identifying reconnaissance activity (scanning and probing a network to
determine its vulnerabilities) is 94.9%. There are a small number of instances of overlapping scanning
behaviour between reconnaissance (i.e., scanning) and botnet activity, which results in a small number
of misclassifications.
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The accuracy of botnet detection is 94.7%, while the accuracy of detecting data exfiltration
1s 96.6%. The high detection rate of data exfiltration is particularly important because many of these
attacks involve the possible loss of sensitive personal or proprietary information.

Discussion of results. The findings of the conducted experiments support the usefulness of the
suggested Al framework for detecting cyber threats in real-time for smart systems. The evaluation of
the importance of features indicates that significant characteristics of network traffic (flow duration,
packet size statistics, and traffic rate indicators) are heavily relied upon, which are commonly used
in cyber security research as reliable indicators of anomalous behavior within a network. The results
of the comparison of performance indicate that ML techniques provide much greater capabilities to
detect cyber threats than baseline models. More specifically, the hybrid XAI (explainable artificial
intelligence) model produced the best results as based on all evaluation metrics, which suggests that
multiple forms of machine learning alongside explananble Al techniques enable improved accuracy
in predicting cyber threats and increasing transparency of machine learning models. It has also been
shown in the confusion matrix analysis that the suggested system is capable of distinguishing between
various categories of cyberattacks with very low misclassification rates. These findings show that
there is a significant benefit to the combination of machine learning models for detecting cyber threats
with interpretable analysis techniques to enhance the quality of real-time cybersecurity monitoring in
complex smart environments.

Conclusion. An Artificial Intelligence framework has been developed which is interpretable
and provides cyber threat identification in real time for smart systems using a streaming approach.
In developing the proposed Hybrid XAI model, machine learning techniques (i.e. Random Forest,
XGBoost, LSTM) are used in addition to explainable AI mechanisms (i.e. SHAP, LIME) to improve
not only the ability to detect a cyber threat but also to provide interpretable insight about how detection
was performed. Using Statistical Analysis of the Experimental Results of the proposed Hybrid XAI
Model, it was demonstrated that the Hybrid XAI model outperforms the others in virtually every aspect
of performance (i.e. Accuracy, Precision, Recall & F1 Score) while being able to successfully identify
all styles of cyber attacks. Statistical Analysis of the Feature Importance confirmed the identifying
characteristics of network traffic used to determine when traffic utilizes anomalous behavior, including
but not limited to flow duration, packet size statistics, and traffic rates.

This new framework has the potential to be utilized in live monitoring systems for cyber threats
in smart cities (i.e. cities that have adopted IoT) and can be used in Cloud Technology (software as
a service) as well as [oT infrastructures; enabling detection processes to interpret and reliably detect
cyber threats in ever-changing environments.

Several limitations must be considered with respect to the strong overall performance described
herein through the proposed framework; specifically, evaluation conducted using benchmark data sets
may not adequately represent the full range of variability that can occur in actual network environments
and, further, the computational expense of the explainable Al techniques applied might also restrict
their use for real-time applications within larger-scale systems.

Future studies will therefore focus on the validation of this framework within a real-world
deployment, development of heuristics for optimizing computational efficiency, integration of
adaptive learning techniques to manage concept drift with respect to streaming data.

The research demonstrated that it is feasible to create a combination of intrusion detection
using machine learning techniques and a mechanism for providing explanations of how the intrusion
detection model works, resulting in increased value of providing an effective method for monitoring
cyber security in the modern smart infrastructure.
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AnHoTauus. B maHHOW cTarhe paccMaTpuBaeTCs MpoOjeMa pacrpeiesieHUus CTYICHTOB
U Hay4YHBbIX pYKOBOHHTCHCﬁ B BBICIHIEM O6pa3OBaHI/II/I IIyTeM TIPCAIIOKCHUS FI/I6pI/I,[[HOI>'I
PEKOMEHATEIbHOW  CHCTEMbI, OCHOBAaHHOM Ha HMCKYCCTBEHHOM MHTEIJIEKTe M 00paboTKe
ectectBeHHOro s3pika (NLP). [Insg mnpeomoneHus ceMaHTHMUECKMX M KOTHUTUBHBIX OapbepoB
MCKOY HUCCICA0BATCIIbCKUMHU MPpECAJIOKCHUAMNU CTYACHTOB n KOMIICTCHIIUAMMU HAYy4YHBIX
PYKOBOAMTENEH cHUcTeMa MCIONb3yeT MHOrosi3bluHyto apxurekrypy Sentence-BERT (SBERT)
AJIg TCHEPAUUN INIOTHBIX BEKTOPHBIX HpeHCTaBHeHHﬁ, o0OecrieurBasi BLICOKOTOYHOE CEMAHTHYECKOE
COIIOCTaBJICHHUEC Ha aHFHHﬁCKOM, PYCCKOM M Ka3aXCKOM 3bIKax. KpOMe TOT0, MOACJIb UHTCTPUPYET
MOHH(l)HHHpOBaHHBIﬁ aJITOPUTM OINITUMHU3ALTHNN I'eiina-1lenau JIIA obecneueHus CIIpaBCAJINBOI'O
pacupeaciiCHuA aKaHCMquCKOﬁ Harpys3ku 1 NpeaoTBpaliCHUA BbITOPAHUA HAYYHBIX pyKOBO,HHTeHeﬁ,
YCIIEIIHO yMeHbInas aucOananc pabodeit Harpy3ku. IlpennoxxeHHass MUKpOCEpBUCHAs apXUTEKTypa
Tak)Ke BKJIIOYAET B ce0s OOBSICHUMBIA HCKyCCTBeHHBIH wHHTEIUIeKT (XAl) mis obecrniedeHus
MPO3paYHbIX OOOCHOBAHMN COIOCTABJICHUS W JAMHAMHUYECKHN MEXaHM3M IOpPOTOBOW 00paboTKu
JUis 00pabOTKM aHOMAJIBHBIX WJIM Y3KOCHEIMAIN3UPOBAHHBIX 3alIPOCOB THIIA «XOJIOIHBIM CTapT.
B xoneunom urore, 3ToT Mmoaxond, OCHOBAHHBIN Ha JaHHBIX, ITOBBIIIACT KAaYE€CTBO aKaACMHUYECCKOI'O
HAaCTaBHUYECTBA, CHUXKAET aKaJleMUYecKue TpeHUs U mpeanaraeT macmradbupyemoe UT-pemenue,
TOTOBOE K OeCIIOBHOM HHTCTpallid B COBPCMCHHBIC YHUBCPCUTCTCKHUC CHUCTCMBbI YIIPABJICHHA
obyuenuem (LMS).

KawueBble cioBa: PexomeHnarenbHas cucteMa, o0paboTka ecTecTBeHHOro s3blka, Sentence-BERT, omrtummsanms
paboueii Harpy3ku, anroputM [eitna-1llemnmy, oObICHIMBIA HCKYCCTBEHHBIH HHTEIEKT (XAl), ynpaBieHrne BBICIIUM 00pa3oBaHUEM,

MHKPOCEPBHCHAsI apXUTEKTYpA.
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Abstract. This paper addresses the problem of student and supervisor placement in
higher education by proposing a hybrid recommender system based on artificial intelligence and
natural language processing (NLP). To overcome the semantic and cognitive barriers between
students' research proposals and supervisor competencies, the system uses the Sentence-BERT
(SBERT) multilingual architecture to generate dense vector representations, enabling highly
accurate semantic matching in English, Russian, and Kazakh. Furthermore, the model integrates a
modified Gale-Shapley optimization algorithm to ensure fair distribution of academic workload and
prevent supervisor burnout, effectively mitigating workload imbalances. The proposed microservice
architecture also incorporates explainable artificial intelligence (XAI) to provide transparent matching
rationales and a dynamic thresholding mechanism to handle anomalous or highly specialized ¢old
startqueries. Ultimately, this data-driven approach improves the quality of academic mentoring,
reduces academic friction, and offers a scalable IT solution ready for seamless integration into modern
university learning management systems (LMS).

Keywords: Recommender system, natural language processing, Sentence-BERT, workload optimization, Gale-Shapley

algorithm, explainable artificial intelligence (XAI), higher education management, microservice architecture.
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Anparna. by makanazna xorapbl 0i1iM O6epyzie CTyJCHTTep MEH JKeTeKIIiJIep/ii OpHAIACThIPy
MoceNecl KapacThIpbUIabl, O JKacaHAbl MHTEIUICKT MeH Taburu Tuiai eHneyre (NLP) meriznenren
THOPHUATI YChIHBIC Oepy KyHeciH ycbiHaabl. CTyAeHTTEp/IIH 3€pTTEY YChIHBICTaphl MEH JKETEKIIIHIH
KY3BIPETTUTIKTEPl apachlHIaFbl CEMaHTHKAJIBIK JKOHE KOTHUTHBTI Keleprijiepil *KeHy YILUIH Xyile
TBHIFBI3 BEKTOPJIBIK KepiHicTepal »kacay yuriiH Sentence-BERT (SBERT) kentinai apXxutekrypachiH
naiiananazapl, Oy arbUIIIbIH, OPbIC JKOHE Ka3aK TUIIEPIHIE >KOFapbl JTOJIJIIKTErl CeMaHTUKAJbIK
colikecteHaipyai KaMmTamachi3 erelli. COHbIMEH KaTap, MOJENb aKaJIeMHSUIBIK )KYMBIC KYKTEMECIHIH
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o OelliHYlH KamMTamachl3 €Ty >KOHE JKETEKIIIHIH KYHINl KeTylHe >Kojl OepMey YIIIH ©3repTUIreH
Gale-Shapley oHraiinannplpy aaropuTMmiH OipikTipesi, OyJ )KYMbIC KYKTEMECIHIH TEHIepIMCI3AIriH
THIMII Typae a3alTajapl. YCHIHBUIFAH MHUKPOCEPBHC AapXHTEKTypachl COHBIMEH KaTap aIllbIK
COMKECTEHJIIPY HeTri3ZIeMeNIepiH XKOHE aHOMAaJbJIbl HEMECEe JKOFaphbl MaMaHJIAHIBIPBUIFAH «CYBIK
OacTtay» CyYpaHBICTapblH OHJEY VIIIH JWHAMHKAJIBIK IIEKTI MEXaHM3M/I KaMTaMachl3 €Ty YIIiH
TyCiHAipiieTiH »acaHiael HMHTEUICKTTI (XAI) kamtmapl. Caiibin KenreHzae, OyJI JepeKTepre
HETI3/IeNTeH TOCLT aKaJAeMHSUIBIK TONIMIEPIIKTIH CamachlH KaKCapTajbl, aKaJIeMUSIIBIK YHKETICTi
azaiiTanpl KOHE 3aMaHayd YHUBEPCUTETTIK OKyasl Oackapy kyienepine (LMS) y3nikci3
WHTETpalysiayra qaibia MaciradTanateia [T memiMin yCbIHa b,

Kint ce3nep: ¥Ycwnbic xyiteci, Taburu tingi exuey, Ceinem-BERT, xymbic sxykTemeciH onTainanapipy, Iein-1lammm

QITOPUTMI, TYCIHAIpiNeTiH kacanbl uHTEIIeKT (XAl), sxorapsl OinimM 6epyuni 6ackapy, MUKPOCEPBHUC apXUTEKTYPACHL.

BBenenue. B ycnmoBusX MaccoBOro BbICHIETO 0OOpa3oBaHMs MapagurmMa HaydHOTO
PYKOBOJICTBAa TIIpETEpIIEBACT CYIIECTBEHHble H3MeHeHMs. Ponp mpemonaBatens cMemiaercs OT
MPOCTOM TpaHCISALUU 3HAHUM K IIyOOKOMY akaJeMHYeCKOMY HAaCTaBHUYECTBY M (DOPMHUPOBAHHUIO
WHIMBUIyaJIbHBIX 00pa30BaTENbHBIX TPACKTOPHM 0O0ydaromuXcsi KPUTHUHBIX TOYEK YIIPaBICHUS
00pa30BaTeNbHBIM TPOILIECCOM  SBISETCS 3a7ada paclpeiesieHHs] CTYACHTOB 10 HayYHBIM
pyxoBoautensm (Student-Supervisor Allocation Problem, SSAP).

Kak moka3piBaloT wucciieoBaHMs B OOJNIACTH aHajdM3a JaHHBIX B cdepe oOpa3oBaHMA,
WCTIOJIb30BaHUE aIMHUHUACTPATUBHBIX METOIOB PACIIPEICIICHHS WU CIIy4aifHOro oTO0pa MPUBOIUT K
SIBIICHUIO «akagemudeckoro Tperus» (Tinto, 1993). HecoorBeTcTBUE MTyOOKHUX HCCIEA0BATEIBCKUX
HMHTEPECOB HAYYHOTO PYKOBOJUTENSI U MATUCTPAHTA CHUYKAET BHYTPEHHIOI0 MOTHBALMIO ITOCJIETHETO,
MPUBOAUT K MPOKPACTHHALIMK, 3aJep>KKaM B 3allUTe JIUCCEpTAllMd U YBEJIWYUBAET PHUCK
aKaJieMU4YecKoil orceBa (mokazarenu orceBa) (Holmes u nip., 2019:194). [ToaTomy cymiecTByeT ocTpas
HEOOXOAMMOCTh MHTETPUPOBATH ANTOPUTMBI UCKyccTBeHHOro nHTeliekTa (MN) B memaroruyeckuit
MPOIECC TS CO3aHUS MHTEJUIEKTYyallbHBIX CHCTEM PEKOMEHIAIUi.

JUis  MOCTHKEHHMS KOMIUIEKCHOTO pELIeHUs MHpoOIeMbl paclpelesieHHsl CTYIEHTOB U
Hay4YHbIX pykoBoautTeneil (SSAP) BaxHO TIyOOKO HCCIENOBATh TEOPETHUECKH MACIITaAOUPYyeMYIO
ApPXUTEKTYpy CHCTEMbl Ha OCHOBE MHKPOCEPBHMCOB, CIIOCOOHYI0 HHTEIPHUPOBAThH IPEAJIOKEHHYIO
MOJIENIb PEKOMEHJAllMii, OCHOBaHHYIO Ha 00paboTrke ecrectBeHHoro s3bika (NLP), B
CYIIECTBYIOIIME YHUBEPCUTETCKHUE CHUCTEeMBbI ympapieHuss oOydennem (LMS), obecneunBas
IpU 3TOM AJTOPUTMUYECKYIO CIPABEUIMBOCTh W CMsryas MpoOJieMy «XOJIOIHOTO CTapTay Jyis
MEXIMCIUIUIMHAPHBIX MCCIIEA0BAaTENbCKUX TeM. JTa 3a/a4a MO3BOJSET IPEOI0JIeTh Pa3pblB MEKIY
YHCTOI MaTeMaTH4eCKOM ONTUMU3ALIMEH U pealbHbIM Pa3BepThIBAHUEM IIPOTPAMMHOTO 00€CTIEYeHHS
B oOpasoBarenbHOM U T-3x0CcuCcTEME.

Llegbl0 JaHHOIO MCCJIEIOBAHMS SBIISETCS pPa3paboOTKa M TEOpeTHUeckoe OO0OCHOBAHHUE
rHOpPUIHOM MOAENTH PEKOMEHJAIMid Ha OCHOBE HCKYCCTBEHHOTO WHTEJUIEKTA, ITO3BOJISIOLICH
CEMaHTHYECKH TOYHO COIIOCTAaBJIATH 3aJaHUsl CTYAEHTOB C HAy4YHBIMU PYKOBOJUTEISIMU IIpU
coxpaHeHUH cOaJaHCUPOBAHHOMN aKaJleMUYeCKON Harpy3Ku.

JUis JoCTHKEHUS STOU 1eNIi ObUTH OMpEeeNIeHBI CIIEAYIOIINE UCC/Iei0BaTeIbCKUe 3a1a4u:

1. AnanTupoBaTh MHOTOSI3BIYHYIO CEMAaHTHUECKYIO0 MoJienb (Ha ocHoBe Sentence-BERT) s
NIPEOIOJICHUSI KOTHUTUBHBIX OaphepoB M TOYHOTO COIMOCTABICHUS MCCIENOBATEIbCKUX 3alPOCOB
MarucTPaHTOB C KOMIIETEHIIUSIMU MpenoaBareseii.

2. Pa3paboTtarh MeXaHHU3M MHOTOKPUTEPHUATIbHOM ONTHUMM3AllMM HAa OCHOBE ajJropuTMa
I'eiina-lernun 11t mpeoTBpaleHus aucbananca paboueld Harpy3Ku MpernoiaBaTesei.

Hayuynasi HOBU3HA IaHHOIO HCCJIEAOBAHUS 3aKIIOYACTCS B CO3JAAHUU CHHEPreTHUYECKOU
rMOpUIHON MOJIENH, KOTOpasi BIEPBblE KOMILIEKCHO peuiaeT npobdiemy SSAP B MHOrosi3pluHOM
cpene. HoBusHa 3akitoyaercs B COYETAaHUM MHOTOSI3BIYHOIO HEMPOHHOIO CEMAHTUYECKOTO JIBHXKKA
(SBERT) st mmyb6okoro nmoHMMaHusi KOHTEKCTa, anropurma leina-1llennu ans ctpororo KOHTposs
OaJIaHCHUPOBKHM HArpy3Kd M MOJIYJs OOBSICHUMOTO HCKYCCTBEHHOTO MHTeNuiekTa (XAl), KOTopsIid
rapaHTUPYyeT MPO3PAyHOCTh aJITOPUTMOB U JJOBEPUE K MPUHUMAEMBIM PEIICHUSIM.
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KoruntuBHble 1 KOMMYHUKATHBHbIe 0apbepbl B 00pa3oBaTe/IbHOI cpele

OcHoBHas npuyrHa HE3(DPEKTUBHOCTU PYUHBIX 3aJaHUM 3aKII0YAaeTCd B CEMaHTHYECKHX
U KOTHUTUBHBIX Oapbepax MEXIy YydYyaCTHHKaMH akKaJeMHuYecKoro mpoiecca. MaructpaHrsl,
HaxofslIMecs Ha HauyaJIbHOM 3Talle CBOEH MCCIIe0BATENILCKOM Kaphephl, CKIIOHHBI (hOpMYJINpOBaTh
CBOM 3alpochl B OOIIMX TEPMHMHAX, MCIOJb3Yys MOMYISIPHYIO TepMHHOJoruio. IIpemonaBarenu,
C JIpYrofl CTOPOHBI, OIHCBHIBAIOT CBOM KOMIIETEHLIMH, HCIOJb3YS BBICOKOCIIELUAIN3UPOBAHHBIC
Hay4HbIE KaTETOPHH.

B UT npeapinymux MoKoJeHUH MbITAIMCh aBTOMAaTU3UPOBATH 3TOT IIPOLIECC, UCIIOIIB3YS ITOUCK
o kiroueBbIM crioBaM TF-IDF kak onucano B popmyne 1 (Salton, Buckley, 1988:101). Bec Tepmuna
t B ToKyMeHTe d BBIYMCIISAIICS MO KIacCHUeCcKon hopmyrie:

TF-IDF(t,d, D) = TF(t,d) - log ( )

N
DF(t, D)
@opmyna 1 - TF-IDF

I'ne N - ob1iee yrcio qokyMeHTOB B kopiyce D, a DF - konndecTBo TOKyMEHTOB, COJEpIKALIIX
TCPMHUH t.

OnHako 3TOT MOJIXOJ MMEET CEpbE3HbI MEJAarorn4ecKuil HEJOCTATOK: OH MILET TOYHBIE
JEKCUYECKHE COBIAJICHHS, NTHOPUPYS KOHTEKCT. ECciM cTyneHT numer B cBOei 3asiBKe «HEHPOHHBIC
ceTH», HO B npoduiie mpodeccopa ykazaHo «IIIyO0oKoe 00yueHuey, KI1acCuyecKkasi CucTeMa He CMOXKET
YCTaHOBUTH CBSI3b, UTO NMPHUBEAET K MNOTEPE ONTUMAIBLHOTO 00pa30BaTEIbHOIO COUYETAHUSI.

TeopeTruko-MeTonosornueckuii noaxoa Ha 6aze NLP-monesiei

C nosBneHueM apxurekTypbl Transformer u MexXaHU3MOB BHUMAaHHS TMPOU3OLIEI
TEXHOIIOTUYECKUN caBUT mapanurmbl (Vaswani u ap., 2017). [Ins ycTpaHeHHs] CeMaHTHYECKOTO
pa3pbiBa B JaHHOW CTaThe MpelaraeTcsi UCHOIb30BaTh MOJENNU 0O0pabOTKM €CTECTBEHHOTO SI3bIKA
(NLP), B wactHocTu apxutektypy Sentence-BERT (SBERT) (Reimers, Gurevych, 2019:221).

B otnuuwme ot 6onee panamnx mozeneir Word2Vec (Wang u ap., 2020), SBERT wucmone3yer
CHaMCKHe HEHPOHHBIE CETH JUTs TeHEPAIMH TUIOTHBIX BEKTOPHBIX MPEICTaBICHUN (BIOKEHHI) IETBIX
MpeIOKEeHN U ab3areB Tekcra. st o0ecredeHuss MHKII03UBHOCTH 00pa30BaTeILHOTO MpoIecca B
MHOTOs13pI9HOM cpene Kazaxcrana Oputa BeIOpaHa Mojens paraphrase-multilingual-MiniLM-L12-v2,
KoTopast mojaepkuBaet 6onee 50 s3p1k0B (Wang u ap., 2020:282). Moaenb nmpoenupyeT TEKCTHI (Ha
Ka3aXCKOM, PYCCKOM U aHTJIMHCKOM $I3bIKax) B €quHOe d-MepHOe ceMaHTHYeCcKoe MpocTpaHcTBo (d =
384).

Crenenp negarornyeckoil 1 Hay4YHOU peeBaHTHOCTH, ONIMCAHHOE B BO 20 (hopmyIie, Mex 1y
3aMpocoM CTyAeHTa (BEKTOp S) M KOMIIETEHIMSMHM HacTaBHHMKA (BekTop T) BBIUMCISETCS depe3
KOCHHYCHO€ CXOJICTBO:

Z?:l S T;
NOSRERVO Sl i

Dopmyna 2 - Popmyna 6eKMopHO20 CXOOCMEA

Cosine(S,T) =

)

Apxutektypa npemioxennoi MU-cuctemsl npencrasieHa Ha Pucynke 1.
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Pucynox 1. Apxutektypa Ml-accuctenra 1o pacnpeaeaeHu0 MarucTpaHToOB

BanancupoBka akaieMnuecKkoil Harpy3ku U NpoMIAKTHKA BbITOPAHUSA

[ToMuUMO CceMaHTHYECKOTO COMNOCTAaBJIEHUs, BaKHBIM acrmekroM ynpasienus WT B
YHHUBEPCUTETAX SBJISETCS 3alUTa IpenoaaBaTeseil ot nepeyrominenus. HekoHTponupyemble 3a1anus
CTY[CHTOB MPUBOIAT K MEpPErpy3Ke HEKOTOPHIX MOMYJSPHBIX IperojaBareield, YTo KPUTHUYECKU
CHIDKaeT KauecTBO HactaBHUYecTBa (Serek, Zhaparov, 2019:108).

Jng pemieHuss 3TOM mHpoOIeMbl KOCHUHYCHBIE paccTOsiHMSL B (GopMmyine 3 BBOIATCA B
MOJYJTb MHOTOKPHTEPHAJIbHON ONTHMH3AINN, OCHOBAHHBIA Ha MOAM(DHUIMPOBAHHOM aJITOPUTME
I'eiina-1llerum(Gale, Shapley, 1962):

N M
MakcuMu3upoBarh £ = Z Z Cij Tij 3)

i=1 j=1
Dopmyna 3 - Mooyno onmumuszayuu 6 ancopumme I etina-Llennu

C yderoM CTpPOroro OrpaHMYEHHUs] MO KBOTaM (BMECTUMOCTH) Ka)KIOTO PYKOBOAUTENS O
¢dbopmyrne 4, orpaHUYEHUU:

N
Y xy<Qp Viedl,... M} (4)
=1

Dopmyna 4 - Ocpanuuenus.

JIist  OIICHKM CHpaBEeIJIMBOCTH  paclpelefieHduss Harpy3ku B paboTe TpPUMEHSETCS
MaKpOOKOHOMUYECKH W crenuanu3upoBaHHblid uHAekc Jhxkuam (Luan w  gp., 2020:298).
CpaBHuTenbHbI aHaNU3 3(PGEKTUBHOCTH BCEX BO3MOXHBIX PA3TMYHBIX MOIXOOB IMPEICTABICH B
Taomuue 1.
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Tabmuma 1 - CpaBHUTEIBHBIN aHAIN3 aJITOPUTMOB PACTIPEICIICHHS 1 MITYHHTA

[Honnmanue v
Meron / Anroputm MyJabTHA3BIYHOCTD Tounocr pexomentaunii Hunexc xunn

KOHTEKCTa (Precision@5) (Harpyska)

TF-IDF + Cnyuaiinoe

Huskoe Her 0.42 0.42 (BICOKMIT MUCOanaHc)
pacrpereneHue
Word2Vec + K-Means Cpennee Yactuyno 0.58 0.31 (cpenmuuit quc6anaHc)
SBERT + Moy
ONTUMHU3ALHIU Bericokoe Ja (50+ s13b1KOB) 0.71 0.19 (paBHOMEpHO)

(ITpenyoxeHHbII)

Pe3yabTaThl M MX NeJarornyeckoe 3Ha4eHHe

Pa3zpaGoranHast Mozenb pPEKOMEHIAIMA Ha OCHOBE MCKYCCTBEHHOTO HMHTEJIEKTa Obuia
MIPOTECTUPOBAHA HA CTEHEPHPOBAHHOM HAOOPE NaHHBIX, cocToseM u3 150 mpoduielr MarucTpaHToB
n 45 mnpodpunerr npenomasareneil. Buenpenme wmomyns NLP moBbicHiao TodHOCTE 0TOOpa
(Precision@5) Ha 68% mo cpaBHEHHIO ¢ 0a30BBIM METOJOM IIOMCKAa IO KIIIOYEBBIM CJIOBaM
(Conati u np., 2002).

Oco0yro menarorn4eckyto IeHHOCTh NMpeAcTaBiIsieT 3QPEKTUBHOCTh MOy OaTaHCHPOBKH.
CrangapTHoe OTKJIOHEHHE paboyeil Harpy3ku mpernojaBaresneii cHusmiocs ¢ 4,2 no 1,1 cryaenra Ha
ofHoro npenozaasarens. Kak mokasaHo Ha puCyHKe 2, MOZEIb MOJHOCTHIO UCKIIIOYAeT CUTYyalluH, B
KOTOPBIX OTAEIbHbIC HACTABHUKH MOTYYaIOT Ype3MEPHOE KOINIECTBO ACITUPAHTOB.

s CpaBHeHMe 3hheKTUBHOCTM METOA0B pacrnpeneneHus

BN [loHMMaHMe KOHTEeKCTa Q. 7% 0w
0.7 mmm Precision@5 -
BN WNHpekc D>xkuHm (Harpyska)

eHUe METPUKU
© 9O O
w =3 (8] (o)}

ad

& 0.2
0.1

" TF-IDF + CnyyvaitHoe pacnpepeneHne  Word2Vec + K-Means SBERT + Moaynib onTuMmu3aLiiv
MeTtop / Anroputm

Pucynok 2. Pacnpenenenue yue6Ho# Harpy3ku [1I1C no u nocne npumenenus MU-monenu

PaBHOMEpHOE pacripenesieHie TapaHTUPYeT: KaXKIbli MAaruCTpaHT MOJYYHT JOCTaTOYHOE
KOJIMYECTBO MHAMBHIYATBHBIX KOHCYJIBTAIIMOHHBIX YacOB C MPO(eccopoM, 4TO HAINPSIMYI MOXKET
MOBJIMATH C KaueCTBOM (DMHAJIBHBIX KBaTU(UKAIMOHHBIX padoT (Pardo u np., 2019).

Xota uHTerpanus Monenu paraphrase-multilingual-MiniLM-L12-v2 ycnemHo npoeuupyer
MHOTOSI3bIYHBIE BXO/IHBIE JIaHHBIE B €JMHOE 384-MepHOE CeMaHTUYECKOE MPOCTPAHCTBO, peasbHbIE
o0pa3oBarenbHbIe JAHHBIE YaCTO COIEPKaT aHOMAJIUH.

MaructpaHTbl 4acTO NpeNIararoT MEXIUCIMIUTMHAPHBIE TEMBl WJIM HCIIOJB3YIOT HOBYIO
Y3KOCIEIMATHN3UPOBAHHYI0 TEPMHUHOJIOTHIO, KOTOPAasi MOXKET SIBHO OTCYTCTBOBATh B yCTAHOBJICHHOM
npoduiie HAydHOTO PYKOBOIUTENS. DTO CO3MAET MPOOJIEMY «XOJIOTHOTO CTAapTa» WM BBIXOAA 32
MIpeIeIbl PACTIPEACTICHHS B AITOPUTME COTIOCTaBICHUS. [IJIs pereHus 3Toi mpoOIeMbl Ipe iaraeMbli
NHU-OMOIIHUK WCTIONB3YyeT NWHAMHUYECKUN MEXaHW3M TIOpOTOBOM 00pabOTKM B KOHBeHepe
CEMaHTHYeCKoro comnocraienus. [lepen uHuimanu3anueid ontumuszanuu [eina-Illennu cucrema
OlLleHMBaeT 0a30BO€ KOCHHYCHOE CXOJCTBO JJISl BCEX MOTEHUHUAIbHBIX map. Eciu MakcuMalbHBINA
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IMMoKa3arcjib CXOACTBa CTYACHTA C JHO6BIM JOCTYIIHBIM HAYYHBIM PYKOBOAUTCIIEM IMaAacT HUIKE
MPEAOIPENETIEHHOTO CEMaHTHIECKOTO TTopora (t), cuctema BeiaeT (ar aHOMaJIuH.

1, if Cosine(S;, Tj) > ;
Manual Review, if max; Cosine(S;,7};) < T

@opmyna 5 - @opmyna l'etina - Lllennu

I'ne S; mpencrapnsgeT coOOl BEKTOp BIOKEHHS CTYJAEHTa, a 1j - BEKTOp BIIOKEHUS
Hay4yHOro pykoBoxutensd. YcraHoBuB t = 0,35 (HOIy4yeHHOE SMIMPUYECKUM ITyTEM Ha OCHOBE
MIPEIBAPUTEIBHOTO TECTUPOBAHUSA), CUCTEMA INPEAOTBpAILAET NPUHYIUTEIBHOE paclpeieacHue
CTY[IEHTOB IO TpyIIlaM C HHU3KMM Kaue€CTBOM pe3ylbTaroB. BmecTo TOro 4robbl Ha3Ha4arh
CTyJIeHTa K MaTeMaTU4eCcKu «OimKkaiieMy», HO MPaKTHUYECKH HE MMEIOIIEMY OTHOILEHUS K JIeIy
Hay4YHOMY PYKOBOJMTEIIO, CACTEMA HAIIPABIISET 3TH crieuprudeckue npouin, BIXOIAIINE 32 PAMKH
HOPMBI, 3aBelyrouemMy kadeapoil 1iast pydHOH NMPOBEPKH, TEM CaMbIM COXPaHssA MEAarornyecKyro
LIEJIOCTHOCTD I'PYTIIIHI.

Jlns Toro uToOBl TeopeTHueckas Mojenb (YHKIMOHUpPOBAJIA KaK IKU3HECIIOCOOHBIN
uHCTpyMeHT ynpaienuss WT, eil HeoOxomuma HafeKHass apXUTEKTypa pa3BEpTHIBAHHSL.
[Ipennaraempiii  MHM-momomHuKk  pa3paboTaH Ha  OCHOBE  MAapaurMbl  MHKPOCEPBHCOB,
o0ecreynBaronIeid BBICOKYIO JOCTYITHOCTh M OECIIOBHYIO HMHTErPAalMi0O C CYIIECTBYIOUIMMHU
uu(ppOBBIMU dKOCHCTEMaMHu yHuBepcurera (Hanpumep, Moodle, Canvas win 1monb30BaTeIbCKUMU
BHYTPEHHUMHU TOpTajamMH). ApXUTEKTypHasi CTPYKTypa COCTOUT U3 CIEAYIOUIMX H30JHUPOBaHHBIX,
HO B3aMMOJCUCTBYIOMIMX Y370B: API-1uii03: BBICTynaeT B KAa4eCTBE €IUHOM TOYKM BXOHa A
(GpPOHTEHA-NIPUIIOKEHUH  yHHBepcuTeTa, oOpalaTbiBas ayTeHTH(UKAMIO M MapLIpyTH3aLHUIO
RESTful-3anpocoB. Mexanu3m BbiBoga NLP: BbIIeNeHHBIE MHKpOCEpBHC Ha oOcHOBe Python
(ucnonw3ytoumii  FastAPI), koropsiit 3arpyxkaer wmozaenb SBERT B mamsats. OH momydvaer
HEOOpabOTaHHBIE TEKCTOBBIC OIMCAHMUS HUCCIENOBATEIILCKUX TPEUIOKEHUH CTYICHTOB U
KOMITETEHIIUI pyKOBOJUTENEH, OUMILAET JaHHbIE (yAassis CTOI-CJIOBA U BBINOJIHASA JIEMMAaTU3ALINIO
JUI  Ka3aXCKOrO, PYCCKOIO M AaHIJIMHCKOIO S3bIKOB) W TE€HEPUPYET IUIOTHBIE BEKTOpPHBIE
npencrtasieHus. BekropHas 6a3a ganHbix (VDB): BMecTo BbIYMCIEHHS KOCHHYCHOTO CXOZCTBa
Ha JIETY C HCIOJb30BAHMEM CTAHIAPTHBIX PEJSAIHOHHBIX 0a3 JaHHBIX, CHCTEMa HCIIOJb3YET
CIIEIMaTU3UPOBAHHYI0 BEKTOPHYIO 0a3y naHHbIX (Hampumep, FAISS wim Pinecone). Oto mo3BossieT
BBINOJIHATG BBICOKOONITHUMU3UPOBAHHBIE TIOUCKH CXOJACTBA € 3aJEP)KKOM MEHee MWIIMCEKYH[BI,
YTO JieJIaeT CUCTEMY MacIITaOMpyeMOM Ul ThICSIY OJIHOBPEMEHHO PadOTaloIIMX MOJIb30BaTeiel Ha
HECKONbKUX (hakynpreTax. [lmaHupoBmuK onTuMuzanuu: (OHOBasl CiIy>k0a, KOTOpasl BBIITOJIHSET
MoauduuupoBanHbiii anroput™ [eitna-lllermm. OH HW3BIEKaeT IJIOTHYIO MaTpUIy CXOACTBA W3
VDB, npuMeHsieT orpaHUYeHUs] aKTUBHOU pabodell Harpys3ku (();) U TeHepUpyeT OKOHUYAaTeIbHBIN
MaHU(]ECT pacrpeaesieHus.

Jlnsg obecrnieyeHus] LEIOCTHOTO MPEJCTABIEHUS O MexaHu3Mmax pabotsl MI-momorniHuka
Ha pHUCyHKe X TIOKa3aHa CKBO3HAas CX€Ma IIOTOKAa JaHHBIX. OJTa CXeMa JIEMOHCTpUPYET
IIOCJICZIOBAaTENIbHBIM  [IEPEXO  OT MCXOIHBIX, HECTPYKTYPHUPOBAHHBIX TEKCTOBBIX JaHHBIX K
OKOHYATEeJIbHOMY, ONTHUMHU3MPOBAaHHOMY MaHHU(ECTy paclpelesieHHs], CBS3bIBAIOIIEMY MEXaHHU3M
BbIBoZa NLP ¢ MaremMaTnueckuM aaropuTMOM COINOCTAaBIICHHUS.
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CXEMA CKBO3HOI0 KOHBEMEPA OBPABOTKMN JAHHbIX
MU-ACCUCTEHTA PACMNPELENIEHUA CTYAEHTOB

CBOP MPEMOBPASOTKA  BEKTOPM3ALMA  PEKTOPHOM  ounprauman  anroputM  PESYNBTAT M xAK
LAHHbIX TEKCTA (SBERT) CXOMCTsA  OTPAHWSEHMR  TEMAAUENIM  OBOCHOBAHME

2 | & |B| e | ¥ |BE| I

Beoa Tem ) OuucTka, MNpeo6pasosaxune Pacyer MaTpuupbi MpumeHexue MoaunpuumpoaH- dopmupoBaHue
WCCneaoBaHun nemMmaTnaauus, TekcTa B 384- KOCHHYCHOro CeMaHTUYeckoro Has CMUCKOB
CTYAEHTOB 1 yAaneHue cTon- MepHble aM6eaann CXOACTBA B nopora () u onr pacnpep "
npodunei cnos ana KZ, MOENbIo BexTopHo#t B/ KBOT Harpysku “"é‘ CTaBUNBHBIX M| | ‘agromariyeckoe
KOMMeTeHUniA RU, EN paraphrase- (FAISS) npenopagarenefi | | COMHCMPOBaH- obbACHeHNe
npenopasarench multilingual- (Q,) " BbiGopa ANA
(ns LMS BJ1) MiniLM-L12-v2 ! nonb3osateneit

Pucynoxk 3. Anroputm BHenpeHus XAl

Oran 1: BBoxa nannbix - CO0p uccnenoBaTeIbCKUX MPEUIOKESHUN CTYACHTOB U aKaIeMUYECKUX
npo¢uiei pykosoaureneit uepes API LMS.

Ortan 2: [IpenBapurtensHas 00paboTka TekcTa - MHOTOSI3bIYHAS TOKCHU3AIHS, JIEMMaTH3aIUs
U ynajeHue crenuuyeckux Juist IpeIMeTHONW 001acTu CTON-CIIOB.

Oran 3: CemanTH4eckoe konupoBanue - [I[peodpazoBanne OUUIIIEHHOTO TEKCTa B 384-MepHbBIS
TJIOTHBIE BEKTOPHI ¢ Hcnonb3oBanueM monenu SBERT paraphrase-multilingual-MiniLM-L12-v2.

Oran 4: IHaexkcupoBaHHE M CXOACTBO BEKTOPOB - BbruncieHue Marpulbl KOCHHYCHOTO
CXOJ/ICTBa B 0a3e JaHHBIX BEKTOPOB 3a JIOJIM MUJIIIUCEKYH/IbI.

Ortan 5: Ilpumenenue orpanuueHuili - @uibrpanus map BBIOPOCOB € HCIOJIB30BAHHUEM
Cemantuyeckuii mopor (t) ¥ MpUMEHEHHE CTPOTHX KBOT Ha MPOIYCKHYIO CrOocOoOHOCTH (Qj) s
Ka)KJI0T0 CyIepBU30pA.

Oran 6:  AJNTOpUTMHUYECKOE  COIMOCTaBI€HHWE - BpinmonHeHne  MoaupuUIMpOBaHHON
ontumuzanuu ['eina-1llennu nns yctaHOBIEHUS CTaOMIBHBIX, B3aMMOBBITOJIHBIX T1ap.

Ortan 7: BeiBog u 00bACHUMOCTD - ['eHepanys oKoHUYaTelnbHOro MaHudecTa pacrnpeneneHus
BMeCTe ¢ 000CHOBaHUEM PEJIEBAaHTHOCTH, OCHOBaHHBIM Ha X Al, /1 obecrieueHus Ipo3pauHOCTH IS
I10JIb30BATEIISL.

BHesnpeHne HMCKyCCTBEHHOTO HWHTEIUIEKTAa B BhIcIIee OOpazoBaHue TpeOyeT CTpororo
COOMIONIEHUST TPUHIUIIOB aNTOPUTMUYECKON MPO3PaYHOCTH M CIPABEAJIUBOCTH. 3HAYUTEIBHBIM
MPEMSITCTBUEM JUIsl BHEJPEHUS aBTOMATU3MPOBAHHBIX CHUCTEM PACIPEIENICHUS SBISETCS «UYEPHBIN
SIUK» Mojene rrybokoro oOyuyeHus. W cTyqeHTHI, W NpenoJaBaTeIbCKUN COCTaB HYXAAIOTCS
B TIOHATHBIX OOOCHOBAHUSX pEIICHUNA cucTeMbl. JIJisi pemieHus 3Toil TpoOieMbl Tpenaraemas
apXUTEKTypa BKIIo4aeT Moyib o0bsicaumoro MU (XAI). BmecTo nmpoctoro BeIBOIa OKOHYATEITBHOTO
COBIIAJICHUSI CUCTEMAa TE€HEpPUPYEeT «OOOCHOBAaHME PEJIEBAHTHOCTM» Ui KaX10i Ha3HaYeHHOH
napel CTy[AeHT-HayuyHbI pykoBoxuTenb. ComocTaBisist HaumbOosiee B3BEIICHHBbIE HM3MEpPEHHUs
CT€HEpUPOBAHHBIX 3MOEIIMHIOB C HCXOIHBIMH TEKCTOBBIMM TOKEHAMM, CHCTEMa BbIJIENISET
KOHKpPETHBIE COBIajaronre Kkonuenuuu. Hanpumep, eciim B aHHOTAlMKU CTYIEHTa pacCMaTpUBAETCs
TEeMa «IPOrHOCTHYECKAsl aHAJIMTHKA B YMHBIX JIOMax», a B IpOQHIe HAyYHOTO PYKOBOAUTENS —
«vammHHOe oOydenue mig [oT», momyns XAl gBHO OTOOpa)kaeT 3TH M3BJICUEHHBIE KIIIOYEBBIC
(¢pa3pl 000MM MOJNH30BATENISIM B KaY€CTBE OCHOBBI JJII UX COMNOCTaBIeHUs. Takas MpO3pavyHOCThb
CHIDKAeT aKkaJeMHYeCcKHe TPEHUs, CIOCOOCTBYeT HEMEUIEHHOMY B3aHMMOIIOHMMAHHUIO U YKpEIUISeT
WHCTUTYIIMOHAILHOE JIOBEpHUE K TMpoleccy ynpasieHusi, ocHoBaHHomMy Ha WM. Kpome Toro,
CTPOrO OTHEJNIsAs CEMAaHTHYECKOe COINOCTABICHHE OT JAEeMOrpadUyecKuX IepeMeHHbIX, MOJEJNb
MaTeMaTHYeCKH TapaHTUPYET, YTO pacCHpEeAC/ICHUE IOJHOCTHIO JIMIIEHO YeIOBEKOLICHTPUYHBIX
npeayOexaeHui, (GoKycHpysch HCKIIOUUTEIBHO Ha aKaJeMHYECKOM COOTBETCTBUM M PaBHOU
paboueii Harpys3ke.

3akmiouenne. IIpumeHeHne MeTomoB OOpPaOOTKM E€CTECTBEHHOTO S3bIKa M MOJeEei

56



ISSN 2707-4862 Smart Technologies Journal, 1(7) - 2025

Transformer oTKpbIBa€T HOBBIE FOPU3OHTHI B ME€JArOTMKE BBICIIEH ILKOJBL. B Xonme mposeneHHOro
HCCIIEIOBaHUs ObUla yclemHO pa3paboTaHa, OOOCHOBaHA U IPOTECTUPOBAHA TUOpPUAHAS
peKoMeHaTebHas MOJIeNb, periaromias mpodieMy pacmupenaenenus ctyaeHToB (SSAP).

B coOTBETCTBUM € NOCTABJIEHHBIMHU 33J]a4aMU ITOJIy4€HBI CIEAYIOUIME PE3YIBTAThl U BBIBOJBL:

1. Apmantamuss  mynbTusisbldHOM ~ NLP-momenmm  (SBERT)  mos3Bommna  mpeomosnieTsh
CEMaHTHUYECKHUN Pa3pbIB IIPU aHAJIN3€ TEKCTOB HA PAa3HbIX SA3bIKAX U IOBBICUTh TOYHOCTH IIEPBUYHOTO
or6opa (Precision@5) Ha 68% 1o cpaBHEHHIO ¢ 0230BBIMH METOIAMH [TOUCKA 10 KJIFOUEBBIM CIIOBAM.

2. Buenpenue mexaHu3ma ONTUMHU3AIMM HA OCHOBe anroputMma [eina-Illennu nokasano
BBICOKYIO 3((QEKTHBHOCTh B peEIICHHH NPOOJIEeMbl BBITOPAHHs MperojaBaTeneil: cTaHIapTHOE
OTKJIOHEHHE pabouell Harpy3Ku CHU3UIIO0Ch ¢ 4,2 10 1,1 cTyaeHTa Ha OJTHOTO HACTaBHUKA, IOJIHOCTHIO
WCKJTIOYMB KPUTUYECKUI EPErpy3 OT/EIbHBIX COTPYIHUKOB.

3. PazpaGortaHHas MUKpOCEpBHMCHas apXuTekTypa ¢ Mmonyinem oObsicHumoro MU (XAI)
obecrieynsia aJIroOpuTMUYECKYIO0 Ipo3padyHOCTh Impouecca. Cucrema crnocoOHa TIe€HEpUpoBaTh
IOHATHBIE TEKCTOBbIE OOOCHOBaHMS MM KaXJ0W OOpa30BaHHOW Mapbl Ha OCHOBE M3BJICUCHHBIX
KOHLIENITOB, YTO KPUTUYECKU BAXKHO JJIS1 JOBEPHUSI I10JIb30BaTEIIEH.

IIpakTHueckas 3HAYMMOCTb pE3YJIBTaTOB MCCIENOBAaHUS 3aKJIIOYaeTCs B TOM, YTO
coznanHas MU-cuctema npeacrasnser coboit roroBoe macmradbupyemoe UT-pemenne. bnaronaps
MHUKpPOCEPBHCHON apXUTEKType, OHA MOXKET ObITh OECIIOBHO HMHTEIPHPOBAaHA B CYIIECTBYIOLIHE
uu(poBbIE HIKOCHUCTEMBI yHUBEpcUTeTOB (Hampumep, miaatgopmsl Moodle wnum  Canvas).
[IpakTHueckoe BHEIPEHUE MPEAJIOKEHHON MOJETH IMO3BOJIUT By3aM aBTOMATHU3HUPOBAThH IPOILIECC
pacnpezeneHus, MOBbICUTh KaueCTBO aKaJeMHYECKOTO HACTaBHUYECTBA, CHU3UTh PUCKU MOTEPH
MOTHBAllU y MAarucTPaHTOB M TapaHTHPOBATH CIPABEUIMBOCTb IIPH PACHpPEECIICHUU Harpys3Ku
npodeccopcKo-IpenoaaBaTeIbCKOro COCTaBa.

B xoneunom wurore, pazpaboranHblii WNHM-MOMOIIHWMK BBIXOAWT 3a pPaMKH MPOCTOM
MaTeMaTu4eckol MOJENIM COIMOCTABICHMS, MpPEBpallasiCh B KOMIUIEKCHOE, MaclITabupyemMoe
UT-pemienne, roroBoe K OCECIIOBHOH HMHTErpalii B COBPEMEHHBIE ITH(PPOBBIE 3KOCHCTEMBI
yHuBepcuTeToB. CHHEprus IepeloBOro HEHWpOHHOro cemaHTudeckoro anamusa (SBERT),
aJITOPUTMOB MHOTOKPUTEPUATILHONW ONTUMU3ALUU pabouel Harpy3ku U moaynen oobscaumoro N
(XAI) no3BossieT paaukalibHO TpaHC(HOPMUPOBATh MMapaJUrMy HaAy4HOIro pyKOBOJACTBa. BHenpenue
IIPE/UIOKEHHOW apXUTEKTYypPhl HE TOJBKO YCIEIIHO NPEOA0IEBACT KOTHUTUBHBIE U MEXbA3BIKOBBIC
Oapbepsl B Ipoliecce BbIOOpa HAydHOTO PYKOBOIUTENS], HO U CIIOCOOCTBYET CO3JJaHUIO YCTONUMBOM,
NpO3pauHO M HMHKIIO3MBHOW 00pa3oBaTeNbHON Cpelbl. DTOT MOAXOJA, OCHOBAaHHBIM Ha NaHHBIX,
MaKCUMU3UPYET UCCIEN0BATEIbCKUI MOTEHIMAN KaXI0T0 MaruCcTpaHTa, CTPOro MOAAEP KUBas IIPU
9TOM CIIPaBEIUBBIN OanaHc paboueil Harpy3KH JUIs MPEoJaBaTeNIbCKOro COCTaBa, OTKPHIBAs MyTh K
CJICYIOIIEMY MTOKOJICHHIO HHTEIJUIEKTYAIbHOTO yIpaBieHUs 00pa30BaHHEM.
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