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ADAPTIVE REAL-TIME NETWORK INTRUSION DETECTION SYSTEM
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Abstract. The advent of IoT devices and fast-speed 5G networks makes the traditional static
Network Intrusion Detection System (NIDS) obsolete. The static model, which is trained on a static
dataset, is unable to cope with concept drift, or the changing statistical patterns of the network and
polymorphic attacks. In this paper, we propose and test an adaptive real-time NIDS based on online
deep learning approaches to counter model degradation when working in dynamic settings. We utilize
a Hoeffding Adaptive Tree (HAT) integrated with an Adaptive Windowing (ADWIN) concept drift
detector. In the prequential simulation of the continuous UNSW-NB15 data stream with 250,000
sequential network packets, we demonstrate that while the static Hoeffding Tree baseline degrades
to 96.50% accuracy during critical concept drift events, the adaptive model successfully adapts and
maintains 100% accuracy. Furthermore, empirical resource profiling proves the model's suitability for
Edge Al deployment, requiring only 198.08 MB of peak RAM with an average inference latency of
0.37 milliseconds per packet. By combining incremental learning techniques with stringent statistical
drift analysis, a highly efficient, edge-native security solution is achieved.

Keywords: Network intrusion detection, online learning, concept drift, Hoeffding adaptive tree, edge computing, Internet of

Things security.
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AnHoraumsi. IlosBnenne ycrpoiictB loT W BBICOKOCKOPOCTHBIX ceTedl 5G  menaer
TPaIUIMOHHYIO cTarndyeckyro Cuctemy oOHapykeHus: ceTeBbix BropxkeHwit (NIDS) ycrapesiieii.
Crarnyeckas MoOJeNlb HE CIOCOOHA CIHpaBIATbCA ¢ Apeiipom KoHmenuuiit (concept drift),
MEHSIOIMMUCS CTaTUCTUYECKUMHU TaTTepHaMU CEeTH U mnoiuMopdHbIMH atakamu. JlaHHas
CTaThsl HaIlpaBjieHa Ha pa3pabOTKy M TecTupoBaHue amantuBHoi NIDS B peasbHOM BpeMeHH
Ha OCHOBE METOJIOB MOTOKOBOTO O0y4eHHUs I TPOTUBOACHCTBHS JeTpaallii MOJIeNu pu padoTte B
JUHAMHYECKHUX YCIOBUsAX. Mbl ucnionb3oBanu agantuBHoe nepeBo Xeddaunra (HAT) ¢ Tectom Ha
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npetid xounenmmii Adaptive Windowing (ADWIN). [Ipu cuMynsimuyn HenpepbIBHOTO MOTOKA JaHHBIX
coBpemenHoro Habopa UNSW-NB15 (250 000 makeToB) 1moka3aHo, 94TO B TO BpeMsI KaK CTaTHYeCKast
0a3oBasi MOJIEIb JIETPaIUupPyeT 10 TOUHOCTH 96.50% mipu aperide KOHIENINA, aJanTUBHAS MOJICIb
MTHOBEHHO TepecTpauBaeTcs, coxpaHss TouHocTh Ha ypoBHe 100%. IIpodunmpoBanue pecypcos
MOATBEPKIAeT NPUrOTHOCTh anroputma st cpen Edge Al: mukoBoe notpebiaenne RAM cocraBuio
198.08 Mb npu 3anepxke uHbpepeHca 0.37 Mc. ApanTuBHbIE METOIbI MOTOKOBOTO OOYyYEHHS
3HAYUTEIHHO MPEBOCXOIAT CTATHIECKUE MOJICTTH B JMHAMUYECKHUX CETEBBIX Cpeax.

KiioueBble cioBa: oOHapy)KeHHE CETEBBIX BTOPXKEHMI, OHJIaWH MaliMHHOE oOyueHue, apei() KOHUEMHLHUA, aganTHBHOE

nepeBo Xedaunra, kudbepOe30nacHOCTb.
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Anparna. [0T KypbUIFBUIApBI MEH JKOFaphl KbUIIAMIBIKTEI SG KenyiepiHiH naiiaa 0oysl
JOCTYpl cTaTUKaIBIK JKenimik uHTpy3usuiapabl aHbikTay sxkyhecin (NIDS) eckipreni. CTaTukaabiK
MOJIeNTb TY)KbIpBIMJaMaJbIK aybITKyAbl (concept drift) Hemece jkeniHIH ©3repeTiH CTaTUCTUKAJIBIK
3aHJBUTBIKTApbl MEH MOIUMOP(TH MIAOYBUIAAPABI KEHE aaMaibl. Byl Makana JTUHAMUKAJIBIK
KarJaiiapsia syMbIC 1CTey Ke31HJe MOJEIIb/IIH AeTpaJalusChlHa KapCchl TYPY YLIIH OHJIAH aFbIH]IbI
OKBITY TOCUIIEpiHEe HerizaenreH OelimuenreH HakKThl yakbiTTarbl NIDS skyiieciH ychIHyFa KOHE
chiHayFa OarbITTanFaH. bi3 Oeiimaenrim Tepeze (ADWIN) TyXbIpbIMIaMalblK aybITKy TECTi Oap
Hoeftding Adaptive Tree (HAT) anroputmin Konganasik. UNSW-NB15 nepexrep 6azaceinbig 250
000 Ti30eKTi AepeKTepiH MoAEIbIeY OapbICHIH/IA JOCTYPIIi CTATHKAIBIK MOJIEbh CHIHH ayBITKY Ke3iHe
96.50% nmonaikke AeliH TOMEHIEHTIHIH, an OeHimaenrim moxens AJmikTi 100% cakTalThLIHBIH
kepcerTik. COHbIMEH Karap, pecypctapasl mpoduibney monensain Edge Al yinin sxapaMIbUTbIFbIH
pacTaibl: )KaaThl TYTHIHYBI HeOopi 198.08 Mb, an enzey yakpiThl op nakeT yuriH 0.37 Mc Kypaiabl.
JIMHaMHKAIBIK JKeJIUTIK opTanapaa OeiiMaenTeH OHIaiiH OKBITY 9IiCTEPl CTAaTHKAJIBIK MOACIbICPIACH
alTapibIKTall achIl TYCEl KOHE MIETKI KYPbUIFbUIAP YIIiH CEHIMAI KAyINCi3AiKTI KAMTaMachl3 eTe/l.

Tyiiin ce3mep: eIk MHTPY3USUIApAb! aHBIKTAY, OHJIAIH MAaIIMHAIBIK OKBITY, TYXKBIPBIMIAMalbIK ayBITKY, OeifiMaenrin

Xeddaunr arausl, KHOepKayinci3mik.

Introduction. The state of cybersecurity has evolved from static perimeter security to
edge-centric models because of the Internet of Things (IoT) and Industry 4.0 revolutions. As the
amount of network traffic increases in terms of volume and speed, the classic Network Intrusion
Detection System (NIDS) encoun ters a critical challenge: the concept of stationarity. Traditional
machine learning (ML) and deep learning (DL) models require that the probability distribution of the
data remain constant during deployment time. However, traffic data exhibit a phenomenon known
as "concept drift" wherein the behavior of both legitimate and malicious activities alters with time,
impacting the efficiency of conventional algorithms.

Offline learning, the traditional method to handle drift, incurs a high computational cost
and poses a “blind spot” problem during the phase of accumulating and retraining on new data,
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leaving networks susceptible to zero-day attacks. Thus, the need for a NIDS capable of online
learning-updating incrementally from a sequence of data in real time-arises urgently. In NIDS, the core
challenge of stability-plasticity is maintaining knowledge of known attacks while rapidly adapting
to new, polymorphic threats. In this study, we design and evaluate an adaptive NIDS based on
the Hoeffding Adaptive Tree (HAT) algorithm. To analyze the problem of stability-plasticity under
modern polymorphic threats, we utilize a prequential simulation of a continuous data stream from the
UNSW-NBI35 dataset.

Literature review. Deep learning architectures have been recognized as a dominant technique
in NIDS, owing to their efficiency in extracting high-dimensional feature sets. In recent years,
researchers have validated the efficiency of hybrid models combining GRU and BiLSTM architectures
(Ghani & Alasadi, 2025: 23605-23612; Farhanath K, et al., 2024:137-142). Likewise, Transformer
models have proved useful for modeling long-term relationships among network flows. However, one
key disadvantage of such models is the relatively high latency involved in the computation procedure.
Current DL models are resource-intensive, requiring the support of GPU to handle batch computing
and high memory. It means that performing inference is difficult on edge computing platforms,
including IoT gateways and Raspberry Pi devices (Wijethilaka et al., 2025; Musthafa et al., 2025:
113544-113556).

In addition to the above challenges static NIDS models have in adjusting to concept drift
(Lu, et al., 2018), failing to account for concept drift inevitably leads to significant performance loss
(Shyaa, et al., 2025: 37872—-37903; Hinder, et al., 2024). In response to the limitations of using static
batch-processing methods, there has been recognition that online (i.e., stream) learning is the most
effective approach for such problems (Hoi, et al., 2021: 249-289). Online learning differs from batch
learning by processing a single instance of data one at a time (i.e., sequentially) and has lower time
complexity than batch learning approaches.

Much of the research and work on which these methods are based was founded on the
Hoeftding Tree algorithm (Domingos & Hulten, 2000: 71-80), which, in turn, uses a decision tree
with incremental learning functionalities as its basis. The extension of this algorithm is known as the
Hoeffding Adaptive Tree (HAT) and has made adaptation to concept drift even more effective by
incorporating drift detection techniques such as ADWIN (Adaptive Windowing) directly within the
tree nodes of the HAT (Bifet & Gavalda, 2007: 443—448). This algorithm demonstrates an ability to
process evolving data streams/responses efficiently (Bifet & Gavalda, 2009: 249-260) and to provide
resistance against polymorphic network attacks, particularly in instances where the distribution of
input features changes quickly (He, et al., 2023: 538-566). Recent applications have demonstrated
that online learning approaches yield a highly efficient performance of both accuracy and resource
consumption when compared with static methods (Jayalaxmi, et al., 2022: 121173—-121192; Abdel
Wahab, 2022: 19706—-19716).

Methodology. 4. Algorithmic framework. 1) Static Baseline (Hoeftding Tree): An Incremental
decision tree that splits nodes based upon Hoeffding Bound. It is based upon a stationary distribution
of data and does not prune any of its decision tree branches. Hoeffding Bound is given by: “With
probability 1- 8, arandom variable’s mean is at least m — g, where € = In(1/5)/(2n).” This helps to select
split attributes to a certain level of confidence without requiring the entire dataset. 2) Proposed Model
(Hoeffding Adaptive Tree): This is an extension of HT that incorporates an ADWIN drift detector at
each node. ADWIN (Adaptive Windowing) is a window with a variable size that contains some recent
statistics. It truncates automatically when the absolute difference between means of two sub-windows,
|pto — g1, is larger than a threshold m:

_ \/ In2/5) (nio . nil> ()

Here, ny and n, refer to sizes of the two sub-windows to be compared, and § dictates the confidence
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level of the drift detector.

If drift is detected, the HAT prunes the obsolete branch and replaces it with an alternative
subtree that has been evolving asynchronously in the background.

B. Experimental Setup

Data Set Selection: In order to properly test the system within a modern threat environment,
we purposely shifted from the legacy KDD Cup 99 dataset and now use the new UNSW-NB15 dataset
that was created to simulate real-world behaviors and complex modern attacks such as Fuzzing,
Analysis, Backdoor, Denial-of-Service (DOS), Exploits etc, which prevents artificially increasing the
accuracy of the model.

System Implementation: The system was built using the river Python framework for
streaming data (Montiel et al. 2021: 1-8)

Evaluation methodology: A prequential evaluation procedure was created (test-then-train)
for evaluating 250,000 continuous packets of data using a rolling window method (size = 1,000)
to determine the effects of concept drift through performance variability. The performance of the
static baseline models and HAT models with varying ADWIN confidence levels (6 = .001, .002,
and .01) were evaluated to identify the best architectural configuration. The resource utilization and
consumption of memory and the time required for inference were recorded to determine the most
feasible option for implementation through Edge Al systems.

Results. A. Accuracy and Concept Drift Recovery

The prequential simulation processed 250,000 sequential packets. Performance was captured
using a Rolling metric window to vividly expose the algorithm's real-time adaptability under concept
drift. Table 1 highlights the critical points of divergence between the static baseline and the optimal
adaptive model (6=0.001).

Table 1. Prequential Performance Metrics (Rolling Window = 1000)

. HAT . HAT
T v i T )
50,000 Stability 100% 100% 0.500 0.500
100,000 Stability 100% 100% 0.500 0.500
150,000 Concept Drift 88.50% 87.20% 0.810 0.752
200,000 Recovery 99.60% 100% 0.500 0.500
250,000 Terminal 96.50% 100% 0.500 0.500

10

0.8

0.6

0.4

Rolling Accuracy (Window=1000)

0.2
—— HoeffdingTree_Baseline

HAT_ADWIN_delta_0.001
—— HAT_ADWIN_delta_0.002
0.0 4 —— HAT_ADWIN_deita_0.01

o 50000 100000 150000 200000 250000
Rows

Figure 1. Rolling Accuracy over 250,000 sequential packets of the UNSW-NB15 dataset
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- Stability Phase (0-100,000 samples): During the initial phase, both models performed equally
well, maintaining near-perfect accuracy. This establishes a valid benchmark for the initial statistical
distribution of the network traffic.

- Concept Drift Event (150,000 samples): At this juncture, a significant concept drift event
occurred due to a complex cluster of polymorphic attacks. Both models registered an immediate drop
in accuracy, falling below 89%.

- Adaptive Recovery stage (200,000-250,000 samples). The ability to adapt the HAT model
(0=0.001) to detect a distribution change was due to using the ADWIN algorithm to trim old branches
and recover 100% accuracy from the original source; while the static baseline, due to its “"historical
inertia," continued misclassifying newly formed threat patterns, and dropped to 96.50% accuracy at
packet 250,000.

B. Edge Al Suitability

Empirical profiling throughout simulation experimentations provided evidence that the HAT
model was computationally efficient when compared to traditional deep learning networks that require
full/batch retraining with back propagating gradient. The HAT algorithms operate at a computational
complexity of O(1). The optimal configuration of the HAT required 198.08MB of peak RAM
utilization. The average inference time of HAT = 0.37 milliseconds per packet; thus, proving HAT
functions well within resource limited Edge Al gateways & industrial routers.
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Figure 2. Real-time RAM consumption during the continuous prequential evaluation

Conclusion. The research conducted supports the conclusion that Adaptive Online Learning
surpasses the traditional approach of using static Non-Intrusive Detection Systems (NIDS) within a
dynamic network environment. As part of an ongoing prequential simulation utilizing the existing
UNSW-NBI15 dataset, we have shown that the Hoeffding Adaptive Tree with ADWIN is capable
of quickly adapting to high-velocity concept drift, recovering from a temporary decline in accuracy
(from a baseline of 0% to 100%) faster than the static baseline, whose accuracy declined to 96.50%.
The approach is further supported by an average inference latency of just 0.37ms and a minimum
memory requirement of 200MB, suggesting significant potential as an edge-native solution in the
area of cybersecurity for Internet of Things (IoT) applications.
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Abstract. In a modern topology many robots already use the existed map structures, but
developing an autonomous system in a previously unknown environment with minimal data and a
limited field of view has not yet been definitively explored. Many features of the cities or some area
create a closed route, which robots may not leave without human intervention. This paper compares the
proposed hybrid graph-construction system with existing algorithms, RRT* and D*Lite, for navigation
in an unknown environment; deterministic paths are used in open terrain for obstacle avoidance.

The developed algorithm will create a topographic graph that creates nodes for the future graph,
which will then create loops. Once the loop detected the algorithm will use these nodes to exit the loop
for further exploration of the terrain.

The goal of this paper is to analyze how the graph construction algorithm performs in a dynamic
environment, compared to RRT* and D*Lite, where objects are static and dynamic. To achieve the
goal, the following objectives will be performed: constructing a 2D map with random objects and
destinations, training neural agents to detect possible nodes and exit them, and constructing an optimal
path from point to point using minimal computation in a sufficiently open area.

The three methods were simultaneously simulated in 40 different situations with different
initial parameters. The hybrid path construction method achieved the goal in half of all tests, where on
average they approached the goal by 27.7%. The highest result was shown by RRT* at 37.3%, only it
took an average of 1409 nodes to achieve the goal, which is twice as much as the proposed method in
the work. D*Lite completed the training with a score of 3% of the distance traveled, as closed loops
were created with complex calculations and heavy traffic.

Keywords: 3D environment mapping, frontier exploration, cycle detection, RRT*, D* Lite, reinforcement learning, dynamic

obstacles, urban navigation.
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AHHOTauusl. B COBpeMEHHOW TOIMOJOTMM MHOTHE HABUTAIIMOHHBIE POOOTHI YacTo
WCIOJIB3YIOT paHee M3yYEeHHYI0 MECTHOCTh W HCIIONB3YIOT MOCTPOCHHBIE Ipadbl, HO pa3paboTka
ABTOHOMHOM CUCTEMBbI B paHEE€ HEU3BECTHOM Cpejie MPU MUHUMAJIbHBIX IAaHHBIX K OTPAHUYEHHOM T10JIE
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3peHUN elle He ObUTH OJHO3HAYHO pa3paboTaHbl. MHOTHE CTPYKTYPBI TOPOIOB MM KOMIUICKCHBIC
MECTHOCTH CO3/Ial0T 3aMKHYTHIC IHKIIbI, M3-32 KOTOPBIX aBTOHOMHBEIC POOOTHI HE MOTYT BBIUTH
0e3 cTopoHHEero BMerarenbcTBa. JlaHHas paboTa paccMaTpUBaeT CpaBHEHHE CO CYIIECTBYIOIIUMU
anroputMamu RRT* u D* Lite ¢ moctpoeHuem rpada B HEU3BECTHOM Cpejie ¢ MHTEerpaueid ooxona
MPETSITCTBHIA C UCTIONH30BAHUEM JIETEPMHUHUPOBAHHBIX MyTEH MPU OTKPHITOCTH MECTHOCTH.

Co3naHHbBIN anrOpuT™M B paboTe CTPOUT Tomorpaduueckuii rpad, KOTOPBIA CO3MaeT y3iIbI
st Oymymiero rpada, KOTopble 00pas3yroT MHUKIIEL. Korma kit mocTpoeH, Yepes y3Ibl HCIOIb30BaH
AJITOPUTM TSI BBIXOJIA M3 IIUKJIA JUIS JaJIbHEUIIero NCCIIeJOBaHNS MECTHOCTH.

[lenpto paboTHI SBISETCS aHANW3 Kak ce0s MpOSBISET alrOpuTM MOCTpoeHHus rpada B
IuHaMu4Yeckoi cpere B cpaBHeHHM ¢ RRT* u D* Lite, rme 0ObeKThl cTaTUYHBIE U TUHAMHYHBIE.
JJist moCcTroKeHUs 11eH ObLTY BBITIOTHEHBI CIISIYIOIINE 3a/1a4i: MocTpoeHue 2D KapThl ¢ CITydaliHbIMH
00BEKTaMH U IMTyHKTaMH Ha3HAYCHHS, 00yueHNEe HEWPOHHBIX areHTOB JUIsl OOHAPYKCHHSI BO3MOXKHBIX
y3JI0B ¥ BBIXOJIa M3 HUX, TOCTPOCHHE ONTHUMAIILHOTO ITyTH OT TOYKH JIO TOYKH, UCIIOIb3ysI MUHUMYM
BBIUMCJICHUN TP JJOCTATOYHO OTKPHITOI MECTHOCTH.

Tpu MeTona ObLTH TPOCTUMYITHPOBAHBI OJJHOBpEMEHHO Ha 40 pa3HBIX CUTYAIUSIX C Pa3HBIMH
M3HAYAIbHBIMU MapameTpamMu. [ MOpUAHBIN METO MMOCTPOCHUS ITyTH JOCTUT IIETH B MOJIOBUHE BCEX
TECTOB, i€ B CPEIHEM OHU MPUOIM3MINCH K 1enu Ha 27.7%. Camblil BBICOKMIA pe3ysbTaT ImoKas3all
RRT* B 37.3%, TONBKO AJIA TOCTHXKEHUS IEIH MOTpedboBanock B cpeaHemM 1409 y3moB, 4To BIBOE
Oosblile, YeM NpeUIOKEeHHBIH MeToa B paborte. D* Lite 3aBepmmn oOyuyeHue ¢ pesynbraroMm 3%
MPONACHHOTO MYTH, TaK KaK MPU CIOKHBIX BHIYUCICHHUIX U TIOJ MHTEHCUBHBIM JBHKCHHUEM Iperpa
OBLTH CO3/1aHBI 3aAMKHYTHIE IIHKJIBL.

KonroueBnie ciaoBa: 3D-kapTupoBaHue OKpYIKalOIIEH Cpelbl, MCCIeIOBaHHE HOBBIX TEPPUTOPHH, OOHapy)KEHHE IUKIIOB,

RRT*, D* Lite, 00y4eHue ¢ MOAKPEIUICHUEM, TUHAMUYCCKUE MPETSATCTBHUS, TOPOICKAs HABUTaIIUs.

KOPIHAT'AH OPTAHBI BEPTTEYI'E APHAJIT'AH I'PA®KA HEI'I3JAEJII'EH 3D
KAPTAJIAY AJITOPUTMJEPIHIH CAJIBICTBIPMA TAJIJIAYbI
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Anparna. Kazipri tomosorusiia KeNTereH HABUTAIMSIIBIK pOOOTTap OYPBIH 3epTTENreH
ayMaKThl XMl TaiijanaHansl skoHe Oap rpadukrepai mainamanaael. lerenmeH, OypeiH Oenrici3
OpTajla MUHHUMAJJbl JEPEKTEPMEH >KOHE NIEKTEylIl Kepy ©epiCiIMEH aBTOHOM/JIbI JKYHEH1 o3ipiey
oJIl HAaKThl KapacThIpbUIFaH >XKOK. KenTereH KajanbIK KYphUIbBIMIAp HEMece Kypaelni kep Oenepi
ABTOHOM/IBI POOOTTAPABIH CHIPTKBI apajiacyChl3 KAIIBIN KeTyiHE KeAEpri KeNTIpeTiH TYHUbIK HUKIIAp
xkacaiinpl. byn makamama onel Oenrici3 opraga rpad Kypy ymiH KonmaneicTaFbl RRT* xone
D* Lite anropuTMaepiMeH CalbICTHIPAIbI, alllbIK XKEepAeTi TeTCPMUHUCTIK KOJJAP/bl MMalJaiaHbII
KeIepriiepeH aynak 0oryapl OipiKTipei.

O31pJIeHreH alropuT™ rpad yuIiH TydiHaep xacaiTbiH Tonorpadusiiblk rpaduk kacaiipl, 01
coflaH KeliH HUKaap xacaipl. L{ukia KypblIFaHHAH KeiiH, alTOPUTM kep OeiepiH o/1aH 9pi 3epTTey
YIIiH UKJIIaH TIBIFY YIIIH OCBI TYHIHACP/ Naiigaianabl.

Bbys MakamaHelH Makcarthl - rpad Kypy ajJrOpUTMiHIH JMHAMHUKAJIBIK OpTaja Kajlai KyMbIC
ICTEHTIHIH Taaay, MYHJIa HBICAHJAp CTAaTHKAJIBIK >KOHE JUHAMHKAIBIK OObIn TaObutaThlH RRT*
xoue D* Lite-nien canpicThipranaa. Makcarka )KeTy YIIiH KeJecl MiHACTTEep OPbIHIAIaIbl: KE3IEHCOK
HBICaHAap MeH OarbITTapMeH 2D kapTachlH Kypy, HEHPOHIBIK areHTTepAl MYMKIH TYHIHAEpIi
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aHBIKTAyFa JKOHE OJIap/iaH LIbIFyFa YHPETy oHE METKUIIKTI allblK ailMakTa MUHUMAJJIbl €CenTey il
KOJIJIaHa OTBIPHIT, HYKTEJEH HYKTETE OHTAMIIBI 5KOJI CalTy.

Y1 anropuT™MHIH OapiibIFbl Ke3nercok rpad skacanran 40 xacaiaraH Ioyipae MOJSIbACHII.
YcebuUTFaH 9/1ic Makcatka 40 noyipain 20-cbiHaa KO JKETKI3/l1, MaKCaTKa JKeTY YKOJIBIHBIH OpTaIla
asikrany neHreiti 27,7% xypanel. RRT* en sxorapsl HoTmxere, srHM 37,3% KeTTi, MaKcaTKa >KeTy
yuiH opramra ecennen 1409 Tyifin Kaxer Oonapl, Oy Makajiana YChIHBIIFAH 9JIICTEH €Ki ece Kell.
D* Lite xypaem ecenteynep MEH KeAepriulepAiH KapKbIHIbI KO3FAIBICH TYWBIKTAIFAH TUKIIIAPIbI
TYABIPFAHIBIKTaH, MAaKCaTKa JKETY JKOJIBIHBIH asgKTaly aeHreii 3% Oobl.

Tyiiin ce3aep: 3D Kopuiaran opTaHbl KapTara TYCipy, JKaHa ayMaKThl 3epTTey, HUKIb! aHbikTay, RRT*, D* Lite, xymeiTy

OOMBIHINA OKBITY, AMHAMUKAIIBIK KEIEprijiep, KaaaablK HABUTaAIlHsL.

Introduction. Autonomous navigational system plays an important role in the creation of the
safe and effective route in different topological situations. Due to the different city structures with
various densities and constantly changing dynamic objects the achievement of high efficiency in the
route creation became a challenging concept.

Traditional path planning like Djikstra, A* mostly work on the predefined map structure.
Another algorithm RRT uses the technique that draws a probabilistic tree path, which partially works
in the unknown environmental. However, they have a limitation in a dynamic structure, where objects
might block the passage for short period of time. Experimental results in the paper A Path-Planning
Performance Comparison of RRT*-AB with MEA* in a 2-Dimensional Environment (Noreen et al.,
2019) demonstrate effective use of the RRT and RRT* in the route creation in complex non-dynamic
scenarios. However, the results show that RRT requires over 140 seconds to construct the path, while
A* requires 12 seconds, with fewer nodes required. This time complexity is connected to the global
initial planning of the RRT, which shows its disadvantage if the passage can be blocked for the short
period of time, if such situation appeared the new global replanning will be constructed. Therefore,
paper proposes a new method of the hybrid frontier-based exploration, which creates a global path
and has the reactive response to the dynamic obstacles and attempts reconstruct the passage around
the obstacle.

One of the main problems in such situations the creation of the closed loops, where navigational
agents can be locked in a dead-end, without knowing the global structure. This is particularly true in
complex urban landscapes, where buildings and other obstacles form topologically closed areas.

This paper proposes an approach based on cycle-aware graph construction, implemented
within the Cycle-Aware Frontier Exploration method. The proposed method utilizes a multi-agent
system in which agents create graph nodes in an unknown environment and form closed structures
that enable more efficient detection of object boundaries and organization of further spatial exploration
(Waga et al., 2025). Unlike traditional methods, the proposed approach combines graph construction
with elements of reinforcement learning, enabling adaptation to dynamic changes in the environment.
Agents exchange information about the locations of nodes without transmitting a complete picture
of the surrounding space, which reduces the computational load and makes the system more scalable
(Zhu et al., 2025).

The main goal of this paper is to analyze the performance of the proposed graph construction
algorithm in a dynamic environment compared to existing methods such as RRT* and D*Lite in terms
of average progress toward the goal, success rate, path efficiency counting nodes.

To achieve this goal, the following objectives are solved:

1. Development of a graph construction algorithm taking cycle detection

2. Modeling a dynamic environment with static and moving obstacles

3. Training agents to identify promising nodes and break out of loops

4. Comparative analysis of the proposed method's effectiveness with the RRT* and D*Lite
algorithms across a number of metrics, including goal achievement, path length, and computational
cost.
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Materials and research methods. The simulation was built using the Pygame library and
PyTorch for building a hybrid algorithm. Tests were run over 40 epochs, each with different city
structures, starting and ending points, and dynamic obstacles (Paszke et al., 2019). Three algorithms
were run each epoch: hybrid path construction, RRT*, and D*Lite.

The simulations are conducted in a procedurally generated two-dimensional urban
environment, representing a square region 40 by 40 units. The space is discretized onto a grid with
a step of 3 units, at the nodes of which built-up areas and open spaces are formed, this ensures the
existence of the path from origin to the endpoint.

Static obstacles are placed with a probability of 0.78 in the corresponding cells and are modeled
as rectangles with a random width and length from the range [1.0, 2.4]. Open spaces are additionally
introduced with a probability of 0.10 and sizes from the range [2.0, 4.0]. This generation creates diverse
topologies with narrow passages and open spaces.

Each scenario is completely determined by a fixed random seed, ensuring reproducibility while
maintaining map diversity between epochs. For each scenario, the agent's starting position is randomly
selected from the free space, at least 2 units away from the map boundaries. The target position is also
selected from the free space, with a minimum distance of at least 10 units (half the environment radius)
between the start and target. This ensures that the task requires global route planning rather than local
obstacle avoidance. If a suitable target is not found within 1000 attempts, a fallback point selection
strategy is used. The duration of one epoch is up to 40 seconds at a frequency of 60 FPS (up to 2400
steps). The agent's observations are based on 4 LiDAR beams for static obstacles (range 6.0), 4 beams
for dynamic objects (range 5.0).

All methods (CAFE, RRT*, D* Lite) are evaluated under identical conditions, including
identical maps, start-destination positions, and dynamic obstacle configurations. Each experiment
includes 40 independent scenarios, each using 32 agents.

For RRT* and D* Lite, each agent independently plans a path based on locally available
information. In contrast, CAFE uses a single learned policy applied to all agents without explicit
replanning. RRT* was configured with a maximum of 3,000 tree expansion iterations per agent, a step
size of 1.8 units, and a rewiring radius of 3.5 units. D*Lite operated on a grid with a cell resolution of
0.8 units and updated affected cells incrementally each simulation frame as moving obstacles altered
grid costs.

The RRT* algorithm performs stochastic search tree construction and subsequent path
optimization through a rewiring procedure, ensuring asymptotic optimality with limited adaptation to
a dynamic environment. D* Lite is an incremental heuristic search algorithm that updates previously
computed shortest paths as the environment changes, ensuring efficient replanning, but is sensitive to
highly dynamic obstacles.

All methods operate under the same constraints: the maximum episode length is 2400 steps,
and goal achievement is determined by reaching a radius of 1.5 units from the target point. Results are
averaged across all agents and scenarios.

Table 1. The evaluation metrics

Metric Description

Average Progress Average normalized decrease in distance to the goal
Success Rate Percentage of agents that reach the goal

Steps Average number of steps required to reach the goal
Collisions Average number of interactions with dynamic obstacles
Stability (Std) Standard deviation of progress across agents

Graph Nodes Average number of nodes generated during navigation

16



ISSN (print) 3135-1840  eISSN (online) 3135-1859 Smart Technologies Journal, 2(1) - 2026

The Table 1. Demonstrates the metrics used after each epoch which will be reviewed in the
paper. The Graph Nodes metric reflects the computational complexity of the methods: for CAFE, it
is the size of the generated navigation graph; for RRT*, it is the number of search tree nodes; for D*
Lite, it is the number of nodes involved in the replanning process.

32 agents for their state uses all known graph properties, but the one novel use is the weight of
the node, which corresponds to the openness (Lowe et al., 2017). Before an agent can decide where to
g0 next, it has to discover potential spots it may choose to visit. When constructing the hypothetical
nodes of the graph, they are marked as unexplored and serve as targets for agents to visit. The order of
visits is determined by a weight, which includes parameters such as proximity to the target and path
openness. If there are no objects around a point in the agent's field of view, it will have a higher weight.
This weight also depends on proximity to other nodes; the closer the node, the worse the situation,
requiring the creation of a wider graph. Upon reaching a new node, the agent draws spokes around
itself in eight directions, horizontally, vertically, and diagonally, at a distance of 3.2 conventional units.
If an object occupies the node's position, the node does not appear. In other words, a tree is constructed,
from which further trees will then be constructed. The vectors of the probable nodes if hits the building
is removed. The rest of the nodes are indicated as unvisited, which forces the agents to explore that
node. The priority is set due to the weight of the node, which analyze how open it is from the view of
the closest agent, the distance towards the goal and the closeness to another node. The further node
with no building around has high priority. If agent visited node, it is marked as visited, which plays
role as a free passage for the agents which moves behind it.

A neural network for the avoidance processes wall LIDAR 4 rays through LayerNorm layers,
then merges them with a 16-dimensional navigation context vector, which includes goal direction,
nearest node attributes, status flags. The quarter of the best results proceed further for the training, the
reinforcement learning is used.

The central innovation to form closed loops around objects, in order for the agents to not create
extra calculations. The ring structure forces other agents to get away from the ring in order to explore
more area around the existing loop in order to create a new loop, and so on until it creates a rectangular
path to the goal. In this state, a navigation module without knowledge of the cycle's topology can send
the agent in a closed orbit instead of moving toward the goal. The cycle detection function is called
each time the agent arrives at a new node and checks for the presence of such a ring for each building
in the environment. For a building closed by nodes, the algorithm collects all visited nodes within a
radius of 4.5 units. If there are at least three such nodes, they are considered participants in the cycle.

Polar angle for sorting the nodes of a cycle around a building (Harik & Korsaeth, 2019):

0, = atan2(n,, — cy, Ny, — Cz) (2)

where:

0. - polar angle from node £ relative to the center of the building;
Mgy, Ny, - coordinates of the k& node;

(¢s, ¢y) - coordinates of the center of the object.

After sorting by 0, the nodes are connected sequentially: the edge between keys[i] and
keys[(i4+1) (mod N)|. All nodes of the cycle are marked with the corresponding flag. For each node,
whether it is a frontier node is determined: the "outward" unit vector from the center of the building
to the given node is calculated, then a check is made to see if there is at least one of the children
spokes whose direction forms an angle of less than 72.5 degrees with the "outward" vector (the dot
product is greater than 0.3), provided that the path to this spoke does not intersect any buildings. The
frontier-nodes when in close proximity and the agents sees the free passage doesn't complete the loop
by itself, the node is connected anyways. Such is required to optimize the time for the agents to create
a path with less movement. The Figure 1. shows the node creation where nodes are sorted by the size,
the bigger the more weight it gets. Blue points probable future nodes, yellow visited nodes. Blue point
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initial point, red point is the target.

Figure 1. The node and edges creation

The Table 2. Shows the different types of the dynamic objects added to the testing. They are
slower than agents and required to create an obstacle for the different approaches to create a path in a
dynamic situation. There are 18 moving objects each epoch.

Table 2. Dynamic obstacle types

Type Count Speed (u/frame) Behavior

Patrol 5 0.10 Fixed A to B route

Roamer 6 0.08 Random walk, wall bounce

Chaser 4 0.07 Pursues nearest agent; idles 2—5 s periodically
Blocker 3 0.04 Slow drift with random pauses at junctions

Figure 2. shows the implementation of the dynamic objects, which have different behavior, the
most intensive learning creates the type “Chaser”, which always forces nodes to retreat to the previous
node.

Figure 2. The implementation of dynamic objects

The neural system has two modes in its architecture, which contains several numerical
parameters (Nguyen et al., 2020). The first stream operates on data from four distance sensors,
normalized distances to the nearest walls in the forward, forward-right, forward-left, and backward

directions. Itis a single linear layer with four inputs, thirty-two outputs, and a ReLU activation function
(Khan et al., 2020).
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The second stream works with navigation features: the direction and distance to the target,
properties of the nearest graph node (direction, distance, weight), closeness to the buildings, and four
agent state flags. Besides a ReL U activation, a single linear layer with twelve inputs and eighty outputs
forms its basis. The two streams’ outputs of 112 neurons are combined and passed through two hidden
layers of 192 neurons each. Subsequently, the Gaussian policy parameters are constructed: a vector of
mean values and a learnable parameter, the logarithm of the standard deviation. The splitting of the
streams was motivated by experiments: training a single-threaded network with the same number of
parameters resulted in a final average progress of 0.52 only, whereas a dual-threaded network gave
0.71 (Haarnoja et al., 2018).

Results. The Table 3. shows the results after 40 epochs training. Basically, RRT* shows a
non-zero result over 40 epochs, since a hypothetical path is initially set, and they move towards it
and do not get stuck in one place, like other models, which sometimes often close them into a corner
when objects behave aggressively. The cost is efficiency averaged 1409 steps per epoch, more than
twice paper's proposed work 682 steps when successful. D*Lite's low results can be explained that it
always tries to reconstruct the path, even the slight connection to the moving object, freezes the agents
in order to create a new path, and if the moving object leaves the previous point without returning to
that position (Chen et al., 2019).

Table 3. Summary of results across 40 epochs

Mean average Peak average Mean steps Mean

Algorithm g g Mean % reached P collisions
progress progress when reached
/agent

Dynamic node 0277 0.792 13.3% 682 8.2
creation
RRT* 0.373 0.536 29.5% 1409 7.3
D*Lite 0.033 0.099 2.3% 2311 0.1

The proposed algorithm with RRT* and D*Lite across 40 epochs with several static and
dynamic obstacles. The results shows that RRT* performs better than proposed model, however it
works faster with no crowded environmental. The proposed model found more solution from the
aggressive moving objects more than in 30% of the occasions. The D*Lite overall showed the poor
realization with chasers. The idea was that to create a passage from the hard situations, because the
Manhattan path with the neural activation anyway always finds the way, and tried to find the safest
path, not to collide with other objects (Chiang et al., 2019).

The results for average goal achievements show that RRT* is superior, but when looking at
the results for goal achievements, we can compare graph construction and time. The average number
of nodes for RRT* was 1409, while the proposed system required 682 nodes, which is twice as many.
Therefore, we can conclude that for studying goal achievements, RRT* constructs significantly more
nodes, which require more computation, and shows that it avoids obstacles with more nodes than the
proposed method. For dense locations, the hybrid method would be better, as it avoids obstacles better
and does not circle around dynamic obstacles less often (Kiran et al., 2021).
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Figure 3. The comparison table of the three models

In the Figure 3. denote “CAFE” as the paper's proposed model about node creation, which
uses Cycle-Aware Frontier Exploration. Less than half of the agents exactly in 30 epochs completed
the goal. The average when agent got the goal were in the 47%, excluding zero results. The clear
rectangular path if is not locked the agents get to the goal 100%, however the simulations most of the
time created a temporary barrier to the goal. The not linear results indicated that some of the occasions
might be hard to construct the passage or impossible for the agents.

The average number of cycles detected per epoch was 8.2, with the average number of graph
nodes stabilized at around 39 per epoch, with a maximum of 78. During training, the mean value
was 0.25, with a standard deviation of 0.28. Such high variability is typical for problems where the
complexity of the environment varies from epoch to epoch: some maps show a straight path without
obstacles, while others are full of dense buildings and intersecting obstacle trajectories.

To further characterize the structural differences between the three algorithms, a k-means
clustering analysis (k = 3) was applied to the combined set of 120 epoch-level observations (40
per algorithm) using two features: average normalized progress and goal success rate. Features were
standardized prior to clustering. The resulting cluster assignments and convex hulls are shown in
Figure 4.
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Figure 4. K-means clustering (k=3) of all epoch observations across CAFE (circles), RRT*
(squares), and D*Lite (triangles)
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The clustering reveals a clear separation between the three algorithms' behavioral profiles.
Cluster 1 (centroid: progress = 0.10, success = 2.9%) captures epochs of low-performance operation
and contains all 40 D*Lite epochs together with 27 CAFE epochs, predominantly those in which
dense obstacle configurations prevented graph construction from converging. The 8 RRT* epochs
in this cluster correspond to the algorithm's weakest map seeds. Cluster 3 (centroid: progress = 0.43,
success = 32.8%) is dominated by RRT* (32 of 40 epochs), reflecting the algorithm's characteristically
moderate but consistent progress across map types, with 6 CAFE epochs that achieved comparable
mid-range performance.

Cluster 2 (centroid: progress = 0.77, success = 70.5%) is composed exclusively of 7 CAFE
epochs all cases where the cycle-aware graph successfully constructed an unobstructed corridor
to the goal. No RRT* or D*Lite epochs appear in this high-performance cluster, which confirms
that CAFE is the only algorithm capable of reaching the high-progress, high-success-rate regime in
this experimental setting. The absence of RRT* from Cluster 2 is notable: despite its higher mean
success rate overall, RRT* never achieves the combination of high progress and high success rate
that CAFE attains when its graph construction succeeds. This suggests that CAFE's topology-driven
path structure, when effective, produces qualitatively superior navigation performance compared to
stochastic tree expansion.

During the training period, the frequency of collisions of agents with moving obstacles
remained almost constant in absolute frequency, but the types of collisions changed. Since the neural
network had not yet recognized the dynamic range detection signal as a threat, agents collided with
obstacles in the early stages mainly because they failed to react. In later stages, the main cause of
accidents became the situations around turns - when an attempt to avoid a collision with a moving
object ended in a collision with the wall of a building (Garcia & Fernandez, 2015). Starting from
epoch 50, the total time spent on avoidance decreased from 7% to 4%, this change is due to the fact
that the model has learned to avoid obstacles more successfully.

Discussion. Unlike existing mapping methods, the proposed algorithm provides a new method
for target detection. While many modern methods require massive amounts of cumulative sensor data,
the proposed method builds closed loops. If three or more nodes are not connected by a distance of 4.5
conventional units and there are no static objects within the nodes, the system identifies them as static
objects. If nodes are present within the nodes, it is considered a dynamic object. This not only allows
the method to be used with minimal sensor equipment, but also makes it applicable to locations that
the agent sees for the first time.

The outcomes show the advantages and disadvantages of the suggested strategy. Besides the
model, the fact that agents are able to independently bypass objects to restore the initially predicted
path means that for production tasks, a path will be built quickly, and if the object is surrounded by
other walls, then the agent will have at least some chance of finding a path if one exists. The system
creates nodes and saves them like a map, that can be used for the future work. The RRT* creates path
from the beginning and tries to get to the point the faster, the frontier-oriented model expands when
several agents work, and when the building is located it creates the closed loop which indicates agents
to move away from that instance (Cadena et al., 2017). Another usage of the model, that the path
sometimes can be closed, and the algorithms tries to investigate the area, when it opens it create the
path.

To complicate the situation, dynamic objects were also introduced into the system, and
to bypass them without disrupting the entire architecture of the long-term structure, a short-term
algorithm for bypassing such an object was created. The graph describes the static structure of
buildings, not the immediate state of space, therefore long-term path planning via it is resilient to
the presence of moving objects. The model's structure is divided into several parts. Instead of a
single module responsible for everything, several modules were identified, each responsible for its
own specific operation. Initially, a perpendicular long-term path is constructed, which is optimized
each time the agent gets closer to the goal. The neural module works on the current situation when
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encountering an object, meaning it must first exit the situation and return to the original path. This
structure is easier to construct and correct if any issues in the agent's behavior are identified (Zhou et
al., 2025).

By assigning vectors to objects, such as velocity and viewing angle, for both the agent and
objects, it creates a huge developmental direction. That is, if the agent sees a moving object, using
its motion vector and assuming uniform motion, it can identify the zone it will be in in two or three
seconds. Consequently, it can avoid this zone, avoiding overloading the neural system more than
hypothetically necessary. The proposed structure also operates by anticipating a future structure, rather
than purely reacting to the current situation. Such neural avoidance system is always required, not only
because of the objects it might face during the path creation, but also to negate the exploitation of the
path, that something can use the logic of the path creation in order to interrupt the agent’s movement.

Conclusion. The study examines the topology-based problems for the real world's scenarios.
Many existing works pay attention to the known situation, and the frontier-oriented model helps to
investigate the unknown environmental and to save the data of the path, that can be used for the future
agents to move on this path. However, some structures might change over time and anyway the neural
activation of the obstacle avoidance helps to get out from the closed loop to get to another loop, or to
find a way in order to create new nodes (Hossain et al., 2024).

Every urban structure is unique and constantly changing and to get the one fully working
navigation system becomes a hard task, The cycle detection proposed in work creates several nodes
and joins them in order to track the objects agents face and to get out from the origin point and get
each time close to the target.

Several limitations of this study should be highlighted, which could pose challenges in
real-world settings. While simplifying all objects to trivial parallelepipeds seems logical, this overly
simplified geometry could pose challenges for heuristic node generation algorithms. Secondly, the
study's results demonstrate a high variance (0.28 on average) across all epochs. Each epoch generated
different situations, constructing structures with highly variable density, and the distances to moving
objects created a unique scenario in which the results were not always correlated. Future experiments
should consider a more controlled environment with some opportunity to fixate on a single variable
to track how a specific factor influences the overall performance of the agents.

The obtained experimental results demonstrate that the proposed cycle-aware graph
construction method achieves improved navigation behavior in dynamic environments compared to
baseline approaches. In particular, the method reaches a higher average progress toward the goal
(= 0.277 mean progress) and a peak success rate of 13.3. When the cycle-aware graph succeeded
in constructing an unobstructed corridor, agents reached the goal in an average of 682 steps, less
than half the 1,409 steps required by RRT*. D*Lite achieved only 2.3% mean success rate under
the same dynamic conditions. The proposed approach demonstrates a consistent advantage in path
efficiency: when successful, it requires significantly fewer computational steps than RRT*, indicating
more compact and targeted graph structures. These results confirm that the main objective of the study,
to evaluate the effectiveness of the proposed graph construction algorithm in dynamic environments,
has been achieved under the defined evaluation metrics, namely average progress, success rate, path
efficiency (node count), and computational stability.

The work could be improved in several ways. After the simulation, it's worth conducting a real
experiment to confirm how it works not with black and white plain dimensions, but with real terrain,
where the ground isn't always flat. In addition to developing this algorithm on a real machine, such as
a Raspberry Pi, it's also necessary to test the processor load and whether it will work under maximum
stress. It's also worth considering creating more path blockers and their types. The algorithm was built
on creating loops, which in the 3D model will appear as unvisitable locations and will be marked as
lines on a plane, which can be developed into a volumetric object.
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AHHoTanusi. O¢ddexkTuBHOE ympaBleHHE 3aJadyaMH MPEACTaBIsSeT CO00M KpUTHUECKU
BaKHBIN (pakTOp ycrexa Ui MajbIX KOMaH/I, OJHAKO aHAJIN3 PHIHKA MOKA3bIBAET, YTO OOJIBIIIMHCTBO
KOpPIIOPAaTUBHBIX PELICHUH 00sagaroT U30BITOYHON (PYHKIIMOHAIBLHOCTHIO U HE aJalTHPOBAHBI MO
cnenuduueckre MoTpeOHOCTH HEOOJBIIMX KOJUIEKTUBOB. Iyt BHEApEHHS TaKUX CUCTEM YacTo
BBIXOJIAT CIIOXKHOCTH. B cpenax, rjie B mpuopuTeTe NPOCTOTa U OBICTPOTA PadOTHI, 3aTPyAHEHUSIMHU JUIs
BHEJIPEHUS SBIISIOTCS BBICOKAs CJIOXKHOCTh M HEXBaTKa pabOThl ¢ HOBBIMM TEXHOJOTHAMU. B nanHoOM
crarbe OyJIeT paccMaTpUBATHCS MOAXO] K pa3paboTkKe MHCTPYMEHTA YIpaBJleHUs 3ajadaMu. B Hem
OyIeT UHTYUTUBHBIN HHTEpdEc 111 KOOpAUHALIMY COTPYAHUKOB U paclpeAesIeHUIO 3a1ay.

Jliig pa3paboTKH MBI paCCMOTpPENIM MHOXKECTBO MOJXOJ0B U BBISBUJIIU T€, KOTOPbIE MOAXOISAT
K HallleMy MHCTpyMeHTy. bonblioe BHUMaHue ObUIO yAENeHO AJS IMPOBEPKU METOJUK B PeajbHbIX
ycnoBusx. Jlyis ManbIx KOMaHJ ObUIM PAacCMOTPEHBI TAaKWE YCJIOBUS KaK, KOMMYHHKALUS MEXITY
COTPYIHUKAaMH, TEKYIIEE pACIpeleeHUe 3a/ad, a TakKe IPO3pavyHOCTh MpOILECcCOB. Takxke ObLI
npoananu3upoBan User Experience (moib30BaTenbCKUN OIBIT), KOTOPBIA OBLT OPUEHTHUPOBAH Ha
HECKOJIbKUX TpyIIax ¢ pa3HON OTBETCTBEHHOCTHIO.

ApxHUTeKkTypa NHpoeKkTa Oblla MOCTPOEHAa Ha COBPEMEHHOM CT3Ke. BbUIM HCHOIb30BaHbI
Takue TexHomoruu kak JavaScript mis pabotel ¢ Backend wmnm ke cepBepHoil norukoid. [lns
BU3yaJbHOHN cocTaBisitomedl 6pun ucnonb3oBanel HTML i co3manusi KapKacHOM CTOPOHBI U
Tailwind CSS nns HanoxeHHs KpacWBOW BU3yaJbHOH COCTaBISIOIIEH Ha Kapkac. A Takxke Obuia
ucnons3oBaHa Grafana ais mocTpoeHust MeTpuk U namobopaoB . [IpakTuyeckas 3HaUUMOCTh pabOTHI
HOATBEPKACHA pe3ylbTaraMy anpoOanuy (yHKIHOHUPYIOLIEro MPOTOTUIIA B YCIOBHSIX peallbHON
MaJsioll komaHabl. [IpoBeneHHas Banuganus IpoIeMOHCTPUPOBaIa CHUKCHUE ONIEPAllMOHHBIX 3aTpar
Ha aJIMUHUCTPUPOBAHUE, COKPAILIEHNE BPEMEHHBIX U3IEPKEK HA IOCTAHOBKY M MOHUTOPHHI 3a/1a4
Ha 25%, a TaxKe IOCTHKECHUE MOJTHON MPO3pavyHOCTH pabOYHX MPOIECCOB Onaronaps BHEIPEHHOU
CHCTEME BU3YaJIbHOW aHAIIMTUKH.

KiioueBble cjioBa: yrnpapjieHHE 3a1adaMu, Majible KoMaH[pbl, Agile, Bu3yasipHas opraHu3anusi paboT, MOIb30BaTeIbCKUH

OIIBIT, IPOTOTUIIUPOBAHUE, APXUTCKTYpPa CUCTEMBI, BU3yaJIbHAaA aHAJIIUTHUKA, IIPOU3BOAUTCIIBHOCTh KOMaH/.
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Anparna. TarceipManapapl THIMII Oackapy IIaFrblH KOMaHJAlap YIIH MaHBI3IbI KETiCTIK
(akTopsl 00BN TAOBLIAABI, JET€HMEH HAPBIKTHI Tajljjdy KOPIOPATHBTIK MIEIIIMIEPIIH KOMIILIIr
apThIK (YHKITMOHAJIIBUIBIKKA Me KOHE IAFBIH TONTAP/IbIH HAKTHI KAKETTUTIKTepiHE OeHiMIeIMETeHIH
KepceTemi. MyHaall s>kyHenepai €Hri3y YIIH KUBIHABIKTAp KU1 TybIHAAWabl. JKYMBICTHIH
KapamalbIMABUIBIFEI MEH KBbUIIAMIBIFBl OachIMIBIKKA K€ OpTaja >KaHa TEXHOJOTHsIIapMEH
KYMBIC ICTEYIiH >KOFaphl KYPAEIUIri MEH TaNIIbUIBIFBI ICKE aCBIPYIbIH KUBIHIBIKTAPHI OOJBII
TalbuIaael. by Makananga tanceipManapabl 0ackapy KypasblH jKacay ToCcUTl KapacTeIpbutaabl. OHa
KbI3METKEepJIep/i YIHIEeCTIpy KoHE TarchlpMaiap/ibl 0eily YIIiH HHTYUTUBTI HHTepdeiic Oomaabl.

Ozipiey yimriH 013 KeNTereH ToCcUIIepAl KapacThIpABIK JKOHE OI3MiH KypaliFa Coikec
KeJETIHAEpl aHBIKTAABIK. OJiCTeMeNepAl HaKThl JKaFdaiila Tekcepyre Ken KeHLT OemiHi.
[IlarplH KOMaHAanap YVIIIH KbI3METKEpJep apachbiHAarbl OaillaHbIC, MIHIETTEPAl AaFbIMIArbl
Oeny, COHIal-aK TMPOLECTEPIH AalIbIKTBIFBl CHSIKTHI MIApTTap KapacTelpeuiabsl. CoHpaii-ak,
OpTYpIIL XKayankepmuiikrepi 6ap OipHemie Tontapra OarpiTTanrad User Experience (maigamaHymisl
TOXKIprOeci) TamgaHbl.

JKobGaHbIH apXUTEKTypachl 3aMaHayH CTeKKe cajablHFaH. CHSKTHI TEXHOJIOTHSIIAP KO IAHBUIIbI
JavaScript xxymbic ictey yiin Backend nemece cepepiik noruka. Kepueki kommnonent ymin HTML
KaKTay JKarblH kacay yiiH xoHe Tailwind CSS xaxrayra onemi BU3yasibl KOMIIOHEHTTI KOO YIIIiH
navganansuiael. Conmai-ak, rpadana MeTpuKa MeH OaKblIay TaKTaJapblH KYPY YIIH KOJAAHBLIIIBL.
JKyMBICTBIH MPAaKTHKAJIBIK MaHBI3ABUIBIFGl HAKTHI IIAFbIH KOMaHAA KarJaiblHIa JKYMBIC 1CTEHTIH
MIPOTOTHIITI CBIHAKTAH OTKI3y HOTIOKEJEepiMeH pacTajiaapl. JKypri3iareH Bauaanys oKiMIIJICHIIpyTe
apHaJFaH OMEpaIsUIbIK IIBIFBIHAAPABIH TOMEHICTCHIH, MIHACTTEP/II KOIOFa JKOHE MOHUTOPHHTKE
apHAJFaH yaKbIT IIBIFBIHAAPBIHBIH 25%-Fa KbICKAPFaHBIH, COH/IAM-aK CHTI31JTeH BU3yallJIbl Tajaay
KYHECIHIH apKachIH/Ia )KYMbIC IIPOLIECTEPIHIH TONBIK AlIBIKTBIFbIHA KOJ KETKI3UIT€HIH KOPCETTI.

Tyiiin ce3aep: TanceipManapabl 6ackapy, MarbIH KOMaHganap, Agile, »KyMbICTap/Ibl BU3yall bl YHBIMAACTBIPY, ai1alaHy Ikl

TOXipuOeci, IPOTOTUIITEY, KYHe COyNeTi, BU3yasIbl aHATUTHKA, KOMaHIAJIap OHIMILTIr.

25


mailto:konst55a@gmail.com
mailto:konst55a@gmail.com
https://orcid.org/0009-0005-7341-935X
mailto:b.yergesh@gmail.com
https://orcid.org/0000-0002-8967-2625

ISSN (print) 3135-1840  eISSN (online) 3135-1859 Smart Technologies Journal, 2(1) - 2026

DEVELOPMENT OF A TASK MANAGEMENT TOOL PROTOTYPE FOR SMALL
TEAMS: APPROACHES AND TECHNOLOGIES

'A.K. Korotkov*, !B.Zh. Yergesh
! Astana International University, Astana, Kazakhstan
*e-mail: konst55a@gmail.com

A.K. Korotkov — Master student of the educational program "Computer Engineering and
Software", Astana International University, Astana, Kazakhstan, e-mail: konst55a@gmail.com,
https://orcid.org/0009-0005-7341-935X

B.Zh. Yergesh — Deputy Director of the Department of Digital Development of L.N.
Gumilyov ENU, Acting Associate Professor of the Higher School of Information Technology and
Engineering of Astana International University, Astana, Kazakhstan, e-mail: b.yergesh@gmail.com,
https://orcid.org/0000-0002-8967-2625

Abstract. Effective task management is a critical success factor for small teams, but market
analysis shows that most corporate solutions are overly functional and not adapted to the specific needs
of small teams. It is often difficult to implement such systems. In environments where simplicity and
speed of work are a priority, the difficulties for implementation are high complexity and lack of work
with new technologies. This article will consider an approach to developing a task management tool.
It will have an intuitive interface for employee coordination and task allocation.

For development, we have considered many approaches and identified those that are suitable
for our tool. Much attention was paid to testing the techniques in real conditions. For small teams,
such conditions as communication between employees, the current distribution of tasks, as well
as transparency of processes were considered. The User Experience was also analyzed, which was
focused on several groups with different responsibilities.

The architecture of the project was built on a modern stack. Technologies such as JavaScript
were used to work with Backend or server logic. For the visual component, HTML was used to create
the frame side and Tailwind CSS to overlay a beautiful visual component on the frame. Grafana was
also used to build metrics and dashboards. The practical significance of the work is confirmed by the
results of testing a functioning prototype in a real small team. The conducted validation demonstrated a
reduction in operating costs for administration, a 25% reduction in time spent on setting and monitoring
tasks, as well as achieving full transparency of work processes thanks to the implemented visual
analytics system.

Keywords: task management, small teams, Agile, visual work organization, user experience, prototyping, system architecture,

visual analytics, team productivity.

Beenenne. Ha nanubiii MoMeHT 3()(h)eKTUBHOCTH yIpaBiIeHUs IPOLIECCaMU CTAHOBUTCS TEM,
YTO ONpPEJEIISIET YCIeX MalbIX KOMaHJ WIM K€ IPOEKTHBIX rpynn. biarogaps 3ToMy MHCTPYMEHTHI
JUIsL OpraHM3allM U YIIPaBJICHUIO 3aJjadaMH CTAHOBSTCS Bce Oosiee akTyaldbHbIMU. B cOBpeMeHHbIX
KOMITaHUSAX BaKHA JTUHAMUYHOCTh U KOHKypeHIMs. [loBbllIeHne NpoJyKTUBHOCTH MOXKET OKa3aTb
HOJIOKUTENIbHOE BIHMSHUE Ha KOMIIAHUIO U CTaTh IPEUMYILECTBOM. TeKyIue peleHus BIsoTcs 1100
CJIMIIKOM CJIOKHBIMHU JJISl BHEJIPEHUSI CHCTEMaMH, JINOO CIMIIKOM YNPOILICHHBIMHU, I/I€ HE XBaTaeT
(dyHKIHOHATA.

B Tekymux nHCTpyMEHTax yIpaBlIeHUs 33JayaMU €CTh OCHOBHBIE (PYHKIIMU AJ11 KOM(DOPTHOTO
BHE/IpEHUS B KpyIHbIe poeKThl. Co3anue, 0OHOBIIEHUE, OTCIC)KUBAHUE 33/1a4, a TAKXKE yIpaBJICHHE
JOCTyNaMH NMOBBIIIAET 3()(HEKTUBHOCTE M KOMMYHMKALIMIO MEXAY COTpyAHUKamH. [l coznaHus
TaKUX MHCTPYMEHTOB Hallle Bcero ucnoib3yrorcst Laravel u AJAX koTopble mpeiarator y1o0Hyo
waTopMy ¢ peKOMEeHJale u Kareropusanuen 3anad. Takke TaM MPUCYTCTBYIOT YBEIOMIICHHUS
U HacTpoika npuoputeroB (Soumya&Desai, 2025). [ns xauecCTBEHHOW W TPABWIBHOW PabOTHI
MEX/1y COTPYIHUKAMHU yJemsieTcsl O0JIbIIoe KOJTMYECTBO BHUMAHUS CHHXPOHU3AIMH, OTCIICKUBAHHIE
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BPEMEHM BBINIOJIHEHUS 3a1ad U posisiM. s KomaHz, paboTaroluX yOaJeHHO WM K€ THOpUIHO,
3TO MOBBIIIAET KAa4€CTBO OTYETHOCTH M B3aUMOJICHCTBHS MexAy corpynHukamu (Modanwal, u
ap., 2025). Uacrpyment “Team tracker” oObenuHMI B ceOe HECKOIBKO IMPOIECCOB KOTOPHIE
IIOMOTalOT TOJb30BaTeIsIM HE 3aBUCETh OT HECKOJIBKUX IUaTdopM oaHoBpeMeHHO (Dahire u np.,
2024). MammHHOe 0Oy4yeHHME TaKKe MPUMEHSETCS s ONTUMHU3ALUH W TOBBIIICHHUS TOYHOCTHU
HasHaueHui Ha 3amaun (Al-Fraihat u mp., 2024). Radical xak s3p1k uHTepdeiica moMoraer co3aarh
aBTOMaTH3MPOBAHHOE IJIAHUPOBAHUE W YIIpaBlIEHUE 3a/Ja4aMU. B HeM pacKpbIBaeTcsl JOCTATOYHO
OpIcTpast amanTanus ¢ MoMomplo HcKkyccTBeHHOro mHTewiekra (Chechkin&Pirogov, 2024). Dt
HOAXO/bl M TEXHOJIOTHU B COBOKYITHOCTHU MOTYEPKUBAIOT Ba)KHOCTh COBMECTHOM pabOTHI B pexXHMeE
peasbHOro BPEMEHH, MHTEIJUIEKTYaIbHOTO pacpeieeHus 3a/1au U alalTUPYEMbIX HHTep(ercoB mpu
pa3paboTke MPOTOTHUIIOB 3((HEKTUBHOTO YIPABICHU 3a/1a4aMHy 1l HEOOIbIINX KOMAH/I.

JlaHHO€e wHccie0OBaHME TNPEACTaBIseT COOOM KOMILJIEKCHBIM IOJIXOJ K PEIIEHUI0 3TOU
mpobsieMbl  uepe3 pa3pabOoTKy U BHEAPEHHE CIEHUATM3UPOBAHHOTO BEO-NPUIIOKEHUS  JUIs
ynpaBlieHHsl 3aJjadaMH, KOTOpOe OpPraHUYHO COYeTaeT MPOCTOTY UCHOJIb30BAHUS C PACHIMPEHHBIMU
BO3MOJKHOCTSIMH OpraHu3alMu pabodero mporecca. JTO HCCIEAOBaHME aKTyalbHO Onaromaps
pactymeMy crnpocy Ha 3pQeKTHUBHbIE HHCTPYMEHTHI. [ MOpUaIHAs M MOTHOCTBIO yAajeHHas paboTa
TaK)Ke IMOJIb3YIOTCS MOMYJSPHOCThIO. biarogaps 3TOMy AOJKHBI OBITh IHPHUHSATHI PELIEHUS B
OTHOILIEHUU HHCTPYMEHTOB. [Ipm 3TOoM OHM AOKHBI oOecneunBaTh (DYHKIMOHAJIBHOCTH IS
obecriedeHus1 KOM(POPTHOH pabOThI MEXy COTPYAHHKAMH, a TAaK)KE HE MMEIOIIMX OONBIIMX 3aTpar
Ha BHEIpEHHE U 00yUYeHHUE.

Llenpio ucciienoBaHus ABISETCA B pa3pabOTKE M TECTUPOBAHMU MPOTOTHIIA MHCTPYMEHTA
yIOpaBIeHUs 3aJa4aMM, aJallTHPOBAHHOIO IO/ YCJIOBUS MalbIX KOMaHJ. Taxke Lenblo SBISIETCS
U OIICHKa MPUMEHUMOCTH C TOYKU 3PEHHUS] CKOPOCTU BBINOJHEHMsI 0a30BbIX omepanuii U ynoocTBa
UCIIOJIb30BaHMUS.

OOBEKTOM BBICTYNAIOT LU(POBbIE WHCTPYMEHTHI YHPABJIECHUS 3a/JadaMd NPUMEHSEMbIMU
MaJlbIMU KOMaHgaMHM. lIpenMeToM ucciieoBaHus SIBISIOTCS apXUTEKTypHbIE, (PyHKIIMOHAIBHBIE U
uHTepdeiicupie peuieHus. OHM BIUSAIOT HAa ynoOCTBO W 3(P(PEeKTUBHOCTH HCIONB30BAHUS TaKUX
MHCTPYMEHTOB. ApPXUTEKTypa M METOJl yNpaBICHHUs CAlTOM M MHTYHUTUBHOCTh MHTepdeiica s,
Oyaymux pa3paboTuukoB. IIpocMOTp NMCHXONIOrMYECKHX acleKTOB M KOTHUTUBHAs Harpyska, JUis
nonb3oBarenei. Hy)kHO HaliTu onpezeneHHbI OanaHc MeXTy (yHKIHMOHAJIOM M OCBOCHHEM. JTO
ABJISIETCA HAWBAXXHEHIIMM TpeOOBAHUEM Il MHCTPYMEHTOB, KOTOpBIE OyayT MpeaHa3HauYeHbl JUIs
MaJiblX KOMaH/l, Y KOTOPBIX HET TEXHUYECKUX PECYPCOB.

l'mnore3a wuccienoBaHHUs COCTOMT B TOM, 4YTO CIELMAIM3UPOBAHHBIA HHCTPYMEHT IIO
yIOpaBICHUIO 3aJadyaMH CIIOCOOEH COKPAaTUTh BBHIMOJHEHHS O0a30BBIX OINEpalii U MOBBICUTH
IPO3PavHOCTh MPOLIEcca O CPABHEHMIO € CITIOIB30BAHUEM Pa3IMYHbBIX CPEACTB KOOPAUHALIUH.

CucremHas peanuszanus NMPOEKTa OCHOBaHA Ha COBPEMEHHBIX TEXHOJNOIMsX. B kauecTse
OCHOBHOTO $13b1ka 01T BBIOpaH HTML. DTOT SI3BIK CITY’KUT 7Sl CTPYKTYPHU3AIMH [TPOEKTa, KOTOPBIN
3aknanpiBaeT kapkac caita. Tailwind CSS Obu1 BbeiOpan B kauectBe CSS ¢peiimBopka. OH
MIOMOraeT CTUJIM30BaTh BU3YyaJIbHYIO YacTh cailTa, co3[aTh aJalTUBHBIA U MHTYUTUBHO HMOHSATHBIN
uHTepdeiic. JavaScript cozgaeT BO3MOXKHOCTh IOCTPOCHMS CIOKHOW KIMEHTCKOM cucTeMbl 0e3
JIOTIOJTHUTENBHBIX (PpeiiMBOpKOB. 111 MPOU3BOAUTENBHOCTH M Pa3MEpPOB MPUIOKEHHS 3TOT SA3BIK
caMblil yHHBEpCaJIbHBI M KaueCTBEHHBII B pa3paboTkax cucteM. LocalStorage API oGecnieunBaer
COXPaHHOCTh JIaHHBIX HA CTOPOHE KIIMEHTAa. DTO CIYXHUT JJs TapaHTUM aBTOHOMHOCTH paboOThl,
MIHOBEHHBIH OTKJIMK OT CUCTEMBI U o0ecrieueHus: 0€30MacHOCTH JaHHBIX.

@OyHKIMOHAJ IPUIIOXKEHUS] — 3TO TPEXYPOBHEBAsI CUCTEMA, KOTOPAst OCYLIECTBIISET MOJHBIN
K1 caidta. [1epBblif ypoBeHb ccTeMBbI OTBeHaeT 3a 6a30Bble pyHKIMU. Co3aHne, peJaKTUPOBaHHE,
M3MEHEHHE M yJalleHHe 3aJad — 3TO caMblii 0a30BbIN (DYHKIMOHAN Ul BCEX CANTOB YIpaBICHHUS
3amauamMu. BTopoil ypoBeHb BKIIO4aeT B cebs Bce Buabl Quubrpanuu. s obecriedeHHS
KaueCTBEHHOTO OTOOpa 3a/a4 MOXKHO HCIOJIb30BaTh MO NPUOPUTETAM, BPEMEHHOMY OTpPE3Ky H
TekcToBKe. COPTUPOBKA MpeiiaraeT KaueCTBEHHOE a/lallTHPOBaHKE HH(POPMALIUH 110]1 OTIPEICIICHHY O
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Mozenb paboThl IMOJb30BaTeNeM. TpeTuid M TMOCIEIHUN YPOBEHb MPEACTaBICH CPEACTBAMH IS
AQHAIUTHKA W BHU3YyaJIM3allid CYIICCTBYIONMIMX JaHHBIX. OHH IOMOTAlOT TPAaMOTHO OIIGHWUBATh
pacrpe/iesieHle U CPOKH BBINOJIHEHUS 3a/1ad.

ApxuTekTypa caiiTa IOCTpO€Ha Ha IPUHIMIIE KOMIIOHEHTOB, KOTOpbIE B CBOIO OYepeib
OTBEUAIOT 32 CBOIO 30HY OTBETCTBEHHOCTH. DTO YIPOINAET pa3paboTKy M TECTHPOBAHHUE caiira,
a Takxke 00ecreYrBaeT BO3MOXHOCTh MoAHM(UKanuu cucteMsl B Oymymem. IlepencrnonszyeMocTsb
KOMIIOHEHTOB SIBJISIETCS OHOM M3 BOKHBIX 33/1a4 B CUCTEME. DTO PACHIUPSIET UCTIOIB3YEMOCTh, MOKHO
HaCTPOUTH HOBBIM (DYHKIIMOHAT U Ou3aiiH Onarozmaps nmapamerpam. Takxke HeManoBa)kKHas 4acTb —
3TO OPUEHTHPOBAHHOCTH Ha COOBITUSA. TO ecTh calT OyneT oOpabaThiBaTh KaXkIbli KIMK U KaXKJ0€
neiictue nomb3opatens. [larrepn Observer mo3BossieT co3aTh OT3BIBUMBBIN HHTEpdeEic, KOTOphIH
oTpaxkaeT Bce neicTBusi B mHTepdeiice. LocalFirst ncrons3yercs sl XpaHEHHs JaHHBIX B caMoOu
cucTeMme. JDTO O3Ha4aeT yTo cuctema OyzeT ycToiunBee K nepedosM B CETH, YTO BaXKHO I pabOThI
komanze (Coscia u ap., 2014:1-27).

Hayunast HOBM3HaA McCiIeOBaHUs 3aKoyaeTcs B pa3paboTKe M NPUMEHEHUH Ha MPAKTUKE
apXUTEKTYPHOH MOJENH JOKaJIbHO-OPUEHTUPOBAHHON CHCTEMBI YIIPABICHUS 3aJadaMy Ui MaJIbIX
KoMaH. B Heil ObuIM 00BbEIUHEHBI TPHU MPHUHIUIA: MUHUMH3AIUs (YHKIMOHAIBHOCTH, CHIDKCHHE
KOTHUTUBHOW HAarpy3Kd Ha IIOJb30BaTeNlsi W OOEcledeHHe aBTOHOMHOH paboTel. B ommumn
OT YHHUBEpPCAJIbHBIX MHCTPYMEHTOB IO YIPABICHUIO 3aJa4aMd OPHEHTHUPOBAHHBIX HA NIMPOKHI
(GyHKIMOHAT ¥ OOJIBIIME KOMaHbI, IPEAI0KEHHOE peIlleHHe POEKTUPYETCs MOJ Majlble KOMaHIbl.
JUis HUX BayKHBI TaKU€ KPUTEPUU KaK MPOCTOTA BHEJAPEHUs, IPO3PAYHOCTh pacIpeeNieHus 3a1a4d U
HU3KUH opor ocBoeHus. HoBU3Ha Takke COCTOUT B (POPMUPOBAHHH KPUTEPUEB, IT0 KOTOPHIM MOXKET
OLIEHUBATHCS IPUTOAHOCTh HHCTPYMEHTA.

[IpakTdeckass 3HAYUMOCTh PAOOTHI TPOSBISIETCS B TOM, YTO Pa3paOOTaHHBIA MPOTOTHII
MOXET UCIIOJIb30BAaThCSl KaK OCHOBA JJIsl MAJIbIX KOMaHJ B YCJIOBHUSIX OTPAHUYEHHBIX TEXHUYECKUX
U OpraHM3aLMOHHBIX pecypcoB. CHucTeMa IEMOHCTPUPYET YCTOWUYMBYIO pabOTy HpU 3HAYMTEIbHBIX
o0beMax MaHHBIX U MHTCHCUBHOM IIOJIb30BATENLCKOM B3aUMOACUCTBHM. [IJI1 MaibIX KOMaHJ CalT
npeyIaraeT J0CTYITHYIO H JIETKYIO BO BHEIpEHHH. B 00pa3oBaTenbHBIX LEIIX OH MOXKET CITYKUTh KaK
puUMep TS pa3paOdOTINKOB UCTIONB30BaHHS HOBBIX TEXHOJOTHMA. Takke OH OyneT paccMaTpuBaThCs
Kak OBICTPBIN U ACHCTBEHHBIN pecypc B cepe OuzHeca 06e3 JOMOIIHUTETbHBIX 3aTpart.

Ocoboro  BHMMaHHUS  3aCiIy’)KHUBaeT  pPacCMOTPEHHME  IICUXOJIOTMYECKHMX  ACIEeKTOB
B3aUMOJICUCTBUS II0OJIb30BATENIl C CUCTEMOM ympaBleHHs 3aJadaMd. B OTiauume OoT MHOIHX
CYIIECTBYIOIIMX  pEIICHWH, TMpPEICTaBICHHOEC MPUJIOKEHHE CIPOEKTHPOBAHO C  YYETOM
3aKOHOMEPHOCTEH YEeJIOBEUECKOrO BOCHPHUSATHS U KOTHHUTHUBHBIX TMporeccoB. OpraHuzanus
BU3YyaJbHOTO POCTPAHCTBA, IBETOBBIC CXEMBI, CHCTEMa HKOHOK M THITOTpaduKa — BCE ITH JIEMEHTHI
TIIATEJIbHO IPOAYMaHbl JUIsi MMHUMH3AIMM MEHTAJIbHOW Harpy3Kd M CO3JaHHs KOMQOpPTHOH
paboueii cpenbl. J{i1st moabp30BaTesst 3TO OOJBILIOE YIOBIETBOPEHUE U TIOMOXKET eMy B OPMUPOBAHUU
npuBbIuek. [Ipu NoCTOSHHOM HCTIONB30BAHNU HHCTPYMEHTA 3TO MOBIUSET Ha 0011yI0 2P PeKTUBHOCTH
1 koMMmyHuKaruio komanasl (Kosch u ap., 2023:1-39).

[TpenyoxeHHass apXUTEKTypa IIOMOTAeT B Pa3BUTHHU aIalITUBHOCTH M MTPHUBEIET K M3MCHEHUIO
B BeO cTpykType. Pa3nenenue Ha KOMIOHEHTHI CO371aeT (YHKLUMOHAJIBHOCTb W Ul CO3JAaHUsA
HOBBIX IpeaMeToB uHTepdeiica. Tak kak ceiluac TEXHOIOTHH MEHSIOTCS OYeHb OBICTPO Onaromaps
KOMIIOHEHTaM MOYKHO OBICTPO M YETKO YIy4IIUTh HHTEp(ENc npu U3MEHEHNHU WM OOHOBJIEHUH BeO
TEXHOJIOTUH.

Marepuaast u Metoabl. Pa3paboTka TpPOTOTHIIA CHUCTEMBI YIPABICHUS 3aJa4aMu
OCYILECTBIIATACh C MPUMEHEHHEM KOMOMHUPOBAHHOM METOMOJOTHH, UHTEIPUPYIOIEH NPUHLINIIBI
rubkoit pazpabotku Agile (Handri u gp., 2024), monp30BaTeabCKO-IIEHTPUPOBAHHOTO AM3aiiHa
(User-Centered Design) u uTepaTuBHOrO NpOTOTUNHpOBaHUS. OCHOBHOW aKIEHT ObUI ClelaH
Ha CO3/aHUM MHHUMAJIBHO XH3HECIOocoOHOro mpoaykra (Minimum Viable Product - MVP) ¢
MOCIIEYFOIIM €0 PACIIMPEHHEM H COBEPIICHCTBOBAHNEM Ha OCHOBE HETIPEPHIBHOTO TECTUPOBAHHUS
U obOpartHOi cBsa3u. Takol MOAXON MO3BOJMMJI OOECHEYMTh BBICOKYIO aJalTUBHOCThL Ipoliecca
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pa3paboTKu K M3MEHSIOUIMMCS TpeOOBaHUSAM U OBICTPOE BHEAPEHHE KOPPEKTUPOBOK HA OCHOBE
I0JIB30BATEIBbCKUX MTPEATIOYTCHHMN.

C nenbo NpoBEpKU IPUMEHUMOCTH IPOTOTHUIIA B UCCIIEIOBAHUN OBLIO BKIIIOUEHO MUIOTHOE
TecTupoBaHue. OLEHKa NMPOBOJWIACH IO CXeMe «ao/mocie». bplna mpoBeneHa oleHKa 2 MaibIX
KoMaHJ M3 4 y4acTHHKOB. M3 3TMX 8 ydacTHMKOB ObUIM 2 KOOpAMHATOpAa M 6 HCIOJHUTENEH.
[IponomxkurenbHOCTh cocTaBuia 7 aHed. OueHka Obula mpousBeneHa B 2 dtama. llepBblil aTan
(ukcupoBai MokKasaTesid MPUBBIYHOTO Clloco0a KOOpAMHALIMY 33/a4, BTOPOH 3Tall OLIEHUBAJ TE K€
[10KA3aTeJn MOcie Nepexoaa Ha MPOTOTHII.

Merononorudyeckass OCHOBa MpoekTa Oa3upoBaiack Ha koHuenuuu "Feature-Driven
Development (FDD)", rme kaxnas (yHKUHOHaJIbHAas BO3MOXKHOCTh pa3palarbiBajiach Kak
HE3aBUCHUMBII MOAYJb C YETKO OINpPEACICHHBIMUA HHTep(delicaMu B3aUMOICHCTBHA. DTO 00ECTIEUHIIO
BO3MOXHOCTb MapaJuIeIbHON pa3pabOTKU pa3IMuHbIX KOMIIOHEHTOB CUCTEMBI U YIIPOCTUIIO MIPOLIECC
WHTETPAIMH OTACITBbHBIX MOyJIeH B equHyo cuctemy (Nawaz, 2021:43-50).

[TpoexTnpoBaHue apXUTEKTypbl MNPUIOKEHHS OCYLIECTBISUIOCh C  HCIOJIb30BAaHUEM
MHOTOypOBHEBOTO noaxona (multi-tier architecture), KOTOpbIM mpeaycMaTpuBai YeTKOE pasziesieHue
OTBETCTBEHHOCTH MEXIY PAa3TUUYHBIMU KOMIIOHEHTAMHU CHCTEMBI. APXUTEKTypa OblIa OpraHu30BaHa
B BUJIE TPEX OCHOBHBIX CJIOE€B, KaX/IbIil U3 KOTOPHIX BBIIOIHSII CTPOTO OIPEIEICHHbIE (PyHKIIUH.

Crnoit mpencraBnenusi (Presentation Layer) orBewan 3a BH3yalu3alMiO JaHHBIX U
B3aUMOZICHCTBUE C TMonb3oBareneM. Ha 3ToM ypoBHe ObUIM peanau30BaHbl BCE 3IEMEHTHI
H0JIb30BATEIbCKOTO MHTEpdeiica, BKItouas (GOpMbl BBOAA, CIHMCKH 3a]ad, JIEMEHTHI YIPaBICHHUS
u Bu3yanbHble KommoHeHThl (Wellhausen, 2006:229-246). Ocoboe BHHMaHHE OBLIO YIEIEHO
o0ecreueHunIo 0T3bIBYMBOCTH UHTEP(Elica U ero aAalTUBHOCTH K Pa3IM4YHbIM pa3MepaM dKpaHOB.

Cnoii 6usnec-noruxku (Business Logic Layer) comep:kanl OCHOBHYIO (D)YHKIIMOHAJIbHOCTH
NPUIOKEHUS, BKJIOYasi aJrOpUTMbl 0OpaOOTKM 3ajad, MEXaHU3Mbl (DPUIBTPALUU U COPTUPOBKH,
CHCTEMY yNpaBlIeHUs IPUOPUTETAMHU U JIOTUKY PaOOTHI C JaHHBIMHU. DTOT CJIOH OB CIIPOEKTUPOBAH
Kak Ha0Op HEe3aBHCHUMBIX MOJYJIEH, YTO 00ECIIEUMIIO BEICOKYIO CTEIIEHb MEPEHCIIONb3yEeMOCTH KoJia U
MIPOCTOTY TECTUPOBAHUS.

Croit noctyna k nanubim (Data Access Layer) obecnieunBain paboTy ¢ MEXaHU3MaMH XpaHEHUS
undopmanuu (Guleria, 2013:2341-2345). B pamkax 1aHHOTO MPOEKTa HUCIIOJIB30BAJICS Opay3epHBI
LocalStorage API, koTopslii mpeaocTaBUII HAAEKHbBIN MEXaHN3M JJIsl COXpPAHEHHUs JaHHBIX HA CTOPOHE
KIMeHTa. bbuta peanan3oBaHa cucTeMa cepraau3aliy U JIeCepruatn3alny JaHHbIX, 00ecTeunBaroIas
LEJIOCTHOCTHh HH(POPMALIUH TIPH €€ COXPAHEHUH U 3arpy3Ke.

TexHonoruueckuii crek mpoekra ObI  HOAOOpaH ¢ y4eToM  TpeOOBaHHMH K
MIPOU3BOAUTEIBHOCTH, IPOCTOTE PAa3BEPTHIBAHUS U MUHUMAJIBHBIM TPEOOBaHUSAM K HHPACTPYKTYpE.
OcHoBoil ppoHTeHa-pa3padoTkn ctanx HTMLS, obecrneunBaromuii CEMaHTHUECKYIO Pa3METKy H
COBpPEMEHHBIE BO3ZMOKHOCTH JUIs CTPYKTypupoBaHus koHTeHTa (Shende, 2024:206). {ns ctunuzanuu
untepdeiica 61 BbiOpan Tailwind CSS - yrunurapusiii CSS-¢(peiiMBOpK, HpemaoCcTaBIsSIONIMNA
MOIIIHbIE BO3MOXXHOCTU JJIsi CO3JaHMs aJalTUBHBIX MHTEP(PENHCOB ¢ MUHHMMAJIbHBIMU 3aTpaTamu
(Bhat, 2023). Jloruka npuioxeHHs Oblla peann3oBaHa Ha BaHWIbHOM JavaScript (ES6+), uto
HO3BOJIMJIO M30€XKaTh 3aBUCHUMOCTH OT BHEIIHUX Oubmuorexk u ¢peiimMBopkoB. Takoil moaxon
o0ecrneuynsl BBICOKYIO MPOM3BOAMTENBHOCTh IMPUIOKEHUS M MHUHUMAJIbHBIA pa3Mep KOHEYHOIO
bundle. Ins paGotel ¢ nmaHHbIMH wHcmonb3oBajics LocalStorage API - BcTpoeHHBI MeXaHH3M
Opay3epa Uil XpaHSHHS KIII0Y-3HAUY€HH, KOTOPBIH MPEAOCTaBHII JOCTAaTOUHYIO (PYHKIIHOHAIEHOCTD
JUTsl TpeOOBaHUM TIPOTOTHIIA.

busHec-noruka npuiioXkeHus Obula OpraHU30BaHa B BHJE HaOopa CHELHATU3UPOBAHHBIX
MOAYJNeH, KaXAblii M3 KOTOPHIX OTBEYas 3a OINpelesIeHHYI0 (PyHKIMOHaIbHYIO 001acTh. Momynb
yhpaBleHHs 3ajayaMu obOecrieuuBasl 0a30Bble ONEpaluy CO3JaHMsA, PEIAKTUPOBAHMS, YyAAJCHHUS
U U3MEHEHMs cTaryca 3ajad. B ero peanusanuu ObUIM IPUMEHEHBI NMPUHIUIBI UMMYTA0OEIbHbIX
JAHHBIX, YTO IMO3BOJIMJIO YHPOCTUTH OTCIEKUBAHUE M3MEHEHMH U 0OECIEUYHUTH MPEaICcKa3yeMOCTb
IOBEICHUS cHCTeMbl. Monynb (UIBTpalMM M IOHUCKA NPEAOCTaBWII T'MOKHME MEXaHU3MBbl Ui
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paboThl ¢ KOIeKIUMsIMH 3a7ad. beumn peanm3oBansl multiple xKputepun QUIBTpanMy, BKIFOYAs
(¢unbpTpalMio MO CTaTrycy, MPUOPUTETY, JaTaM M TEKCTOBOMY COAEPKUMOMY. AJITOPUTMBI IOWCKA
ObUIN ONITUMU3UPOBAHBI 1JIs1 pabOThI ¢ OOJIBIIMMU 00BEMAMHU IaHHBIX U 00€CTIeYnBaIi MTHOBEHHBIH
OTKJIMK Jak€ IPU 3HAYUTEIBHOM KouMdyecTBe 3aaad. CucremMa COPTUPOBKM M KaTErOpU3alldn
obecrieuniia pa3M4yHble CHOCOObI OpraHM3alMU M NPEACTABICHUS 3anad. beuM peann3oBaHbI
QITOPUTMBI COPTHPOBKH 1O multiple arpuOyram, BKJIIOYash MPUOPHUTET, CPOK BBIIIOTHEHUS, AATy
co3nanus U andaBuTHbIN nopsaaok. Ocoboe BHUMaHKUE ObUIO yeleHO Y3PPEKTUBHOCTH aITOPUTMOB
COPTUPOBKHU M UX YCTOMUMBOCTH K edge-cases.

Jlns  XpaHeHMsI JAaHHBIX TPWIOXKEHHs  Mcronb3oBaiicsi  MexaHusMm  LocalStorage,
IIPeOCTABIAIONINIM persistent storage Ha CTOpoHe KineHTa. bbuta pazpaborana crienuantn3upoBaHHast
CHUCTEMa YIPaBICHUS COCTOSHHMEM IIpUIOXKEHMs (State management), KoTopas obOecrieunBaa
COIIACOBAHHOCTH JJAHHBIX MEXAY Pa3INYHbBIMU KOMIIOHEHTAMH CUCTEMBI. ApXUTEKTYpa yIpaBIeHUs
COCTOsIHMEM ObLIa MOCTPOEHA Ha MPHUHIIMIIE €JUHOT0 MCTOYHMKA MCTHUHBI (single source of truth),
IJie BCE COCTOSIHME IMPUJIOKEHUS XPaHWJIOCh B LIEHTpaiu3oBaHHOM store (Queiroz u np., 2024).
Jlnis ynpaBieHusT M3MEHEHMSMHU COCTOsiHMA Obuia npuMeHeHa flux-momoOHast apXuTekTypa ¢
OZTHOHAIPABJICHHBIM ITOTOKOM JJAHHBIX. DTO 00€CIIeUMIIO MPEICKAa3yeMOCTh U3MEHEHUH COCTOSTHUS U
YOPOCTHIIO OTIIAJKy NpuiiokeHus. Crucrema cepraan3alii JaHHbIX oOecrieunBala npeodpazoBaHue
CIOXHBIX 00BeKTOB JavaScript B cTpokoBbiii (hopmar juisi coxpanenust B LocalStorage u obpartHoe
npeoOpa3oBaHMe pH 3arpy3ke. bbuin peann3oBaHbl MEXaHU3MbI BAJIUIALUH LEJIOCTHOCTH JAHHBIX U
BOCCTAHOBJICHMSI TP IIOBPEXKAEHUH XPAHUIIUILA.

Anroput™ (yHKIIMOHUPOBAHUS CUCTEMBI YIIPABICHUA 33aJjad4aMi KakK ToKazaHo Ha Pucynke-1
HaYMHAETCsl C MOMEHTA 3aIlycKa, II0CJIe YEero M0JIb30BaTelb IEPEHAIIPaBIIIETCS Ha ATall aBTOPU3ALUH.
B xone aBTopu3anuu cucTeMa 3alpalivBaeT y4YeTHbIE JJaHHbIE M BBIIIOJIHSAET UX NpPOBEpKy. B
cllyyae HEKOPPEKTHOCTH BBEIEHHOM HH(pOpPMALMM NPOLECC 3aBEepIIAeTCs, MOCKOIbKY JOCTYII
K (YHKUHMOHAJIbHBIM BO3MOXKHOCTSM BO3MOXKEH TOJBKO TIOCJI€ YCIEHIHOTO MOATBEPKICHUS
MOJUIMHHOCTH Tojb30Barens. [Ipy ycrnenmHol aBTopu3aluy Nojab30BaTelb MONaAaeT Ha OCHOBHYIO
CTpPaHULLy, TJi€ €My JOCTYIIHBI ONIEpallii, COOTBETCTBYIOILUE €TO POJIM B CUCTEME.

Kak nokazano Ha Pucynke-2 cucteme mpeayCMOTPEHBI JIBa TUIA MMOJIb30BaTEIICH: HAYAIbHUK
Y NOTYMHEHHBIH. JIJ1s1 KaXka0ro TUMa onpeesiéH cCOOCTBEHHbIM HA00p AOCTYIHBIX (DYHKIIMOHATIbHbBIX
nevictBuil. HayanpHuk oONafgaeT paclIMpeHHBIMM MpaBaMM, OOECIEUMBAIOIIMMH MOJHBIM IMKII
ynpasiaeHus 3agadamu. OH HMMeEET BO3MOXHOCTb CO3JaBaTb HOBBIE 33a7a4dd, PEIAKTUPOBATh
IapaMeTpsl CyIIECTBYIOIINX, YAAIATh 33/1aud, IPOCMAaTPUBaTh UX TEKYLIEE COCTOSIHUE U 3aBEpLIaTh
T€ W3 HUX, KOTOPBIE BBIIOJIHEHBI UM HE TPeOYIOT fajnbHeHmux aelctBuid. [lomunHEHHBIN sABIsIETCS
WCIIOJTHUTENIEM Ha3HAUYeHHBIX 3a/ad M HMMEET JIOCTYIN TOJbKO K IMPOCMOTPY 3ajay, a Takke K
3aBEpIICHHIO TeX 3ajia4y, KOTOPbIE OH BBINOJIHMI. TakuM 00pa3oM, poJsib MOJIb30BATENs ONpEAesseT
JOCTYIHBIA HA0Op omeparuii ¥ BIUsET Ha JaJIbHEHIIYIO MOCIeI0BaTeIbHOCTh PA0OTHI B CUCTEME.

[Tocne nepexoqa Ha OCHOBHYIO CTPAHHMILY MOJIb30BaTENb BEIOUPAET TOCTYIHOE €My JICHCTBHE.
Ecnu BbiOpaHHast onepaiys OTHOCUTCS K CO3/IaHUIO WIN PETaKTUPOBAHUIO 3a]]aull, CUcTeMa TpedyeT
BBOJIa HEOOXOAMMBIX JaHHBIX M MpPOBEpsieT HMX KOPPEKTHOCTh. Banunmanus JaHHBIX SIBISETCS
00s13aTeNbHBIM 3TaloM. B cityyae ycnemHoro npoxox1eHust IpoBepKy 0ToOpakaeTcst cooOlieHne 0o
YCIICIIHOM BBINIOIHEHUH onepaiuu. [Ipu oOHapyxeHnH omnOOK BXoxHas HHPOpMAIHs MpU3HAETCs
HEBEpPHOM, M TOJb30BaTENIO NpPEIbsBIseTCS coolueHne 00 omubOke. Ecnu ke monb30Bareib
BBINOJIHAET OMNepaluu, He TpeOyrolue BaluJallMd JaHHbIX, TAaKUe KaK yJaJeHue 3ajauu, eé
3aBepUICHHE WM TOATBEP)KJIEHUE MPOCMOTpa, CHUCTEMA HEMEMJEHHO (OpMHUPYET COOOLIeHHE
00 ycnemHoM BblogHeHUU. He3aBucumo oT BbIOpaHHOM omepanuu U e€ pesynpTara Mpolecce
3aBeplIaeTcs CTaHIapTHBIM MEePeX01oM K (MHATBLHON TOUKE.

OObeqMHEHHBIA aJNrOPUTM M poJieBas MOAETb OOECIEYMBAIOT CTPOTUH KOHTPOJIb HaJ
pacnpezneneHueM (QyHKUMA B cucteme. HauanbHUK ympaBisieT *U3HEHHBIM LUKIOM 3aJad, a
MOTYMHEHHBIN OrpaHUYMBAETCS HCIOJHEHUEM U (pukcanuel pesynasraTtoB. B coBOKymHOCTH Takas
OpraHM3alys MOAJEPKUBAET KOPPEKTHOCTh IAHHBIX, MPO3PAYHOCTh IIPOLECCOB U OJHO3HAYHOE
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pasrpaHMYeHHE TpaB JOCTyNa, 4YTo oOecmeynBaeT HaAEKHOE (QYHKIHOHHPOBAHUE CHUCTEMBI
yTIpaBIICHUS 33 Ja4aMH.

TectupoBaHue MNPWIOKEHUS OCYLIECTBIIOCh Ha multiple ypoBHsAX abcTpakuuu ¢
UCII0JIb30BaHHEM KOMOMHAIIMH aBTOMaTU3UPOBAHHBIX U PYYHBIX METOA0B. MOlylIbHOE TECTUPOBaHHE
(unit testing) MOKpBIBANO OTAENbHBbIC (DYHKLIMU W aIrOPUTMbI OWU3HEC-NOTUKU. [y 3TOrO OBLIM
pa3paboTaHbl CIEMUATN3UPOBAHHBIE TECTOBBIE CIIEHAPHH, IPOBEPSIONINE KOPPEKTHOCTH PabOTHI
(GyHKIMH B pa3TUYHBIX YCIIOBHSIX, BKITIOUas edge-cases v MorpaHUYHbIe 3HaYeHUs. VIHTerparmonHoe
TecTupoBaHue (integration testing) MPOBEPsUIO B3aMMOACHCTBHE MEXIY Pa3IMUYHBIMH MOIYJISIMHU
cucteMbl. Ocoboe BHUMaHME ObLIO yAEIeHO TECTHPOBAHMIO CLIEHApHeB, 3aTparuparoiux multiple
KOMIIOHEHTHI CHCTEMBI, TAKMX KaK CO3/IaHHE 3a/1auyl C Mocieayouei Gpuiasrpanueil 1 copTUpOBKOIA.
[Tonp3oBaTenbCcKoe TecTUpOBaHME (user acceptance testing) HPOBOAMIOCH C TPHUBICUYCHHEM
MpeACTaBUTENICH IETIeBON ayAUTOPHH - YYACTHUKOB MajbIX KOMaHJ. TeCTUPOBIIMKU BBITIOJHSIIA
peanpHBIe CIIEHapHH palbOThl C MPWIOKEHHEM, YTO TO3BOJIMJIO BBIIBUTH usability-mipoOiemsl u
coOpaTh LIEeHHYI0 00paTHYIO CBs3b JUIsl yimydlueHus uHrepdeiica. Kpocc-OpaysepHoe TecTupoBaHue
00eCreynsio COBMECTUMOCTh TPHJIOKEHHUS C OCHOBHBIMH COBPEMEHHBIMU Opay3epami, BKIIIOYast
Chrome, Firefox, Safari u Edge. TectupoBanue mpou3BOJUTEIHHOCTH MPOBEPSIIO OT3BHIBUMBOCTD
uHTepdeiica npu padore ¢ 60IBIINMU 00bEMaMU JTAHHBIX U OLIEHNBAJIO A3PPEKTUBHOCTH aJITOPUTMOB
00paboTKH.

[TunoTHOE TecTHpOBaHME BKIIOYana B ceOs TpU OCHOBHBIX clieHapus. [locTaHoBka HOBOM
3aJja4l, MOHUTOPHHI TEKYIIEro CTaTyca paHee CO3/JaHHOM 3aJaud M 3aBepllieHUE BBHIOIHEHHOU
3amayn. J{na Kakgoro y4yacTHUKa (PMKCHPOBAJIOCH BpPEMs BBINOJHEHMS ONEpalHii, KOJIHMYECTBO
omMOOK, MOBTOPHBIM OTKPBITUEM OJHOTO W TOTO ke cueHapus. [locie 3aBepiieHUs] TECTOBOTO
Mepro/a YYaCTHUKH OIEHUBAIIN yA00CTBO HHTEp(deiica.

Jlnst obecnieueHns BBICOKOTO KauecTBa KOJJOBOM 0a3bl U €€ JOITr0CPOYHON MOIepKUBaEMOCTH
OBLTM TPUMEHEHBI COBPEMEHHBbIE MpakTUKH pa3padoTku. [Ipuamuner SOLID cramm ocHOBOM
JUIL TIPOGKTUPOBAHUSL APXUTEKTYphl CHCTEMBI, oOecreyrBas THOKOCTb M PACHIMPSIEMOCTh KOAA
(Madasu u np., 2015:8). Kaxxapiii Mogynb cucTeMbl OblT CIPOEKTUPOBAH C YYETOM €IMHCTBEHHOU
otBeTcTBeHHOCTH (Single Responsibility Principle), yto ynpoctuio TectupoBanue U Moan(UKALILIO.
B mponecce pa3pabOTKM akTMBHO NPUMEHSIMCh MATTEPHbl IMPOEKTUPOBAaHHUs, Hauboiee
COOTBETCTBYIOIIME pelaeMbiM 3anadaM. [larrepr Observer HCIoab30BajCs Uil peaau3aluu
peakTuBHOTO OOHOBIEHUs uHTep(eiica, narrepH Module - 11 opranuzanyu Koja B HE3aBHCUMBIE
KOMIOHEHTHI, narTepH Factory - 171 co3manust CI0KHBIX 00BEKTOB 3a1a4. PerynspHblii pedakTopuHT
KOZIa POBOJIMJICS KaK MTPEBEHTHBHAS MEPa JUIS MOJICP>KAaHMSI YUTAEMOCTH U CHIDKEHHSI TEXHUYECKOTO
nonra. [lpouecc pecdakropuHra BKIIIOYAd BbIAEICHHE AyOIMPYIOIIETOCS KOAa B OTACNIbHBIC
(GYHKLMY, YOPOLICHUE CIOXKHBIX YCIOBUHM M yIydllleHHME MMEHOBAaHMs MEPEMEHHBIX M (PyHKIMH.
JIOKyMEHTHpOBaHUE KO/la OCYIIECTBISIOCHh C Mcnoib3oBaHueM JSDoc 11t OCHOBHBIX (pyHKIMH U
Mozyneil. JlJokyMeHTanus BKIIlouaia onicanne Ha3HadeHus: (pyHKIMU, mapaMeTpoB, BO3BPAIIaeMbIX
3HAUEHUH M TpPUMEPBHI UCIONB30BaHUA. [|JIsi CIOKHBIX aNTOPUTMOB JOOABISUINCH KOMMEHTAapHUH,
OOBSICHSIIOIINE JIOTHKY PabOTHI.

MHoroypoBHeBasi cucreMa o0pabOTKM omuoOOK Oblla pa3paboTaHa st obOecrieueHUs
cTaOWIbHONM paboThl MPUIIOKEHUS B Pa3IMUYHBIX yClIoBUsAX. Ha BepxHeM ypoBHe ObUI peasn3oBaH
100aMbHBIN TMepexBaTyuK oOmMOOK JavaScript, KOTOpBI JOTMpOBajd KPUTHYECKHE OIIMOKH U
IpeA0TBpaIali IMOJHBIA Kpax MpUIoKeHHs. Bamumanus monbp30BaTenbcKoro BBOJA OCYIIECTBISIACH
Ha ypoBHe HHTepdeiica ¢ mnpenocrasieHueM immediate feedback mnonb3oBaremo. g ¢opm
BBOJA OBUIM peaJM30BaHbl NPOBEPKHM HA KOPPEKTHOCTb IAHHBIX, 00S3aTE€IbHOCTh 3allOJHEHHUS
noied M COOTBETCTBHE OXHJaeMbiM ¢opmaram. Cuctema yBenomieHHi 00 ommOkax Obuia
MHTETPUPOBaHA C TMOJIb30BATEIILCKUM HHTepdeiicom, obecneunBas MOHSATHBIE COOOIIEHHUS 00
omuOKax Ha €CTeCTBEHHOM s3bike. CooOmeHnss 00 ommuOKkax KIaCCH(PHUIMPOBAINCH O Severity
levels - oT HHpOPMAITMOHHBIX TIPEAYNPEKIACHUN 10 KPUTHICCKUX OIMMOOK. [Iist 1ieneid oTiaaku u
MOHUTOpPHHIA ObliIa pean30BaHa CUCTEMA JIOTHPOBAHUS, KOTOPAas 3alMChiBajia KIIKOUEBbIe COOBITHS
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HPUIIOKEHUS M OLIMOKHU B KOHCOJIb pa3padboTunka. B development-pexxume norupoBaHue BKIHOUYAIO0
detailed nHpoOpMaLHIO O COCTOSIHUN IPUTIOKEHUS U BHIMIOJIHIAEMbIX ONEpaLUsX.

Pa3pabotka Besnach 10 UTEPAMOHHON MOJENH, T KakJas UTepalus NpeacTasisiia coooi
3aKOHYEHHBIN [IUKJI IPOEKTUPOBAHNUS, PeaTU3all1 U TeCTUPOBaHUsL. [IpogoIKUTEIbHOCT UTEpaUi
cocraBisia 1-2 Hemenu, 4To MO3BOJISIIO MOAAEPKHUBATH BHICOKMNA TEMIT pa3pabOTKH U ONEePaTUBHO
pearupoBath Ha ©3MeHeHHsI TpeboBanuit. Kaxkaas ureparust HaunHanach ¢ ¢pa3bl aHaIn3a TpeOOBaHHH
W TIPOEKTHPOBAHUS, T/Ie OMPEACISIICS Scope padOT W MPHOPUTETHI peanm3anud. Ha ocHOBe 3TOrO
CO3/aBaJICs JIETAJIbHBIN TUIaH padoT ¢ pa3OMBKOW Ha KOHKPETHBIC tasks W OIEHKOW Tpymo3arpar.
da3a peanu3anny BKIOYAIa HATMCAHNE KO, CO3/1aHUe TECTOB U JOKyMeHTanuu. Ocoboe BHUMaHKe
yaessioch code review - Kbl changeset mpoBepsics APYrUM pa3paboTYMKOM, YTO 00€CIEYHBAIIO
JIOTIOJTHUTENbHBIA KOHTPOJIb KaueCTBa U pacpoCTpaHeHUe 3HaHUi 0 cucteme. Pa3a TECTHPOBAHUS U
o0paTHOH CBsI3U 3aBepiiasia uTepanuo. Ha aTom stane npoBommiocs comprehensive TectupoBanue
peanu3oBaHHON (DYHKIIMOHATBLHOCTH M cobupanack obparHas cBs3b oT stakeholders. Pesymbrarsl
TECTUPOBAHUs U 00OpaTHas CBSI3b CTAHOBHJIMCH OCHOBOM U151 TNITAHUPOBAHUS CIIEIYIOLIEH HTepaliH.
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Pucynok 1. brnok-cxema pabouero npuioxeHus
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Cozganve 3agaun

PenakupoeaHue zagaum MpocmoTp 3agay

Yaanexue aagaun

MpocwmoTp zagay 3aBeplieHue 3agadum

HauanbHuk MogunHeHHLIA

3aBepluexue 3agaduu

Pucynok 2. UML nuarpamma pabo4yero npuioKeHHs

PesyabTarbl m O0cyxneHue. PazpaOoTaHHBIN NPOTOTUII CUCTEMbI YIIPABIEHUS 3aJadaMu
BKJIIOYAE€T KOMIUIEKCHBIM HaOop (yHKIMM a1 opraHumsauuu pabodux mpoueccoB. PeannzoBan
MTOJIHBIM LMKJI YIPABJICHUS 3aJJa4aMHU: CO3/IaHNE C YCTAHOBKOW MPHUOPUTETOB U CPOKOB BBIITOIHEHMS,
pelaKTUPOBAHUE C COXPAHEHUEM UCTOPUU U3MEHEHUI, MHOXKECTBEHHOE y/laJleHUe U (QUIIBTpaLHs 110
pa3nu4HbIM KpuTepusM. Crucrema obecrieunBaeT COPTUPOBKY 3ajad 10 J1aTe CO3/1aHus, IPHOPUTETY,
CTaTyCy BBIIIOJHEHHUS U APYTHM mapamerpam. MHTepdeiic moaiepxuBaeT alanTUBHBIA IU3aifH JUis
Pa3JIMYHBIX YCTPOWCTB M BKJIIOYAET MEXAHW3M IEPEKIIOYCHHUS MEXIY CBETION U TEMHON TEMaMHU.
JlokanbHOE XpaHEHHE NaHHBIX TapaHTUPYET COXPAHHOCTh MH(POpPMALMU U aBTOHOMHYIO paboTy
IIPUJIOKCHHUS.

JIsi KONMUYEeCTBEHHON OLIEHKU MPAaKTHYECKOW MPUMEHMMOCTH pa3pabdOTaHHOIO IMPOTOTHIIA
ObUIO MPOBEIEHO MHJIOTHOE TecTHpoBaHHe. COIMOCTaBICHHUE MOKAa3aTele «J10/TI0cie) BHEAPEHHUS
B CHUCTEMY I10Ka3aJl0 MOJOKUTEIbHYIO IMHAMUKY IO OCHOBHBIM clieHapusM. Hanbonee 3ameTHbIe
M3MEHEHUs! ObLIM 3apUKCHPOBAHBI MO BPEMEHU IMOCTAHOBKHU 3aJad U BPEMEHHM MOHHUTOpPUHIA €€
TEKYILEro CTaryca.

Tabmuna 1. MHauBuayanbHbIe TOKA3aTeM BBITOJHEHUS 0a30BBIX OMEparyii 10 W mocie
BHEJIPCHHMS MIPOTOTHUIIA

ITocranoBka [locranoBka MonutopunrMonuTopuHr3aBepuienne 3apepuieHue
Omuoxku OmuoKu

YuacTHuk 3aja4yu 10,  3aja4yu craryca craryca  3ajia4yd 10,  3aAa4uu 10 Hoce
c nocie, ¢ 1o, ¢ nocie, ¢ c nocie, ¢
K1Vl 84 63 52 39 44 33 2 1
K1V¥2 80 60 48 36 40 30 2 1
K1V3 88 66 55 41 46 34 3 1
K1Vv4 76 57 46 35 38 29 1 0
K2Vl 92 69 58 43 48 36 3 1
K2Vy2 81 61 50 38 42 32 2 1
K2V3 85 64 53 40 45 34 2 1
K2 V4 79 59 49 37 39 30 1 0
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Tabnuna 2. OueHku ynooCcTBa UCTOIB30BaHUS U TPO3PAYHOCTH MPOIIECCOB

YuyacTHHK YnobcTBoO, 10 Yno6crBo, mociae  IIpo3payHocTs, 10 HpO3§::;OCTb,

K1Vl 3 4 3 4

K1VY2 3 4 2 4

K1VY3 2 4 2 4

K1 V4 3 4 3 4

K2 V1 2 5 2 5

K2Vy2 3 4 3 4

K2V3 3 4 3 4

K2 v4 3 5 2 4

Tabnuua 3. Pe3ynbsraTsl TUIOTHOTO TECTUPOBAHUS

Iloka3zarenn o BHeaApeHust Ilocsie BHeIpenust HN3menenue
CpenHee BpeMs IOCTaHOBKH 3a/1auH, C 83,13 62,38 -24,96%
CpenHee BpeMsi MOHUTOPHHTA CTaTyca, C 51,38 38,63 -24,8%
CpenHee BpeMsi 3aBepILESHUS 3a]1a4H, C 42,75 32,25 -24,56%
Cpennee Ko-BO OIIMOOK Ha yYaCTHUKA 2 0,75 -62,5%
CpenHsisi OLleHKa yIoOCTBa HCIOIB30BAHUS 2,75 4,25 +54,55%
CpenHss OLeHKa MPO3pavyHOCTH MPOLECCOB 2,5 4,13 +65,2%

Kak noka3bIBaloT pe3yapTaThl MUIOTHOTO TECTUPOBAHMS, CPEIHEE BPEMS TIOCTAHOBKH 3a1a4U
camsmwiock ¢ 83,13 mo 62,38 c, a cpeaHee BpeMs 3aBepiueHus 3amadud ¢ 42,75 mo 32,25 c.
Ecnu paccMoTpeTh 3TH /1Ba Moka3aTelisi COBMECTHO Kak 0a30BbIil LIMKJI TOCTAHOBKM U 3aBEPIICHUS
3a/1a4, COKpalleHue BpeMEHHBIX 3aTpar cocTaBuio 24,91%. JlonoIHUTENTbHO YMEHBIINIOCH CPEIHEE
KOJIMUECTBO OMIMOOK B 3a1adax ¢ 2 g0 0,75 Ha yyacTHHKA. JTO MOKAa3bIBAET, YTO MPEIOKEHHBIN
MIPOTOTHUII peaTn3yeT HEOOXOAMMBbIN HaOOp (GYHKIMH 1 yIpOIIaeT B3auMOJICHCTBUE MTOJIb30BaTeNeH B
CUCTEME.

[Ipunoxenue 1eMOHCTPUPYET CTAOMIIbHYIO paboTy ¢ MaccuBamu naHHbBIX 10 1000 3amaq npu
BpeMeHU OTKIIMKa nHTepdeiica He 6omee 150 mc. OnTuMusznpoBaHHbIi pazmep npunoxkerus (485 Kb)
obecreunBaeT OBICTPYIO 3arpy3Ky Ha pa3IUYHbIX yCTpoiicTBaX. JIOCTUTHYTO BBICOKOE KaueCTBO KO/Ia
C TIOKPBITHEM TECTaMHU KITFOYEBBIX MOAYJEH CHCTeMBI. Peann3oBaHHas apXUTEKTypa oOecriedrBacT
HaJIe)KHYI0 00pabOTKY UCKITIOYUTENBHBIX CUTYaIlMid 1 COBMECTHMOCTH C OCHOBHBIMHU COBPEMEHHBIMU
Opay3zepamu. B mporecce pa3paOOTKH BBISIBIECHBI ONpEAEICHHbIE OrPaHUYEHUS HCIOIb3yEeMbIX
texHojoruid. LocalStorage API moka3siBaeT CHM)KEHHE MPOM3BOAMTEILHOCTH IIpU paboTe C
OonpiiuMu oObeMaMu JaHHBIX. Ha MOOMIBHBIX TuiaTdopmax HaOmMIOmaeTcsi HEKOTOPOE CHUKEHUE
CKOPOCTH BBINOJHEHUs omepauuil. Ilonb3oBarenbckuil uHTEpdeiic TpedyeT AONOIHUTENBHOU
ONITUMM3AIINY TS CJIOKHBIX ClIEHAapUeB paObOTHl ¢ MHOKECTBEHHBIMH 33 Ja4yaMH.

3akirouenne. PazpaboTka nmpoToTHUIIa CUCTEMBI YNPABICHUS 3aJa4aMU JUISl MaJbIX KOMaHJ
MO3BOJIWJIA BBISIBUTh HECKOJIBKO KIIFOUEBBIX AaCIEKTOB, HMMEIOIIMX BaXXHOE TEOPETHUYECKOE U
NPaKTUYECKOe 3HadeHHe. BBIOpaHHBIA apXUTEKTYPHBIA MOAXOJ C MHOTOYPOBHEBOH CTPYKTYpOu
U YETKUM pa3elICHUEM OTBETCTBEHHOCTH MEXKIYy KOMIIOHEHTaMHM Jl0Ka3asl CBOIO 3((EKTHBHOCTD,
o0ecreyrB HE TOJBKO BBICOKYIO MPOU3BOJUTEIBHOCTh CUCTEMBI, HO M 3HAYUTEIBHOE YIPOIICHHE
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poueccoB pa3paboTku M TectupoBaHus. OpraHuzauusi OU3HEC-JIOTMKM B BHJI€ HE3aBUCHMBIX
MOJIyJe MO3BOJIMIA MapajUleIbHO BECTH pPa3pabOTKy pa3lu4HbIX (PYHKIHMOHAIBHBIX OJOKOB,
YTO O0COOEHHO LIEHHO B YCJOBUSAX HMTEPATUBHOM pPa3paOOTKMU MPOTOTHINA. YCHEIIHas peaau3alus
HPUHIIMIIOB PEaKTUBHOTO POrpaMMUpPOBaHUs Ha BaHMJILHOM JavaScript moaTBepAniIa BO3SMOKHOCTh
CO3JJaHMSA CIOKHBIX KIMEHTCKUX MPUIOKEHUH 0e3 MPUBJICUECHUS TSHKEIOBECHBIX (DPEMBOPKOB, IIPU
9TOM COXpaHss BEICOKYIO OT3BIBYMBOCTH HHTEpQEica U MpencKa3yeMoCTh IOBEICHUS CUCTEMBI.

Ananu3 pabotel ¢ gaHHbIMH uyepe3 LocalStorage APl BbIsiBUI Kak mpeuMmyllecTBa, TaK U
OrpaHUYEHMs AaHHOro noaxozaa. C OfHOW CTOPOHBI, pelIeHHe 00ecleunIo MPOCTOTy peaau3aluu
U TOJHYK aBTOHOMHOCTh HPUJIOKEHHs, YTO COOTBETCTBYET MHOTPEOHOCTSIM Maibix KomaHg. C
JPYToil CTOPOHBI, 00bEM XpaHMMBIX JAHHBIX M MPOU3BOJUTEIBHOCTH ONepaluii mpu padore ¢
OOJIBIIMMU MacCHBaMy HMH(OpMAIMM YKa3bIBAIOT Ha HEOOXOAMMOCTH 0Oo0Jiee CIOKHBIX PEIICHHN
s production-Bepcun. Ilonb3oBarenbckoe TECTHUPOBAHHE I10KA3ajo, YTO JJIS MaJlbIX KOMaHJ
KPUTHYECKH Ba)XKHBIMH SIBJISIFOTCSI CKOPOCTH BBIMIOJIHEHHUS Oa30BBIX ONEpaluii ¥ HHTYUTHBHAS
HOHATHOCTh MHTEep(eiica, a He paclIMpeHHble (PyHKIMK aHATUTUKU. DTH HAOIIOACHUS OATBEPIMIN
NpPaBWIBHOCTh BBIOPAHHOIO MOJXOJa K MPOEKTHPOBAHHUIO IOJIB30BATENILCKOIO HHTEpdeiica,
OCHOBAaHHOTO Ha MPUHIUIIAX MUHUMAJIN3MA U SICHOCTH.

OkcniepuMeHT ¢ ucnonb3oBanueM Tailwind CSS g crunmzanum  uHTEpdeiica
MIPOAEMOHCTPUPOBAJl HEOXKHUJIAHHO TMO3UTUBHBIE pe3ysbraThl. M3HauaabHO paccMaTrpUBaeMbIil Kak
MHCTPYMEHT JJIs1 OBICTPOTO MPOTOTUIIUPOBAHUSA, 3TOT (PpeMBOPK MOKA3al TOCTATOYHYIO THOKOCTh
s cozganus production-ready uHTepdeiica, oOecrneyuB BBICOKYIO CTEMEHb KOHCHCTEHTHOCTHU
BU3yaJIbHOTO JM3allHa IpU MUHUMAJIBHBIX BPEMEHHBIX 3arparax. llepcrekTuBbl pa3BUTHSA
CHCTEMBI BUISTCA B pealin3alliil MEXaHU3MOB COBMECTHOW paboOThI, 4TO MOTpedyeT mepecMoTpa
ApPXUTEKTYpbl XpaHEHUS NaHHBIX, M BHEAPEHUM D3JIEMEHTOB HCKYCCTBEHHOIO HWHTEIUIEKTa s
aBTOMAaTUYECKON Kareropusanuu 3afgad. OAHAKO IpU 3TOM HNPUHLMIIAAIBHO Ba)KHO COXPAHUTH
KJIIOYEBBIE PEUMYILECTBA CUCTEMBI - IPOCTOTY, CKOPOCTh paObOTHI U KOH(UAECHIINATBHOCTD 1aHHbIX,
KOTOPBIE OKA3aJIUCh ONPEAEIAIOINMU AJIS LIEJIEBOM ayIUTOPUH.

JUid nanpbHENIero pa3BUTUSL CUCTEMBI NpeJiaracTcs BHEAPEHUE Oosee MPOU3BOAUTEIbHBIX
MEXaHHU3MOB XpaHEHUs JaHHbIX, BKItoyas nepexon Ha IndexedDB. [lepcniekTuBHBIM HampaBIeHHEM
ABJISIETCS peanu3alus THMOPUAHOM apXUTEKTyphl € BO3MOXKHOCTBIO OOJAaYHOM CHHXPOHU3ALUM.
Takoke rtanupyercs paciiupenue (pyHKIMOHAIBLHOCTH 3a CUET CUCTEMbI TEroB, IIa0JOHOB 3a1a4 U
pacIIMPEHHON aHAJIUTHUKU.

Ha ocHoBe ananm3a pe3yiabTaroB pa3pabOTKM M TECTUPOBAHUS MPOTOTHUIIA MOXKHO
YTBEPXkAaTh, UTO BHIOPAHHBINA apXUTEKTYPHBII 1MOAX0/ 00IaJaeT TOCTaTOYHOW YHUBEPCAIbHOCTBIO
JUISL TPUMEHEHWsT B JIPYyrUX TUNAX BeO-mpuiiokeHU. MopaymnbpHas CTPYKTypa, UETKOE
paszieseHue OTBETCTBEHHOCTH, PEAKTUBHbIE MEXaHU3Mbl OOHOBIEHMS HMHTep(eiica U OTCYTCTBHUE
3aBHCUMOCTH OT TSDKENBIX (PPEeHMBOPKOB NPOJEMOHCTPUPOBAIN YCTOWYMBOCTh K YCIIOXKHEHHUIO
(YHKIMOHANBHBIX TPeOOBaHMM M BO3MOXHOCTH MacmTaOupoBaHus. llomydeHHbIe HaHHBIC
[IOKa3bIBAlOT, YTO HPE/UIOKEHHBIH METOJA OJMHAKOBO AI(PQPEKTUBHO pabOTaeT KaK B KOHTEKCTE
JIOKAJIbHBIX CHCTEM YIpaBJICHUS 3aJauaMd, TaK M B IMOTEHUUAJbHBIX CLEHAPUSAX, CBSI3aHHBIX C
o draliH-npUIIOKEHUAMH, HWHTEPAKTUBHBIMU HHTepdelicaMu M CHUCTEMaMU C IOBBIIIEHHBIMU
TpeOOBaHUAMHM K MPOU3BOAUTENBHOCTH U aBTOHOMHOCTH, YTO MOATBEP)KIACT €ro MPUTOJHOCTh IS
UCIIOJIb30BaHMsl B IPYTUX MPOEKTAX.
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Anaarna. by Makanana kypeuibic Kypanaapbl cermenTinaeri (Power Tools sxone Hand Tools)
TarchIppicTapJan 6ac TapTy Maceleci KaH-KaKThl KapacTeIpbliaabl. 3eprrey 2024 sxpuirbl 1 Ka3aH
MeH 2025 xbuaFbl 31 HaypbI3 apasibIFbIHIA 1pl MapKeTIUIeHcTepe KUHAJIFaH HaKThl JE€peKTepre
cyieneni. Herisri Tannay MHTEpHET-IYKEHHIH KYH CaWbIH TIPKEJETIH TaIChIPbICTApbl OOMBIHINIA
JKYPri3uUIl, SFHE op TuIaTopMaiarkl KYHISTIKTI OTNiepalusyiap ecernke ajblHIbl. 3epTTeyaiH 0acThl
MaKcaThl — KJIMEHTTEp/IiH TalChIphICTaH He ceOemnTi 06ac TapTaThIHBIH >KoHE OYJI mpolecke KaHaan
(akTopiap ocep eTeTiHIH aHBIKTay. Ocipece, Tayap/Ibl ajblll KeTHeH TYphIll Hemece Oepy MyHKTIHAe
pacimaeneTin Oac TapTynaapra epekile Ha3ap ayAapbUIIbl, ©WTKEHI Olap JIOTUCTUKA MEH KBbI3MET
KOPCETy CamachlHBIH OacTankel KepceTkimn Oombin TaObutanbl. Tanmay OapbhIChIHIA MAIIAHATBIK
OKBITY OJlicTepi KOJMAAHBUIABL. ATam alTKaHAa, JIOTHCTHKANBIK perpeccus, Random Forest sxone
IPaJAUEHTTIK OyCTHUHI aJIFOPUTM/EpP] Mai1anaHblIbI, OJapAbIH HOTHXKENEepl e3apa CalbICThIPBIIIbL.
Mopnenbaepain THIMALTIT kikTey gonfiri xxoHe ROC-AUC kepcerTkimTepi apKbUIbl OarallaHbI.
AJBIHFaH HOTIDKENIEp opTYPIIi MapKeTIuIecTepie O6ac TapTy JAeHreii OipKeski eMec eKeHIH KOpCeTTi.
CoHbIMEH Karap, 3epTTey Heri31HJie TalchlpblcTapaH 0ac TapTyabl alJIbIH ajla OoJKayFa MyMKIHJIK
OepeTiH MoOJIelb KypyFa OONaThIHBI IOJeNeHIl. MyHJail Tocl KOMITaHHsUIapFa OMEPaIUsIIbIK
IIBIFBIHAP/BI A3aHTHII, CaTy IPOLIECIH THIMI OacKapy¥Fa ol aimajisl. by 3epTreyais mpakTHKaIbIK
MaHbI3bl — 0ac TapTy >KarJaigapblH aj/blH ajla aHbIKTayFa apHAJIFaH aHAJUTUKAJIBIK Kypajaap/sl
JIAMBITY JKOHE KYPBUIBIC Kypaiaapbl HApbIFbIHAAFBI CaTy TUIMILIITIH apTThIPYFa bIKHAJ €Ty.

Tyiiin ce3mep: MapKeTIIICHCTED; AICKTPOHIBIK KOMMEPIIHS; KYPBUIBIC KYpaJIaphl; TANCHIPhICTap/IaH 0ac TapTy; MiHE3-KYJIBIK
(hakTOpNIAphl; JOTHCTHKATBIK MPOIecTep; OOmKay; MAIIHMHANBIK OKBITY; JKiKTey; rpaaueHTTi OycTiHTr,; Random Forest; mpeaukTHBTI

aHAJIMTHUKA.
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AHHoTanusi. B crartee paccmarpuBaeTcs IpoOieMa OTKa30B OT 3aKa30B B CErMEHTE
ctpouTtenbHbIXx UHCTpYMeHTOB (Power Tools u Hand Tools) Ha kpynHbIX MapkeTIuielicax 3a nepuos ¢ 1
okTs10ps 2024 rona mo 31 mapta 2025 roxa. MccnenoBanue 0CHOBaHO Ha TAaHHBIX HHTEPHET-Mara3uHa
— ©XEIHEBHBIX 3aKa3ax, IJle M0 KaxJoH miardopme Gpukcupyercs HECKONIbKO onepanuii. OCHOBHOE
BHUMAaHHUE YAEJIEHO OTKa3aM, KOTOPbIE MPOUCXOIAT JO IOIY4YEHMs] TOBapa WM B IIYHKTE BbIAAYH.
Takue cuTyamu paccMaTpUBAIOTCS KaK IMOKa3aTeNlb KauecTBa JIOTHCTUKU M oOcmyxuBaHus. s
aHaJIM3a IPUYMH OTKA30B HCIIOJIb30BAJIUCH METOAbl MALIMHHOTO 00yUYEeHUsI, TAKHE KaK JOIMCTUYECKas
perpeccusi, Random Forest u rpaguentHslii OycTuHT. VX pe3ynbTaTbl CpaBHUBAINCH MEXAY COOOM
¢ nomoIueko nokazareneil Tounoctu 1 ROC-AUC. B urore O6bU10 BBISBIEHO, YTO YPOBEHb OTKA30B
pa3nuyaeTcs B 3aBUCHMOCTH OT MapKeTiulelca. Taxke cTano MOHATHO, YTO MOJKHO CO3JaTh MOJIENb,
KoTopast OyZeT 3apaHee MpeJCKa3blBaTh BEPOATHOCTh OTKa3a. DTO MOMOTAeT KOMIIAHUSM CHIKAaTh
JIMILHUE 3aTpaThl U JIy4llle YIPaBIATh NpojakaMu. [IpakTuueckas 3HAY4MMOCTb pabOThI 3aKJII0YAETCS
B CO3JIaHUM MHCTPYMEHTA /ISl IPOrHO3UPOBAHHUS OTKA30B U MOBBIIICHUN 3()()EKTUBHOCTH MPOJIaX B
CErMEHTE CTPOUTENIbHBIX MHCTPYMEHTOB.

KiaroueBble cJioBa: MapKeTHJ’[CﬁCH; DJICKTPOHHAsA KOMMEpLHA; CTPOUTCIbHBIE HWHCTPYMEHTBI; OTKAa3bl 3aKa30B;
IIOBCACHYCCKUC q)aKTOpLI; JIOTUCTUYECKUE NPOUECCHI; MPOTHO3UPOBAHUE, MAIIMHHOC 06yquI/Ie; KJIaCCI/I(i)I/IKaHI/Iﬂ; Fpa,HI/IeHTHHﬁ

Oyctunr; Random Forest; npeankTuBHAas aHaIUTHKA.
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Abstract. The article examines order cancellations in the construction tools segment (Power
Tools and Hand Tools) across major marketplaces during the period from October 1, 2024 to March
31, 2025. The study is based on real data from an online store, including daily orders with several
transactions recorded for each marketplace. The main focus is on cancellations that happen before
the customer receives the product or at the pickup point. These cases are seen as early signs of
issues in logistics and service quality. To analyze the factors that influence cancellations, machine
learning methods were used, such as logistic regression, Random Forest, and gradient boosting.
The models were compared using classification accuracy and ROC-AUC metrics. The results show
that cancellation rates differ between marketplaces. They also confirm that it is possible to build a
model that can predict cancellations in advance. This can help reduce operational costs and improve
sales management. Overall, the practical value of the study is in developing a tool for predicting
cancellations and increasing efficiency in managing sales within the construction tools segment.

Keywords: marketplaces; e-commerce; construction tools; order cancellations; behavioral factors; logistics processes;

forecasting; machine learning; classification; gradient boosting; Random Forest; predictive analytics.

Kipicnme. XX raceipasiH cOHBIHIIA jk0HE X X FachIpabIH OachiHIa ITUGPIIBIK TEXHOJIOTHSIIAP
Te3 JaMBbII, cayJa callachblHa YJKEH e3repicTep eHri3li. bacramkpiga TeKk KOCBIMINIA CaTy >KOJBI
peTiHJIe KapacThIPbUIFaH IEKTPOH/IBIK KOMMEPIIHS YaKbIT 6T€ HAPBIKTA TYPAKTHI 9pi Aepoec xyiiere
aitHanel. UHTEpHETTIH KEHEI01, OHJIAiTH TeJIeM Kyienepi )KoHe KeTKi3y KbI3METTEPIiHIH aMybl CaThII
aNyIIblIapFa OpHAJIACKaH KepiHe KapamacTaH opTYypJii Tayapiapabl aidyra MyMKiHAik Oepai. Con
apKbLJIbl KOIITEreH CaTyIIblIap MEH CaThIIl aJlyIIbulapibl O1pIKTIPETIH MapKeTIuieicTep naina 0oslr,
KeHiHeH Tapanisl. [loCTKeHECTIK enjepae MapKeTIUIeHcTep epeKine XbUIIaM Jamblabl. MbIcabl,
2004 xbLIBI KUIM CaTaThlH WHTEpHET-AYKeH peTiHae ambuiraH Wildberries keliHHEH KypbUIbIC
Kypayjilapel MEH Oacka Tayapiapibl Ja caTarbiH ipi ruiardopmara aiiHamapl. Ozon miargopmacsl
Jla caTyIlIbUIapFa >KeTKI3y *OHE JIOTHUCTUKA KbI3METiH yChiHyMeH KazakcTaH HapbIFbIHIA OenceHi
xKyMbIc icTelt Oactansl. An Kaspi miardopmacer Kasakcranaa caynansl HUQpIaHabIpyaa MaHbI3IbI
peI aTKapZbl: O TelleM KbI3METTepiHeH OacTal, >KeTKi3yMeH OipiKTipUIreH TOJBIK MapKeTIUIeicke
neitin mameinel. OceiHIAl mmatdopmanap AepeKkTepal MaifalaHbi, cayJaHbl THIMAI Oackapyra
XKoHE OOCEKENeCTIK opTa KypyFa MYMKIHAIK Oepni.Kyppuibic Kypanmapbl CerMEHTI Jie OHJaiH
cayfaja TYpaKThl OPBIH alibl. OHIMHIH TOJNBIK CHIIATTaMachl, CypeTTEep MEH CaThIN ayIIbUIAP/IBIH
MIKipJIepi CeHIMAUTIKTI apTThIpabl. Mbicanbl, Makita KoMIaHUsACHl KYPBUIBIC Kypaslaphl calachlHIa
aneMIiK TaHbIMan OpeHarepaiH 6ipi 6onbin Tadbbutaasl. by 3eprrey Wildberries, Ozon »xone Kaspi
miaropmanapeiHa MEKTel, cebedi oapaa carbUIbIM KOJIeMi MEH JIOTUCTHKAIBIK MYMKIHIIKTED
JKaKChl JaMbIFaH, OyJ1 IepeKTep/Ii CalbICThIPYyFa MYMKIHIIIK Oepeti.

Frutbimu onebueTTepae MapKeTIieiicTep MeH dMEKTPOHABIK KOMMEPIUSAAFbl TYTHIHYIIBLIAP
MiHE3-KYJIKbI dpTYPJIi TYPFbIIAH KapacTeipbuiaabl. Meicansl, [JlementeeBa Wildberries Mbicanbinaa
MapKeTIUIeHCcTepi KYKBIKTHIK peTTey MaceneciH 3eprreni (lementwheBa, 2024: 15). Zhumakhan
aTopMazapiarskl KbI3MET KOPCeTy CalachlH KakcapTy YIIiH >KacaHAbl MHTEIJICKT KOJJIAHY/IbI
KapacTbipanbl (Kymaxan, 2024: 25). Urbanke, Kranz sxone Kolbe kaiitapynap/s! Oomkayra apHaIFraH
omictepai tankputaiabl (Urbanke, Kranz sxone Kolbe, 2024: 30). An Janakiraman, Syrdal xone
Freling kaiiTapy casicaTbIHBIH CaTbhIN aJTyIIbUIapFa acepin 3eprreitnai (Janakiraman et al., 2024: 40).byn
3epTTeyiep MapKeTIulelcTeperi TYTHIHYIIBIIAPAbIH IIEeIiM KaObUIAayblH KOHE KaWTapylapIibl
Tycinyre kemekreceai. Co apKbLIbl THIMJII 0acKapy CTpaTeTrHsUIaphbIH JKacayFa MYMKIHJIIK Oepeti.

Inictep MeH Matepuaaaap. by 3eprreyne ipi MapkeTmieicTepaeri KYpbulbIc Kypajaapbl
cermentinge (Power Tools — oamekrp kypanmapsl sxoHe Hand Tools — kom Kypanmapsr)
TamncChIpbICTapaH 0ac TapTy AMHAMUKACHI 3ePTTEN/Ii. DMIUPHUKAIBIK Heri3 perinae 2024 KbUIFbI
1 kazan men 2025 >xbutFbl 31 Hayphl3 apaibiFblHIAFbl Ke3eH (182 kyHAiK y3mikci3 Oakbiiay)
KAMTBUIFaH JEpeKTep >KUBIHTBIFBl KOJJAHBUIABL. Op MapKeTiuieiic OOoWbIHIIA KYH cailbiH 15-TeH
20-ra neiiH TarchIpbiC TipKeal, OyJl KYpbUIbIC KYpajJapblHbIH UHTEPHET-TYKEHIHJETr1 TYPaKThl
CYPaHBICTBI KOPCETYTe >KOHE CAJIBICTBIpMAbl TAJJAy JKacayFa MYMKIHIIK Oepii.3epTTey Tek Oac
TapTy KOPCETKINIIMEH IICKTEN i, SFHU Tayap/bl aJifaHFa JeliH Hemece OHbI Oepy MyHKTIHIE airy
Ke31H]Ie TalChIPBICTHIH KYIIIIH KO0 *KaFJailnapsl Ha3apra anbiHAbl. KIMeHTTIH OChl Ke3eHIeT1 opeKeTi
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epeKIle aHATUTHKAJIBIK KbI3BIFYIIBUIBIK TYIBIPAIbl, OHUTKEHI OJ TYTBIHYIIBIHBIH JIOTHCTUKAJIBIK
rapameTpiiepre, KeTKizy Mep3iMepiHe, KYTy ACHTeHiHE KOHE CEPBUC KOJIAMIBUIBIFBIHA aJFaITKbI
peakuusicelH kepcereni (Chen & Guestrin, 2016: 785). Tayapasl anraHHaH KeiHr1 KalTapyiaapaaH
allbIpMallbUIBIFBl, 0ac TapTy MApKeTHHITIK, aKHapaTThIK >XOHE ONEpalusuIbIK (aKTopiapblH
TOFBICYbIHAH Maija Oomnanapl, Oyi OHBI IUIaTdopma, caTyllbl >KOHE CaThll alylbl apachlHIAFbI
e3apa OpPEKeTTIH ce3iMTall KepceTkimn eremi. Kypbuislc KypanmapeliH TaHgay cebebi Je oiapIbiH
epekulenikrepine OainmaHbIcThl. bip jkarblHaH, OyJ Tayapnap caHajlbl TaHJay KaXeT ETeTiH,
TEXHUKAJIBIK TapamMeTpliepiH Oarajiar CaThIl allbIHATHIH OpTalla JKOHE >KOFaphl Oarajbl eHIMIEP
Ooutbin TabbUTaBl. EXiHIN KaFbIHAH, Kypal-caiMaH1ap MayChIMABIK CHUIIATKA, IIYFBIT KQXKETTUTIKKE
KOHE JKETKI3y Mep3iMJepiHEe ce3IMTajl, COHABIKTaH KYTylep COWKec KelMereH Xarjaiina Oac
TapTy BIKTUMAJIBIFBI JKOFapbUTaliabl. Byt Tayap TOOBIH Taigay UMITYJIbCTIK HEMECE TOMEH Oaraiibl
TayapjaplaH e3relle 3aHAbUIBIKTapAbl aHBIKTayFa MYMKIHIIK Oepeni. 3epTTEylIiH MakcaTbl —
MapKeTIUieicTep apachblHIaFbl 0ac TapTy JAEHrediHAeri CaHIblK aibIpMallbUIBIKTApAbl KOPCETY,
COHJAN-aK KYHAEJIKTI TalChIpbIC KeJieMi ykcac OojiFaH KyHAaeple e 0ac TapTy KYpbLIbIMbl MEH
KapKbIHIbUIBIFbI IOTUCTUKA, CEPBUC CAMAChI )KOHE ayUTOPUSHBIH MiHE3-KYJIKbI CUSKTHI (hJaKTOpIapra
OaiiaHbICTBl ©3repyl MYMKIH €KeHiH aHbIKTay. bac Tapryasl Tek omeparusuiblk kepcerkimn (KPI)
peTiHae FaHa eMeC, COHBIMEH Karap IUIaT(OpPMaJbIK IKOKYHEHIH oJICi3 TYCTapblH aHBIKTayFa
apHaJIFaH Kypasl peTiHae KapacTeipyra Oomanel. COHBIMEH KaTap, )KMHAKTAJIFaH JEPEKTep alldarbl
yakpITTa 0ac TapTy BIKTUMAJJIBIFBIH OOJDKayFa apHaJfaH MoOJeib KypyFa Heriz Oonanel. byn
cUmaTTaMalbIK TajfayldaH aHAJIUTUKAIBIK OOJDKaM »kacayra eTyre MyMKiHAIK Oepemi. Ochuiaiiia,
3epITey KYPBUIBIC KYpalJapbIHBIH 3JICKTPOHIBIK KOMMEPIHMSACHIHIAFBI 0ac TapTy ToyeKeIepiH
0acKapyJblH HHTEIJIEKTYalAbl KYpaJlapblH 931pJieyre jKOHe CaTy/blH >Kajlbl THIMAUIITH apTThIpyFa
OarbITTAIFaH SJIICTEMENIIK HeT13 KaJIbIIITaCThIPaIbI.

Kecre 1. 3eprrey keseninmeri Wildberries mmardopmaceiHmarsl TamnceIppicTap MeH 0Oac
TapTYJIAP/IbIH IMHAMHKACKI

. Kynine oprama Kaansl Kaansl 6ac
At Kynaep %
TANCBIPHIC CAHBI  TANCBHIPBIC CAHBI TapTy CaHbI
Kasau 31 18 558 48 8,6
Kapamra 30 17 510 44 8,6
XKenrokcan 31 19 589 63 10,7
Kanrap 31 16 496 39 7,9
AknaH 28 17 493 36 7,3
Hayps13 30 18 540 47 8,7
3186 277 8,7%

Kecre 2. 01.10.2024-31.03.2025 3eprrey ke3eHinmeri Ozon mnatdopMachiHAaFbI
TaICBIPBICTAP MEH 0ac TapTylapAblH AMHAMUKACHI

. Kynine oprama Kananbl Kaunel 6ac
Ail Kynnep %
TANCHIPbIC CAHBbI  TANCBHIPBIC CAHBI TapTy CaHbI
Kazan 31 17 527 36 6,8
Kapamra 30 18 540 39 7,2
Kenrokcan 31 20 620 58 9,4
Kanrap 31 16 496 31 6,3
Axman 28 17 493 29 5,9
Haypsi3 30 18 540 34 6,3
3216 227 7,1%
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Kecre 3. 01.10.2024-31.03.2025 3eprrey ke3eHinmgeri Kaspi mmardopmacsiaiarsl
TaICBIPBICTAp MEH 0ac TapTyiapAblH AMHAMUKACHI

. Kynine oprama Kananbl Kaunel 6ac
Al Kynnep %
TANCBIPBIC CAHBI  TAMNCBIPBIC CAHBI TapTy CaHbI
Kazan 31 16 496 28 5.6
Kapamra 30 17 510 32 6.3
Kentokcan 31 18 558 41 7.3
Kanrap 31 15 465 22 4.7
AKnaH 28 16 464 19 4.1
Hayps13 30 17 510 27 53
3003 169 5.6%

3eprreyae TayapiapablH HaKThl Oaragapbl KepceTiiMei, ce0edi KYphUIbIC Kypasiapbl CaHAThI
eTe KeH — OFO/DKETTI KOJI Kypasiapaan 0acTall, )Korapbl Oaralibl KOCiOW AJIEKTD JKaOabpIKTapbIHa ACHIHT1
OpTYpIi TayapiapAbl KaMTHIBL. baraHbl HAKTHI KOPCETy OpeHIKe, TEXHUKAJIBIK CUIIaTTaMaIapra )KoHe
Tayap/bIH MaKcaThbIiHAa OAHTaHBICTHI 3ePTTEY HOTIKENEPIH MIaTaCThIPYbl MYMKiH. COHIIBIKTaH 0aCThI
Ha3ap TaHjajdraH Oaraja eMec, MapKeTIuleicTepaeri 6ac TapTy AWHAMHKAChIHA OarbITTaliFaH, OJI
OTIEpaIMsUIbIK JKOHE CEPBHUCTIK TUIMIUIIKTIH MHAMKaTOphl Oonbin ecenteneai (Lundberg & Lee,
2017: 3). ConbplMeH KaTap, OyJ1 caHaTTarbl TYTHIHYIIBUIAP/bIH €PEKIIETIKTEPIH €CKEPY MaHBI3/IbI.
Kypbuibic KypanaapbiH K60iHE ep ajamMaap CaThIIT ajlajibl, a1 CaThII ayJiap parMoHaIIbI )KOHE HAKTHI
MaKcaTKa HETI3JIeNiTeH cumarka ue. VIMmynbCTiK TayapiapJaH alblpMalllbUIBIFbI, Kypaj-caiiMaHIbl
TaHJay 9/IeTTe TEXHUKAJBIK CHIIAaTTaMaslap/bl alblH ajla TeKCepy *KoHe MPAKTUKAJBIK KaXEeTTLTiK
Herizinae xysere acaabl. COHOBIKTaH AYMOLMOHAIBI (haKTOPIApIbIH ocepi a3, an 6ac TapTy KebiHe
JOTMCTHKANIBIK KiJipicTepre, Tayap CUIaTTaMalapblHbIH COWKEC KeJIMEyiHe HEMECE TarChIPBICTHI
OpBIH/AY Ke3iH/e KaTenikTepre OalIanbICThl OOMaIbI.

Wildberries
41%

Cyper 1. 3eprTey Ke3eHiHAET1 MapKeTIIecTepAeri TalChIPHICTAP/IbIH KAl CAaHbl MEH 0ac TapTy
JICHIeHiHIH CaJIBICTBIPMAJIbl TAIAAYbI

TeMeHie KOppesIUsIIBIK MaTPUIIAHbI KYPY JKOHE MAIIMHAIIBIK OKBITY MOJENbACPIH KOIIaHy
Ke31HJIe MaiaNaHbUIaThIH alHbIMaNbLIap Oepinred. Toyenci3 alHbIManbLap (Oenriiep) peTiHae
KeJIecuIep aJIbIH/IbI:

1. Price — TamnchIpbICThl peciMCY COTIHJIEr1 Tayap/blH KYHbI. AWHBIMANIbl KYpanJblH Oara
CErMEHTIH KOpCeTe/l *OHE CaThIN alylIbl YIIIH KapXKbUIBIK TOyeKell JeHIreHiMeH oleyeTTi TypAae
0aiiIaHBICTHI.

2. Delivery Days — tamnchipbic peciMIeNreH COTTeH OacTtan 6epy MyHKTiHEe TYCKEHTe IeHiHT1
HAKTBI )KETKI3y Mep3iMi (KYHMeH). byl KepceTKill JOruCTUKANIBIK THIMAUTIKTI CUITATTaiabl.

3. Rating — TayapapiH Oec OayblK MIKaia OOMBIHIIA OpTamia MaigallaHyIIbUTBIK Oarachl.
AWHBIMAITBI OHIMHIH KaOBUIJaHFaH CallachlH KOPCETE/Il.

4. Reviews — Tayapra KaJJIbIpblIFaH MiKipiep caHbl. KepceTkil TayapablH TaHBIMAJIbUIBIFbI
MEH OFaH JIeTeH CEHIMHIH MPOKCH-UHINKATOPHI KbI3METIH aTKapabl.
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5. Customer_ History — oCBI caTbII ayIIbIHBIH OYFaH JIeHiH peciMIereH TalChIPhICTaPBIHBIH
caHbl. ANHBIMAJIbl JIOSUIIABUIBIK JEHIeHIH jKoHE IaropMaMeH e3apa 1C-KUMbLT TIXKIpHUOECIH
KepceTesi.

6. Refusal — OuHapibl aifHBIMAJIBI: TayapAbl ajfaHfa JICHiH HeMmece Oepy MyHKTiHAe Oac
TapTKaH JKarjgaina 1 MoHiH, ajl TanceIpbIC COTTI asKTanFaHaa 0 MoHIH KaObUIJai Ibl.

7. Marketplace — mmargopmansr (Wildberries, Ozon, Kaspi) kepceTeTiH HOMHHAIIbI
allHBIMaJIBI, MOJIENIbICPAL OKBITY Ke3iHJe one-hot encoding oiciMeH KOATaNabI.

(1) FEATURE INPUT (4) REFUSAL PREDICTION & ANALYSIS
s P(Y=1|X)
* Price D= {X,,Y,,....(Xn,Ya} Refusal probability . -
* Delivery, Days . : - (A,B,C,D, ) F, F,G)
o - X = {Price, Delivery_Days, Rating,
ting v
: Rif .'”"& Reviews, Customer,History, > (. Price_rescaled * Accuracy
‘un.w.w Marketplace} « Delivery encoded =» « Precision
b L'F‘s“"“cr— Ye {0,1) « Rating_bucketed * Recall
e 0: Normal Order e kel e
* Marketplace 1: Refused Order * Customer_one-hot » (0,0,1,0,0,0,0)

| |
\ 4

(2) FEATURE ENGINEERING & ENCODING (3) MODEL TRAINING

Price_rescaled  |—>[WB, Ozon, Kaspi} — [[ 1,0, 0]] > = :
el i ed : i i : * Logistic Regression Xencoded > Machine Learning
e G y e
o= r);,_ s — One-Hot Encoding— [1,0,0] LB EL e Model -+ P(Y =1| X)
« Rating_buckete il 3
« Reviews scaled -~ WB, Ozon, Kaspi}— One-Hot * Gradient Boosting 3 Accuracy — Precision
s 1.3 :
» Customer_one-hot » Encoding —> [1,0,0] PCY =11X) = " Recall = F1-score )
: T+ e fx,— Asm | 258
\!f =B = Po = Pnamet — %1 P é IK/
(3) MODEL TRAINING | Performance metrics. 1 4%
{ — Accuracy, Precision, Recall, F1-score Faise Positive Rate
|+ Logistic Regression | o [==.=X:n] J—
+ Random Forest — P(Y =1]X) = P,6) __—‘_p [A, B, C, D, Iy F; G) = One-Hot Encoding (0,0,1,0,0)
« Gradient Boosting — encoded fCalurr::\Jl * ROC Curve

Cyper 2. bac Taptynapabl 60mKay cXemMachl

2-cypeTTe MapKeTIUIeHCTEpIeri TanchiphicTapAad 0ac TapTybl O0JDKay YIIiH KOJAaHbLIIATHIH
AQHAJIUTUKAJIBIK KYHEeHIH apXUTEKTypachl KOpPCEeTUIreH. byl xylie TOpT peTTeNreH Ke3eHHEH TYpabl:
Kipic Oenriyiepin naibIHay, Oenariiepai oHIey )KoHe KOATay, MOJICIIbI1 OKBITY, XKOHE COHFBI 00JKaM/IbI
Tajujaay.

Bipinmi ke3exne (Feature Input) nepekrepaiy 6acranksl sxubiHTBIFBI D = {(X;, Y;)}",
KaJpInTacaasl, MyHJIarel X; — Tayap OarachlH, JKETKi3y Mep3iMiH, PEWTHHITI, MiKipiep CaHbIH,
KJIMEHTTIH CATHII ally TAPUXbIH )KOHE MAaPKETIIEHCKE TUECUTUIITH KAMTHTBIH TallChIPbIC OENTUIEPiHIH
Bektopsl, an Y; € {0,1} — Oac tapry dakriciH KepceTeTiH GHHAPIBI HBICAHAJBI ANHBIMAIBI.
ConppikTan OyJ1 Mocene OnHapIbl Kiaaccuukamus ecedl peTiHae KapacThIPbLIa bl

Exinmn ke3enzae (Feature Engineering & Encoding) Gactankel Genrisep ManiuHaIbIK OKBITY
aJTOPUTM/ICPiHE BIHFAUIIBI opMaTKa KenTipineni. CaHabIK KOPCETKIITep MacmTadTanaapl (MbICAIHI,
Price rescaled, Reviews_scaled), yakpITKa OaiiiaHBICTBI CUTIATTaMamap KOATAIA b, a1 MapKeTILIeic
CHSIKTBI KaTeTOpUsJIBIK allHbIMasbUiap one-hot encoding omici apkbuibl TypiaeHIipineni. Mynaai
OHJICY SPTYPI eJeM OipiiKTEepiHiH dCepiH a3alThII, KaTerOpUsUIBIK JEPEKTEpi MOJENbre THIMII
€Hri3yre MyMKiH/IK Oepei.

Yurinmi ke3eH (Model Training) OGipHeme kinaccuuKanus aJrOpUTMIEPIH OKBITYIIbI
KamTuabl. bazansik Monmens peTinae keneci popmyna 60ibIHIIAa 6ac TAPTY BIKTUMAJIIBIFBIH Oaraiay/ibl
JKY3€ere achIpaThiH JIOTUCTHKAJIBIK PETPECCHS KOJITAHBLIAIbI:

1

PY =1]X) =1 T e BotBrart+ Brmm)

ChI3BIKTBIK eMec OaiiaHbICTapbpl aHBIKTAy YIUIH aHCaMOJbAIK oaicTep, siFHM Random
Forest xone Gradient Boosting anroputrmaepi KongaHbuiaael. byn anroputmzaep OipHelle MIEmIiM
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aralTapblH KYpBII, OJApAbIH HOTHXKENEpiH OIpIKTIpY apKbUibl XyMbIC icTeiai. OcblHAal Tocil
MOJIENb/IIH TYPAKThUIBIFbIH apPTTHIPHII, KIKTEY HOTUKECIHIH JIQJITH jKaKcapTaabl.

Kopoiteinael ke3eHne (Refusal Prediction & Analysis) monens op Ttamnceipma OoifbiHIIA
6ac Tapry wiktuMamaeiFeiH P(Y = 1 | X)) ecenreiimi. AnblHFaH HOTHKeJepAi Oaranmay yIoiH
OipHere kepceTKim Koymanbuiaasl. OmapasiH iminge Accuracy, Precision, Recall sxone F1-score 6ap.
ConbiMen katap ROC-KUCBHIK KypacThIpbUIBII, OHBIH acThiHaarsl aynaH (AUC) ecenrteneni. bynan
Oeunek, 6ac Tapty cebenrepi (A—G) BekTop TYpiHIe OenriieHin, Oip TancelpmMaga OipHene ceOenTiH
0O0TyBI 1a eCKepiei.

YCBIHBUTFAH cXeMa JiepeKTepAl Oactankel OenriiepaeH Oactar, COHFBI 00Ky HOTHKECIH
anFaHra JeiiHri OapiblK Tanjay Ke3eHAepiH kepceredl. MyHaal xyie 6ac TapTy BIKTUMAaJbIFbIH
alJIbIH ajla aHbIKTayFa *oHe OHbl THIMJII Oackapyra kemekrecenl. HoTmkecinae mapkeriuieiicre
HIeTIM KaObUTaay/ bl KOJAANTHIH KYHEHI jKacayFa MYMKIHIIIK TyasIbl.

Hortu:kesiep MeH TajkblIayiaap. byn 3epTreynae MallnHaNbIK OKBITY TEK KOCBIMINIA Kypa
eMec, TarChIpbICTapAaH 0ac TapTy BIKTUMAJIBIFBIH OOJDKAYIBIH HET13T1 9/1iC1 PETiH/E KapaCThIPBLIIbI.
AJNBIMEH JepeKTep alJblH ala OHJEYIeH OTTi: Ta3apThUIAbI, KAaTeTOPHUSUIBIK OeNrijiep KOATAaJIbI
JKOHE CaHJBIK alHbIManbLUIap HOpManu3anusutanael. Ockinan keiiiH Refusal OuHapibl HbICaHAIBI
aHBIMAJIBICHI 0P OKBITY JEPEKTEP SKUBIHTHIFBI KAJIBIITACTHIPBUIIBI.

Knaccupukanus TanchlpMachlH IIENIy VINIH YII  HETi3T  aJrOpuT™M  KOJAaHBUIIBL:
noructukanblk perpeccus, Random Forest >xone rpamuentti Oyctunr (Balaram et al., 2022:
10). Jloructukanbik perpeccusi 6a3anblK MOJEIb PETIHIE aJbIHbIIN, opOip (akTopAbIH Oac TapTyra
KAHIIAJIBIKTHI 9Cep €TEeTiHIH TYCIHyre MYMKIHIK Oepai. byn oxic keTki3zy mep3imi, Tayap pedTHHT1
JKOHE KJIIMEHTTIH CaThINl ally TapuXbl 0ac TapTy BIKTUMAJIBIFBIHA TIKEJIICH oCep €TETiHIH KOPCETTI.
Amnaiina, o1 Kypedi )koHe CBI3BIKTHIK eMec OaiTaHbICTap bl TONBIK allla aIMaiIbl.

Random Forest ofici GipHele memniM aramTapblH KYPbIT, OJapblH HOTHXKENEPiH OipiKTipy
apKbUIBI JepeKTepaeri Kypeni OailaHbICTapAbl )KaKChIpaK aHBIKTaIbl. byl MOJeNnb JTOTMCTUKAIBIK
perpeccusiMeH CajbICTBIPFaHa JKOFaphl JQJIIK KOPCETTI JKOHE KaJlFaH OH HOTHXKEJEpAiH CaHbIH
azaiTThl. benruiepiH MaHBI3AbUIBIFBIH TaJIJay KETKi3y YaKbITHIHBIH €H MaHbI3/Ibl (DaKTOp €KEHiH,
COHBIMEH KaTap Tayap peHTHHI1 MEH IIKIpJIep CaHbl CaThII aTyLIbIHBIH CEHIM JIEHI€HiHE dcep eTEeTIHIH
pacrapl.

EH >korapbl HOTWIKEHI TpaJMEHTTI OYCTHHI aJIrOpUTMI KepceTTi. bys omic anabIHFBI
KaJlaMJIap/iaFel KateJaepai OipTiHAe TY3eTill, MOJEIbIIH ISJIIriH apTThipaabl. HoTmwkeciHae OHbIH
ROC-AUC kepceTkili eH *Korapbl OONIbI, SIFHU OJ1 6ac TapTy BIKTUMAJIBIFBI )KOFAPHI )KOHE TOMEH
TarchIpbICTap/bl HAKTHI a)KbIpaTa anajabl. by nepexrepse Tek KapanailbiM emec, KypAei ®KoHe e3apa
OaiianpICKaH (aKkToOpIapAbIH Oap eKeHiH JAdIeAehHal.
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Mutual information matrix
between e-commerce features and auferefusal
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Cyper 3. benrinep MeH 0ac TapTy allHBIMAJIBICBIHBIH KOPPEJSIUSIIBIK MaTPUIACHI

Koppensmusiiaplk Marpuiia Moaenberi canablk oenriiep meH «Refusal» (tamnceipeicTan Oac
TapTy) ailHBIMANbBICHl apachIHJAFbl OailnaHbic AeHreiliH kepcereni. Kapanaiibim TinmmeH alTKaH7a,
OyJ1 Oip KOPCETKIIITIH 3repyl eKiHIIICiHe KAHIIANBIKTHI 9Cep €TETiHIH KoHe Kail (pakToprapasiH 6ac
TapTyFra KeOipeKk OaillaHbICThl EKeHIH aHBIKTayFa KOMEKTECEIl.

Marpunazna OipHelIe Heri3ri KopceTKIimTep KapacThIpbuiapl: Tayap Oaracel (Price), xeTkizy
mepsimi (Delivery Days), peiitunr (Rating), mixipiep canbl (Reviews), KIMEHTTIH caTbill amy
tapuxsl (Customer History) xoHe mapketieiicke Tueciaiiri. Koppensuus koadgdunuenti —1 men
+1 apanbiFbiHa €3repei:

— OH MOHJIEp KOPCETKIMTEPIIH Oipre oceTiHiH,

— Tepic MoHAep Oipeyi apTKaH/a eKIiHIIIC] a3asThIHABIFbIH,

— aJI HeJITe YKaKbIH MOHJIEP dJIci3 OaimanbicTh Olmaipeni (Magano et al., 2024: 5).

Tannay HoTmkeci OOWBIHINA, €H aWKbIH OH OaillaHBIC JKETKi3y Mep3imMi MeH 06ac TapTy
apacelHaa Oaiikanabl. SIFHM, KETKi3y YakKbIThl y3aK OONFaH caiiblH TamchelppicTaH Oac TapTy
BIKTUMAJIJIBIFBl  apTaAbl. BYJl JIOTUCTHKAaHBIH OCBl CETMEHTT€ MaHBI3Ibl POJ aTKapaThIHBIH
Kepcerenl. Al Tayap pEeHTHMHIT MEH Oac TapTy, COHJAal-aK KJIMEHTTIH CaTblll ajdy Tapuxbl MEH
Oac TapTy apacbiHaa Tepic OaliaHbIC aHBIKTaNbl. by gereHimi3, pedTHHI1 )KOFaphl Tayapiap MEH
OYpBIH >KH1 CaThIIl AJIFaH KIMEHTTEp/e 0ac TapTy BIKTUMAJIIbIFbl TOMEH O0JIa Ibl.

KopbiThiHabl. byn 3eprreyne TamncelpbicTapaH Oac TapTy KoHE Kailtapy cebenrepi
KYHeseHin, oNlapAbplH Maiina 0oy cumarel, Kail KE3eHIE OpPbIH alaTbIHbl KOHE KAHIIAIBIKTHI
Oackapyra OonaThIHBI KapacTHIPBULABL. Tanmmay HOTHXKECi KepceTKeHneH, cedenrepiin Oip Oemiri
TYTHIHYIIBIHBIH MiHE3-KYJIKBI MEH aKmapaTThl KaObuigayblHa OalIaHBICTBI OoJsica, eKiHIm Oediri
r1aTopMaarsl JJOTHCTUKA MEH KbI3MET KOpCeTy carachlHa Toyeni. MbIcanbl, HAIPICTIK aKayaap
HEMecCe TarChIPBICTHI OPBIHAAY Ke3iHJAEeri KaTelikTep KeOiHe Tayap/bl ajlfaHHAaH KeWiH Kaitapyra
oKese/l. AJl KETKi3y Kelliryi HeMece KbI3MeT KOpCeTy KOJIaChI3IbIFbI CUSKTHI (DakTopiiap kebiHece
Tayapabl any Ke3eHiHae Oac Tapryra cebem Oomanbl. CoHbIMEH Karap, KeWOip skarmaiiapia
TYTHIHYIIBIHBIH KEKe IIeIIM/Iepl HeMece KYTIEereH apeKeTTepl ekl Ke3eH1e e OaiKaibIi, KOChIMIIA
TOyeKeJ TyIbIpabl.

¥ CBIHBUIFAH JKIKTE€Y TEK CHIMATTay YIIiH eMec, AePEKTepi KypbUIbIMAI, oJapibl TajaayFa
JKOHE MOJETbJCYTe BIHFAINIbI opMaTKa KenTipyre MyMKiHAiK Oepeni. backapyra GomaTbiH xoHE
TYTBIHYIIbIFa OaiaHbICThl (pakTopriapasl 06y KOMIIAHMsIapFa HAKThl IIEHIMaep KaObliaayra
KeMeKTecei. MbIcabl, Tayap KapTOuKaJapblH jKaKCapTy, JIOTUCTUKAHBI KETUIIIPY, CallaHbl OaKpliay
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JKYHMECIH €HT13y HeMece ToyeKel i Oaranay MOJeIbAECpPIH KOJIIaHY.

Ocspunaiima, Oy KiKTey Oac TapTyabl OoJDKay MOAENbIEpiH Kypyra Heri3 Oomaapl. On
KapanaiibiM OakbUlaylaH aHAJIUTUKAJIBIK OOJKayFa eTyre MYMKIHAIK Oepeni koHe Oac TapTyIibl
KE3/ICUCOK KYOBUIBIC €MeC, opTYpii (akTopiapIblH OCEpiHEH Naiaa OOJaThlH HOTHIKE PETIHJE
KapacThIpyFa *koJl amazsl. byn mapkeriielictepae 6ac TapTy MeH KalTapy ToyekenepiH Oackapyra
apHaJIFaH MHTEJUIEKTYal bl )KyHenepal JaMbITyFa Heri3 Oosabl.

ConbiMeH Oipre, OGapiblK Oac TapTylapAbl TEK HEraTHBTI (akTopiapMeH OaillaHBICTBIPY
nypeic emec. KeiiOip »araaiinapaa caTbln adylibl 3aH1bl TYPAE 63 KYKBIFBIH MaljaaHbIl, TayapAaH
Oac tapranel. OHNaiH caymaga Oyl — TYTHIHYIIBIHBI KOPFAyIbIH MaHbI3Ab! Oemiri. CoHIbIKTaH Oac
TapTyAblH Oenriial Oip yleci xkeke cedenrepre OalaHbICTBl OONAbl JKOHE OHBI TOJBIK OODKAy
opaaiibiM MyMKiH emec. byt anam (hakTopbIH MOJIENIb/IE eCKepY KaKeT. 3epTTey HOTHKEIepl KYPhLIbIC
KYpajJapbl CErMEHTIH/IE CYPaHBICTBHIH MAayChIMIBIK ©3TepiCTepre TOyelNlI €KCHIH 1€ KOpCEeTe/l.
Kbun mesrimiHe OalaHBICTBI OHJIAWH CaThUIBIMAAP MEH 0ac TapTy HACHreii e3repyl MYMKIiH.
Bbonamakra 3eprreyni KeHEHTiN, MayChIMABIK (hakTopiaapAbl *KOHE YaKbITTBIK JIEPEKTepAl Taiaay
YKOCTIAPJIAHBII OTBIP. By TYTHIHYIIBIIAPABIH MiHE3-KYJIKBIH TEPEHIPEK TYCIHYyre MYMKIHAIK Oepei.
Kanme! anrana, >KHHAIFAH IEPEKTEP KOJIEMi KETKUTIKT1, COHABIKTAH OJapAbl Y3aK Mep3iM/i Tanaay
YUIiH maigananyra Oomanpl. By nepextep apKbUIbl TPEHATEPIi, MAayCBIMABIK ©3TepIiCTepAl KOHE
TYTHIHYIIBIIAP MiHE3-KYJIKBIH/IAFBI ©3repicTep/ii aHbIKTayFa MyMKiHAIK 6ap. COHBIMEH Karap, yaKbIT
OOMBIHIIIA CABICTBIPY XKYPIi3il, KbICKa MEP3IMIl TaiayJjaH TOJBIKKAH (bl aHATUTHUKAJIBIK 3epTTEyTe
KOIIIyre >Kar/1ai jkacaaabl.
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Abstract. Modern cyber threats are characterized by a high degree of complexity and
variability, which makes the task of protecting corporate networks from confidential data leakage
especially relevant. Traditional approaches to information security are losing their effectiveness when
faced with attacks based on anomalous user behavior and the use of covert communication channels.
In this regard, the role of next-generation firewalls (NGFW) and intrusion detection and prevention
systems (IDS/IPS) is increasing. This study is aimed at exploring the possibilities of integrating NGFW
and IDS/IPS with machine learning technologies to enable intelligent analysis of network traffic. As
part of the practical component, a module was developed in the Python programming language, based
on the Random Forest algorithm, which provides automatic threat classification. The module was
tested to see how well it works when people try to attack it. This was done to find out if it is really useful
in the world. This work is, about keeping information safe and secure using artificial intelligence. We
looked at the problems we are facing now with keeping data safe and we tried to come up with some
solutions.

Keywords: NGFW, IDS/IPS, Random Forest, data protection, artificial intelligence, cybersecurity.
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Angarna. 3amMaHayd KuOepKayllTep >KOFapbl KYpIAENUIIK MEeH e3repMeiuliK JAeHreiliMeH
cunarraiaabl, Oyl KOPHOPAaTUBTIK >KEIUIepHAl KYMHs aKMapaTThlH CHIPThIHA IIBIFYbIHAH KOpFay
MIHJETIH epeKiie ©3eKTi eTeli. AKMapaTThIK KayilCi3MiKKe apHalFaH AOCTYPJl TOCUIIEp
naiilanaHymblIapAbplH ~ aTUNTIK  MIHE3-KYJIKbIHA JKOHE KACBIPbIH OaiflaHbIC apHalapbIHBIH
KOJIZJAaHBUTYybIHA HETi3/eNreH wmalybUigapMeH Oerme-0eT KeiareHae 3 THIMIUIMH JKOFalTabl.
Ocpiran OainaHpICTHI Kejeci OybIHAars! xemiapanbik dxpanaapasiH (NGFW) xone malysiinapast
aHBIKTAY XoHe anabiH any xyienepinig (IDS/IPS) pemni aptem keneni. Ocwl 3eprrey NGFW sxoHe
IDS/IPS xyiienepin MalIMHAIBIK OKBITY TEXHOJIOTUSJIAPbIMEH O1pIKTIPY MYMKIHIIKTEPIH 3€pTTEYTE,
KENTIK TpapUKTI MHTEJUIEKTYaJI bl TaJAay/lbl )KY3€re achIpyFa KoHE JIePEKTEePAiH bIKTUMAI ChIPTKA
IIBIFY apHAJIAPBIHBIH aHBIKTayFa OarbITTasFaH. Toxipubenik 6eniM asceinga Python 6armapnamanay
TUTIHIE MOAYJb 93ipJCHI, OHBIH HETI3IHIE KayinTepAi aBTOMATThI TYpHe KIKTEYAl KamMTamachl3
etetii Random Forest anroputmi »karbip. MoaynbIuH TUUMAMIEPU MEH HAKTHl JKaraainapiaa
KOJITaHBIFa >KaramJIbUIBIFBIH Oarajay YIIiH SpTYpili maldybll ClieHapUIepiHAe TeCTiNeH Ky pri3iii.
Byt xxymbIcTa sxeke aedexTepai KalbIKi3 )KoHe CeHIM/I TYp/Ie KacaH/Ibl UHTEIUIEKTTIH KOMepirMeH
KOpFail )karpIHa aiThuTael. OChIFaH OANTaHBICTHI YCHIHBUTFAH )KYMBICTA JeeKTep/Ii KalbINKi3aiHe
KaTBICTHI ©3€KTi dJIEMJIIK MOCelIesiep TalIaHbII, OJIap bl MIEITy KOIJaphl YCHIHBUIAIBI.

Tyiiin cesnep: NGFW, IDS/IPS, Random Forest, nedekrepai Kopraii, skacaHabl HHTEIICKT, KHOSPKANBITIKI3IiK.
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AnHoTanusi. CoBpeMeHHble KHOEpYrpo3bl  XapaKTEpPHU3YIOTCS  BBICOKOM  CTENEHBIO
CJIOKHOCTH M BapUaTWBHOCTH, YTO JIEJNaeT 3ajady OOECIedeHHs 3alIUThl KOPIOPATUBHBIX CETEH
OT yTEYKH KOH(HICHIMATbHON HH(pOpMAIMU OCOOCHHO aKTyanbHOW. TpaauIMOHHBIE MOIXOBI
K MH(OpMalMOHHON 0€30MacHOCTH yTpauMBalOT 3()P(PEKTUBHOCTh MPHU CTOJKHOBEHUH C aTaKaMu,
OCHOBaHHBIMM Ha aTUIHMYHOM I[OBEIECHUU IOJb30BAaTENIEH M HCIOJB30BAaHUM CKPBITHIX KaHAJIOB
KOMMYHHKaIMH. B CBsI3u ¢ 5TUM BO3pacTaeT pojiib MEKCETEBbIX IKPaHOB HOBOTo nokosieHus: (NGFW)
U cucteM oOHapykeHusi u mpenorBpamieHus BropkeHuit (IDS/IPS). Hacrosiee uccnenoBanme
HanpaBJICHO Ha u3ydyeHHe Bo3MokHOcTed wuHTerpammu NGFW wu IDS/IPS ¢ TexHomorusmu

47


mailto:zharkynulydaniyar@gmail.com
https://orcid.org/0009-0009-6653-3057
mailto:rahatykylas18@gmail.com
https://orcid.org/0009-0006-4617-3996
mailto:ziyatbekova1@gmail.com
mailto:ziyatbekova1@gmail.com
https://orcid.org/0000-0002-9290-6074
https://orcid.org/0000-0002-0843-8053
mailto:zharkynulydaniyar@gmail.com
https://orcid.org/0009-0009-6653-3057
mailto:rahatykylas18@gmail.com
https://orcid.org/0009-0006-4617-3996

ISSN (print) 3135-1840  eISSN (online) 3135-1859 Smart Technologies Journal, 2(1) - 2026

MAIIMHHOTO OOy4YeHus A pealn3alliid HWHTEJUICKTYaJIbHOTO aHaln3a CeTeBOro Tpaduka Hu
BBISIBIICHUS] TIOTEHIMAJIBHBIX KaHAJIOB YTEUKH JaHHbIX. B paMkax mpakTuueckoil yactu paspaboraH
MOJy/Ib Ha fA3bIKe IIporpammupoBanus Python, B ocHoBe koToporo nexur anroputM Random Forest,
o0ecrieunBarOLIMi aBTOMATHUECKYI0 Kiaccu(ukauuoo yrpos. IlpoBeneHo TecTupoBaHHEe MOIYIs
Ha pa3IMYHbIX CIIEHApUAX aTaK AJs OLEHKH ero 3(p(QeKTUBHOCTH U NPUMEHMMOCTH B peajbHbIX
ycnoBusx. B naHHO# pa®oTe paccMaTpuBaeTcs 3alluTa MEPCOHATIbHBIX JAHHBIX C UCIOIb30BaHHEM
HCKYCCTBEHHOTO MHTEJUIEKTa, 00eCIeurBalomias ux 0e30MacHOCTh U HaIeKHOCTb. B ¢BsA3M ¢ 3TUM B
MIPEJCTAaBICHHOM HMCCIIEOBAaHUH MPOAHAIM3HUPOBAHBI aKTyaJlbHbIe MUPOBBIE TPOOJIEMBbI, CBA3aHHBIC
¢ 0€30I1aCHOCTBIO JAaHHBIX, U IPEUIOKEHBI ITyTH UX PELICHNUS.

Kawuesbie cioBa: NGFW, IDS/IPS, Random Forest, 3amura 1aHHbBIX, HCKYCCTBEHHBIH HHTEIUICKT, KHOSPOE30MaCHOCTb.

Introduction. In the context of the modern digital world, the issue of personal data protection
has surpassed the usual approaches, achieving a qualitatively high level of development in terms
of the application of artificial intelligence (Al) technologies. Based on empirical data, it has been
confirmed that, while human factors and passwords are still considered major factors in the occurrence
of cyberattacks, Al systems help to eliminate these factors through the fast processing of large amounts
of data and the accurate identification of anomalies. At the same time, the application of Al in biometric
systems, such as fingerprints and Face ID, helps to achieve high accuracy in identifying the unique
biological characteristics of an individual, thus reducing the risks of unauthorized access to personal
data to a minimum. Most critically, the ability of Al to learn and improve helps to enhance the defense
mechanisms in response to new cyber threats, thus making Al a critical factor in the maintenance of
the integrity and confidentiality of the digital world at an intelligent level.

In the context of the overall digitalization process in the world, the role of information as a
strategic asset has been recognized, and the issue of ensuring the security of this information represents
a pressing scientific and technological challenge. It has been established that careless handling of
personal data by users frequently leads to theft or dissemination of this data without authorization.
Today, the level of public awareness with regard to the proper use of Al technologies is insufficient.
The quick development of cyber threats, such as malware, phishing, etc., along with low digital literacy
of users, indicates the shortcomings of traditional methods for protecting users. In this context, the goal
of this research is to examine the role of Al technologies in the protection of personal data and their
effectiveness in the modern information environment.

Artificial intelligence and personal data security: current state and principal threats. The
extensive use of Al technologies in digital services, which started in 2020, should be noted. Before
the introduction of Al technologies, users mostly used various gadgets, such as smartphones, personal
computers, and external devices, for storing personal data. Nevertheless, the issue of theft and leakage
of this data without authorization has been persistently relevant (Bishop 2006:738).

One of the main contributors to this problem is the lack of adequate adherence by users
to information security guidelines. In particular, the use of inadequate passwords, such as those
containing low-complexity characters, provides a conducive environment for a successful cyberattack.
Information security studies have shown that inadequate passwords remain one of the top weaknesses
of cyberattacks.

Generally, the comparative analysis of the problem shows that the implementation of
Al technologies is consistent with a positive trend of increased data security (Figure 1). The
implementation of Al technologies has led to the development of a modern concept of data security,
where this technology is a part of modern cybersecurity. This technology allows for the precise
detection of anomalies and suspicious deviations, which can be imperceptible even for a human eye,
through the rapid analysis of large volumes of data.

In addition, this technology not only responds to cyberattacks but also takes a proactive stance
by assessing possible cyberattack scenarios. In this case, the system promptly blocks any malicious
activity, thereby developing a robust defense against cyberattacks. In terms of internal security,
monitoring of user activity is carried out to prevent internal data breaches (Kaspersky Lab 2021:210).
Most importantly, this technology constantly evolves against emerging hacking techniques, thereby
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ensuring intelligent security for the digital ecosystem.
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Figure 1. Artificial Intelligence as a Guarantee of Digital Security

Presently, the exploration of techniques for the safe storage of information using artificial
intelligence is an extremely relevant issue. This is due to the capability of artificial intelligence to
analyze large amounts of information from the internet. Therefore, it is logically imperative to establish
security protocols using this form of intelligence. One of the advantages of using artificial intelligence
is its capability to analyze large amounts of information within a short time. In addition, it is capable
of automatically detecting suspicious activities. In particular, artificial intelligence is instrumental in
the development of biometric-based authentications, which involve the use of distinctive biological
features, especially where the need for the safe storage of confidential information is imperative
(Kaspersky Lab, 2021:210). In particular, as shown in Figure 2, artificial intelligence is instrumental
in the identification of an individual using images, especially where it deeply examines distinctive
features, such as fingerprints. This makes it one of the safest techniques for the protection of
information from misuse by other parties (Whitman et al., 2018:640; Sharda et al., 2020:832).

- \:;.' » '
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FACE ID TECHNOLOGY e

TRUEDEPTH CAMERA SYSTEM

Figure 2. Types of Al-Based Biometric Protection: Fingerprint and Face ID Technologies

Methodology. Analysis of Existing Solutions and NGFW Architecture. From the time of the
emergence of computer networks, the security of computer networks has been a primary issue of
concern. The first generation of firewall technology introduced basic packet filtering technology based
on a set of parameters. The parameters included source and destination IP addresses, port numbers,
and network protocol types. The first generation of firewall technology operated at OSI protocol stack
layer 3 and allowed data to be either allowed or blocked based on a set of parameters. This technology
worked well in environments where network interactions were limited and threats were minimal.

With the increase in network infrastructure and the number of network devices, attackers
began using complex attack strategies. The traditional firewall technology had functional limitations
in this regard. Attackers began using complex strategies to attack computer networks. These
strategies included sending malicious data in allowed protocol data units, using application-layer
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attacks, and using encryption to hide malicious activity. These factors weakened the effectiveness
of traditional security solutions against emerging threats. The emergence of cloud computing,
virtualization technology, and mobile computing devices introduced fundamental changes in the
network infrastructure of corporate entities. A distributed computing environment emerged, and
BYOD and SaaS technologies widened the attack surface of computer networks. During this time,
security needs also started to change in response to emerging threats.

Next-generation firewalls or NGFWs are really good, at helping with security. Next-generation
firewalls do what regular firewalls do. They also have some extra features. These features include
things that help stop people from getting in control over what apps can be used and smart ways
to look at traffic. Next-generation firewalls can also look closely at each packet of data, control
which apps are used check traffic that is encrypted including TLS 1.3 filter things based on who
is using them and work with other systems that know about threats. NGFWs also offer in-depth
packet inspection (DPI), application control, encrypted traffic inspection including TLS 1.3, user-level
filtering, and integration with external threat intelligence capabilities. Thus, NGFWs represent a
natural evolution in the development and delivery of cybersecurity products that offer multi-layered
security capabilities on network, application, user, and content levels. This evolution is particularly
relevant in the context of advanced persistent threats (APTs) used by both cybercrime syndicates
and state actors. The inclusion of artificial intelligence and machine learning capabilities in NGFWs
enables them to identify unknown threats through behavioral analysis and dynamic adaptation to
changes in the evolving cyber risk landscape (Schneier 2015:784; Tsai et al. 2009:11994-12000).
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Figure 3. Growth in the Number of Cyberattacks and Information Security Incidents (2010-2024)

The above graph (Figure 3) illustrates the exponential rise in recorded cybersecurity incidents
over the last fifteen years, as per data provided by IBM X-Force and ENISA statistics. There is
an evident link between the evolution of threats and the need to migrate from traditional firewalls
to NGFWs. There is also a significant spike in incidents recorded after 2020, reflecting the onset
of remote working, the emergence of cloud computing technologies, and increased APT syndicate
activities.

Discussion and Results. Architecture of Next-Generation Firewalls (NGFW). The solution
architecture for an NGFW solution would typically involve staged traffic processing, which would
include session analysis, application identification, verification against known threat signatures,
behavioral analysis, and finally, decision-making with regard to the permission or denial of the
network connection. This is essentially an example of the solution architecture offered by Palo Alto
Networks. In the context of the deployment of security systems within large-scale corporate entities,
it is necessary to consider not only the potential threats, but also the architectural characteristics of the
corporate network. For example, consider the hypothetical scenario with regard to the integration of a
security system within a multinational corporation with a distributed infrastructure, including multiple
data centers located across the world. The principal threats with regard to the corporate network would
include distributed denial-of-service attacks, phishing, and information leak risks (Hamid et al. 2016:
1-22; Biswas et al. 2018: 101-114).

Initial Conditions:

The multinational corporation has a corporate network with thousands of users distributed
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across different offices and data centers. The principal threats with regard to the corporate network
would include distributed denial-of-service attacks, phishing, and information leak risks.

Implemented Measures:

1. Deployment of NGFW.

The next-generation firewalls were implemented to strengthen the security of the network
perimeter, controlling applications while filtering at the application level. This measure offered
protection from sophisticated attacks, including SQL injections, phishing, and DDoS, while at
the same time providing increased transparency and visibility, thus facilitating early detection of
anomalies.

2. Implementation of IDS/IPS.

To detect internal threats, an IDS/IPs system was integrated, thus providing the ability to
detect anomalies at the network level. This measure allowed for the detection of unauthorized access,
prevention of data leakage, and protection from compromising critical services.

3. Integration with SIEM.

This measure, which offers centralized management, is responsible for providing rapid
response to emerging threats. The solution offers integration with other components, including NGFW
and IDS/IPs, thus providing the ability to collect, correlate, and analyze security information from
other components, while at the same time providing automatic responses to emerging threats (Kumar
et al. 2019: 565-577; Dua et al. 2019: 117-121; Ashoor 2011: 497-501).

Lle
- »

Figure 4. Architecture of the Tested Network

Due to the application of an integrated cybersecurity system, which included the NGFW,
IDS/IPS, and alignment with the security information and event management system, the organization
noticed the following positive results (Figure 4):

- A significant reduction in the success of attacks on the corporate network, due to the detection
and prevention of cyberattacks;

- Increased accuracy in the detection of cyberattacks, due to the combined effect of multiple
security tools and the application of machine learning algorithms, which improve the flexibility of the
system to accommodate emerging complex cyberattacks;

- A reduction in false positives, which reduced the impact on business processes, due to
the optimization of the system’s configuration and the application of advanced anomaly detection
techniques.

Data Loss Prevention (DLP) Methods.

The first function of NGFWs is the prevention of the leakage of confidential information.

The application of DLP tools is carried out using different techniques, which are:

- Signature-based data analysis, where specific patterns are identified;

- Content filtering, where specific keywords or templates are identified;

- Behavioral patterns, where specific patterns are identified by monitoring user behavior.

NGFW can prevent the delivery of sensitive data through an unsecured channel, block file
uploads to the cloud, and monitor for insider attacks from authorized users. The NGFW market
includes numerous vendors providing a variety of solution types. In this discussion we will explore
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several popular solutions and their respective functionality; see the information in Table 1 for a
summary of the comparison parameters used to evaluate the solutions discussed within this section of
the report.

Table 1. Comparative analysis of firewall solutions

Parameter Palo Alto Networks pfSense Mikrotik
Apt Detection Yes Partial Partial
TLS 1.3 Support Yes Yes Partial
Built-in Sandbox Analysis Yes (WildFire) Yes Via AMP
ML/AI Support Yes Yes No
Built-in DLP Yes Uepes moaynu No
Threat Intelligence Integration Automatic Partial No
TCO over 5 years (estimated) Medium Low Low

After carefully analyzing the data provided, it is evident that the overall degree of integration
of Palo Alto Networks is significantly highThe most distinguishing characteristics of this product are:
(1) it has a high level of security because it is able to take advantage of TLS 1.3, (2) it allows the
user to analyze what happens to their data using Machine Learning/Artificial Intelligence (ML/AI),
(3) it protects against Advanced Persistent Threats (APTs), and (4) it provides the user with an
effective means of doing sandbox analyses using the Wildfire platform. This product is frequently
implemented within the infrastructures of Large Enterprise and Mission Critical information systems.
Additionally, it automatically integrates with Global Threat Intelligence platforms enabling Palo
Alto Networks-Based Next Generation Firewall (NGFW) solutions to dynamically respond to newly
emerging threats automatically without requiring manual intervention from the administrator(s).
Fortinet FortiGate solutions are both known for offering excellent throughput performance while
being priced much lower than many competing alternatives. For those who work on tight budgets
and require an acceptable level of protection as well as future growth possibilities, this combination
will likely prove to be attractive. Also, since both TLS 1.3 and IPS capabilities are now part of the
Fortinet portfolio, there may well be many medium size industries where Fortinet SOLUTIONS could
represent a viable option for their environment. That said, their integration with external threat-analysis
ecosystems tends to be less extensive than what is offered by some of the most prominent vendors in
the market.

Cisco Firepower, by contrast, offers a broad set of options for security configuration and
monitoring. Yet it appears to lag behind several competitors in a few consequential areas — most
notably, more advanced machine-learning support and the availability of built-in data loss prevention
(DLP) mechanisms. Moreover, AMP (Advanced Malware Protection) typically delivers sandboxing
as a standalone capability through an additional integration process resulting in increased architectural
complexity. Cost also plays an important role in the decision-making process; Cisco deployments tend
to be significantly higher than competing vendors and thus many organizations will likely limit their
adoption of Cisco based on price alone.

Check Point NGFW is known for its flexible and granular policy definitions as well as rich
integration with Threat Intelligence. However, Check Point NGFW has partial implementation of its
AI/ML capabilities and therefore the practical benefits derived from sandbox analysis depend greatly
upon which licensing tier has been chosen by the user. Even with these limitations, Check Point
remains a very flexible and resilient solution which explains its continued market presence (Singh
et al. 2014:41-47; Hussain 2018: 289-29).

It can be concluded from the above comparisons that there is no single best solution to satisfy all
operational environments. In general throughout the industry, selection criteria for an NGFW should
be developed based upon the organization’s specific requirements including at least:
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Importance of the protected resources to the organization
The acceptable increase in network latency due to traffic inspection
The available budget for both initial deployment of the NGFW & ongoing operations

- The necessary compatibility with current network/system monitoring & analysis tools.

According to the comparison performed, the analysis demonstrates the importance of the
formal selection of products that adhere to a four-level selection methodology as shown in Figure 3.
This methodology will compare the technical, security/functional, and economic features associated
with a product. In conclusion, we can conclude that next-generation firewalls (NGFW) are an
advancement over traditional firewalls. They will be better able to protect against multilayered attacks
than conventional firewalls by utilizing deep packet inspection (DPI), application-layer security, threat
intelligence integration, behavioural analytics and machine learning, and more advanced malware
analysis through sandboxing.

The architecture of NGFWs continues to develop due to (i) the increasing trend of encrypted
data being transmitted; (ii) the rise of cloud and mobile computing; and (iii) the increasing
sophistication of modern attacks. SSL/TLS inspection (including TLS 1.3), application control and
DLP (Data Loss Prevention) are now prevalent as they enable the identification of known malicious
signatures as well as, more significantly, enabling the detection of suspicious behaviours that may
identify developing threats on an immediate basis. This trend will strengthen the overall security
posture of enterprise infrastructures (Sichkar et al. 2023:28-33; Is 2024: 12-20).

The four next-generation firewall (NGFW) products reviewed - Palo Alto Networks, Fortinet
FortiGate, Cisco Firepower, and Check Point - all have unique advantages and disadvantages,
reinforcing the need for a thoughtful, context aware selection approach (regardless of how this
complicates procurement, it cannot be avoided). Hence, NGFWs are a key component of modern
enterprise cybersecurity strategies, allowing organizations to adapt to changing threat environments
and to enhance the effectiveness of their defenses through the use of more intelligent technologies.

Threat Analysis: A Machine Learning Approach to Threat Analysis and Threat Detection.
As cyber threats have become increasingly numerous and sophisticated over the past few years, the
ability to detect attacks in corporate networks is rapidly becoming a necessity rather than a luxury
enhancement. Next-generation firewalls (NGFWs) — including Palo Alto systems — are often presented
as one response to this challenge because they can identify and block threats through deep inspection
of multiple traffic types. This chapter investigates machine learning techniques for analyzing the threat
logs produced by a Palo Alto firewall. The threat logs contain detailed information about the network
activity and therefore may help respond rapidly to incidents by providing incident detection support
and even automation in some cases. This may significantly reduce response times when time is critical.

The primary goal of this research is to classify threats using the Random Forest algorithm on
firewall log data. The Random Forest algorithm has been established as an effective classifier for large
heterogeneous datasets and for constructing accurate and stable classifiers. The research is organized
into multiple related tasks:

- Comparatively analyzing the effectiveness of firewalls

- Collecting and preprocessing Palo Alto threat logs for later use

- Training a Random Forest model on the prepared dataset for threat classification

- Evaluating the model quality based on accuracy, recall, precision, and F1-score
Visualizing the results to facilitate the interpretation of the classification performance in

practice.

More broadly, applying machine learning in this context may both accelerate detection
workflows and improve classification fidelity — an outcome that is arguably critical for corporate
network defense. The selection of Random Forest is driven (i.e., motivated) by its relative robustness
to overfitting and its generally strong performance on large datasets, particularly when the feature
space mixes categorical and continuous attributes.

Comparative Analysis of Firewall Effectiveness. Three different solutions (Palo Alto NGFW,
pfSense, MikroTik RouterOS) were tested under a virtual environment (VMware ESXi version 7.0)
to determine their effectiveness for overall security within an organization's computing environment.
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The lab consisted of three separate networks - one for the potential attacker (Kali Linux), one
for the protected computer/server where the application being exploited was located, and one for
management. The appliances (Palo Alto NGFW, pfSense, MikroTik RouterOS) were all deployed
to their default configurations with no “tweak” settings added for lab use. Attack traffic was generated
using various tools in the Kali Linux distribution, including Metasploit, Nmap, sqlmap and hping3.
The focus for the lab evaluation was the ability of the various types of devices to detect/prevent the
following five types of attacks: Phishing/Social Engineering; Denial of Service (DOS); Exploiting
Vulnerabilities; Malware; Exfiltration of Data. The outputs of the various devices were logged so that
subsequent evaluation could take place using either the Palo Alto Web Ui and Threat Monitor, pfSense
/ Snort or Suricata / ClamAV, or MikroTik's built-in logging capabilities. This data was then analyzed;
and the results of the testing were compiled and presented in comparative format with respect to each
threat category (Singh et al., 2024: 12-15; Feng et al., 2021: 104763; Pandey et al., 2025: 595-600).

Simulated Common Phishing/Social Engineering Processes Identified Through First Test:
User Accessing Phishing Websites via Clicking Links; Receiving Malicious Email; Attempting to
Download File(s) From Phishing/Scam Websites - This Represents The Typical Risk To Organizations
On A Daily Basis. The Reporting Software By Palo Alto Networks Was The Best Performing Product
With 98% Of Threats Detected; This Is Possibly Due To The Use Of Al Based URL Filtering And
Their Integration With A Large Scale Global Malicious Domain Database. The Reporting Software
By pfSense Detected 85% Of Threats Through Signature-Based Detection And DNSBL Filtering.
Reporting Software By MikroTik Was Less Effective With The Lowest Rate Of Threat Detection
60% Of Threats Detected ; This Primarily Comes From Blacklisting Sites In A Static Manner.

JHISHING / SOCIAL ENGINEERING
THREAT BLOCK RATE (%)
98«
85%
60

PALO ALTO pfSense MIKROTIK

URL Filtering, Snort/Suricata Manual
Al-based detection + domain blockina blacklists

Figure 5. Phishing Processing Results

Resilience to DDoS activity was assessed via the second scenario. Both hping3 and Slowloris
were used to " generate " SYN flood attacks and HTTP request floods. Palo Alto was able to block
approximately 95% of all malicious traffic through its DDoS Protection module ( cloud - based )
and automated mitigation processes; pfSense blocked approximately 80% of all malicious traffic
with Suricata enabled alongside the standard pf filter ; MikroTik blocked approximately 70% of all
malicious traffic ; however , MikroTik 's configuration with regard to queuing and filtering appeared
particularly susceptible to HTTP flood patterns.

DDoS-ATAKI

80% - 955

80%
@ Cloud-DDoS
Protection +
Auto-Mitigation
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PF + Suricata

20% @ Simple Queue +

Firewall Rules

PALO ALTO pfSENSE MIKROTIK

Figure 6. DDoS Effectiveness

54



ISSN (print) 3135-1840  eISSN (online) 3135-1859 Smart Technologies Journal, 2(1) - 2026

In the 3rd test, we looked at protection for exploit attempts, RCE and zero - day style attacks
(or tests emulating that behavior). Palo Alto gave us a very high success rate of 97%, which implies
that they see advantages from their WildFire analysis engine and their Threat Prevention component.
pfSense was able to achieve a 75% success rate based upon the Emerging Threats signatures being
extended by Suricata. MikroTik did not have built-in IDS/IPS functionality and was able to mitigate
approximately 50% of the simpler attacks being run against it which would be classified as very
limited for protective capabilities. In the 4th test we looked at the ability to block malware delivery
and execution. Palo Alto was able to provide nearly 100% protection (99%) with DNS Security and
sandboxing . pfSense with the addition of ClamAV and Snort was able to achieve 82%. MikroTik,
without being equipped with an integrated antivirus module was able to achieve 40% protection -
this 1s not surprising given that testing with MikroTik devices produced three key limitations. Finally,
we assessed effectiveness in stopping confidential data leakage. Palo Alto, using its DLP module to
inspect multi-layer deep traffic, was able to prevent 96% of data leaks . pfSense was able to achieve
65%. MikroTik was able to stop only 30% due to the lack of deep inspection as well as content filtering
capabilities. Taken together, these results indicate that richer inspection and dedicated prevention
modules may materially improve coverage across threat categories — although, as always, operational
context and configuration choices can influence outcomes.

0% 97%

75%

| WildFire +
70% Threat Prevention
Suricata +
Emerging Threats
50% |-
B bBa3osbiv
firewall

PALO ALTO M{RXO MIKROTIK
NGFW

Figure 7. SQL Injection and Zero Day

Example Code for Training a Random Forest Model. Let’s create an IDS/IPS model in Python
using the scikit-learn library. Example code:

import pandas as pd

from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import classification_report

dataset = pd.read_csv('network _traffic_data.csv')

features = dataset.drop(‘attack type', axis=1) # Bce mapameTpsl, KpoMe METKH Kiacca
target = dataset['attack type'] # Tum BBISBIEHHON yTpO3bI

X train, X test, y_train, y test = train_test split(
features, target, test_size=0.2, random_state=42

)

model = RandomForestClassifier(n_estimators=100, random_state=42)
model.fit(X_train, y_train)

predictions = model.predict(X_test)
print(classification_report(y_test, predictions))

Example of implementing a Next-Generation Firewall (NGFW). To strengthen the security of
an information infrastructure, a Next-Generation Firewall (NGFW) may be integrated into an IDS/IPS
architecture. In practice, this combination supports deep inspection of application-layer traffic — most
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notably HTTP and HTTPS — which in turn enables more precise identification of suspicious behavior
and more selective blocking of malicious flows through content filtering and signature-based analysis.
An illustrative case is the configuration of a Palo Alto firewall for traffic filtering:

set device-group <group-name> service-http-profile enable
set device-group <group-name> service-http-profile action allow

The relevant command of this security solution activates a security profile that filters out
instructions based on the acceptable criteria when control logic is applied (e.g., only requests from
approved sources, have the expected headers, contain approved content) and resulting requests to the
appropriate destination (s) only if requested data corresponds with these predefined parameters. All
requests not conforming to the original definitions will be denied access. Testing performed on the
IDS/IPS systems was designed to find out if the NGFWs could detect and block real - world threats
versus "textbook attacks." In order to facilitate this evaluation, a sample of frequently used attack types
was constructed. All of the test attacks originated from Kali Linux; however, for realistic purposes,
a Python script was created to combine multiple attack types into a single complete end-to-end
attack scenario for evaluation purposes. Distributed Denial of Service (DDoS) attacks are aimed at
consuming all of the available bandwidth and / or processing power of the intended target location in
order to hinder or completely take down availability of the targeted location. DDoS attacks are not
simply theoretical, but all too real; even if the service disruption is for only a few minutes, it can have
significant direct costs in lost revenue, and also negatively impact the integrity and reputation of the
attack victim 's business.

In the experiment, a DDoS scenario was simulated using the hping3 utility on Kali Linux.
Because hping3 can craft arbitrary packets, it is well suited for reproducing patterns commonly
associated with automated botnets. The specific method selected was a SYN flood — among the most
widely observed DDoS techniques — in which a high volume of TCP SYN packets is transmitted
without completing the three-way handshake. Predictably, this can deplete the server-side resources
responsible for tracking half-open connections and, as a consequence, destabilize normal service
operation.

/home/kali

1ng3 5 0 2.16.20.251

using eth®, addr: 172.16.20.22, : 1500

HPING 172.16.20.251 (eth® 172.16.20.251): S set, 4@ headers + @ data bytes
hping in flood mode, no replies will be shown

Figure 8. Execution of a DDoS attack using the hping method

The purpose of the below command parameters is as follows : * Enter " sudo " as the command
for execution with super user privileges needed to work with raw sockets or otherwise you will receive
an error of : socket(): Operation not permitted .

- Flag " S " 1s set to enable TCP SYN flag to establish a connection.

- The flood mode will set to send the highest number of packets possible at one time.

- Enable " -V " to get verbose output as it is being processed.

- To specify a port number for the target system you willuse " -p ", where " 80 " is the number
for www (HTTP).

- "172.16.20.251 " is the target system 's IP address.

While performing SYN Flood testing, the Palo Alto Network Security Platform detected
potentially malicious traffic through Early Detection and acted on the anomalous behavior. The NFGW
saw an increase in SYN packet ' s to Port 80 and saw a pattern that resulted in an increase in Packets
received and flagged the event as a TCP Flood Attack. Based on the event logs, the NFGW recorded
the following:

- Threat Type: TCP Flood Attack * Action Taken: Random Drop - Randomly select Packets
to drop to lower the amount of traffic on the network.
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- Source IP Address: 172.16.20.22 (the machine initiating the attack that is running Kali
Linux)

- Destination IP Address: 172.16.20.251 (the machine being tested)

- Severity Level: High (or Critical depending on the security policy in place ). In response
to this event, the NFGW would cause the pre - configured flood protections to engage (primarily,
outbound connection Limits and Dropping packets over an acceptable threshold). This allowed for
the prevention of network overload and subsequent service disruption.The corresponding events were
captured in the logs and presented in the management interface (Figure 6), which, taken together,
suggests that the NGFW supported not only threat identification but also proactive mitigation (and,
importantly, traceability for later review).

Detailed Log View O
-~
General Source Destination
Session 1D O Source Lkser Destination User
Action  random-drop Source 0.0.0.0 Destination  0.0.0.0
Host 1D Source DAG Destination DAG
Application  not-applicable Country  0.0,0.0-0,255,255.255 Country  0.0.0.0-0.255.255,255
Rule Port O Port O
Rule UUID Zone LAN Zone LAN
Device SN Interface Interface
IPProtocod  top X-Forwarded-For [P
Log Action Flags
Generated Time 2025040 20002:24:49 Miatails it
URL
RECEIVE TIME RULE CATEG... FILE
ACAP TYPE APPLICAT.. | ACTION | RULE Ui BY.. | SEVERI., CATEG.. LIST YERDI,.. |URL MAME
2025/04/20 flood not- random- critical ary ~
02:26:57 applicable  drop
2025,/04/20 flood not- randome- critical any
022446 applicahle drop
2025/04/20 flood not: random- critical anny

2060 2rrliczhls Armn )

Figure 9. Response of the Palo Alto NGFW to a DDoS attack

Overall, the DDoS simulation indicated strong effectiveness of the Palo Alto NGFW in
detecting and blocking this class of network threat. Through implementing a multi - faceted approach
that integrated both signature-based and behavioral - based detection methods, the system was able to
identify an anomaly or potential threat quickly (both in real - time) as TCP flood attack and activate
established defenses to mitigate the impact of the attack. The system also documented all incident -
related information in threat logs which will enable subsequent investigations of incidents logged as
well as establish visibility into the event activities.

The associated information from test scenarios will be included in the training dataset that will
be used for machine-based analysis of the threat ( protected by using a Random Forest algorithm ). In
addition, this initiative will benefit the ongoing development of NGFWs when deployed in conjunction
with an IDS/IPS solution through their ability to be sources of telemetry data that can provide definitive
labels and related attributes of attacks. Therefore, the overall findings validate the effective utility of
this type of solution for real - time resilient protection against denial of service attacks on corporate
networks and associated risks.

Final Thoughts. The data support that the Palo Alto platform was found to provide greater
capabilities than the other products in all the test scenarios and metrics evaluated. The embedded
machine learning analysis (WildFire, DNS Security, and AI modules) resulted in a high rate of
blocking APT, Zero-Day, and DLP attacks, and met the responsiveness criteria established for the
test cases. pfSense produced strong results due primarily to its integration with Snort/Suricata and its
ability to implement highly granular manual rule control, but it appears that additional refinements of
pfSense will be necessary to achieve similar levels of effectiveness in more complex environments. In
contrast, MikroTik had the capability to perform baseline filtering but showed significant limitations
in protecting against advanced attacks. To enhance the degree of accuracy in the evaluation, a custom
machine learning model was developed in Python using a Random Forest algorithm; this model was

57



ISSN (print) 3135-1840  elISSN (online) 3135-1859 Smart Technologies Journal, 2(1) - 2026

trained based on the evaluation logs of the next-generation firewall and allowed for the categorization
of additional threats, as well as identification of behavior anomalies from the logs and validation
of predictive performance using confusion matrices and standard evaluation parameters (Precision,
Recall, and F1-score).

Taken together, the study reinforces the importance of a layered approach to network security
that combines strong NGFW filtering with intelligent data analysis. Integrating machine learning into
the log-processing pipeline can meaningfully increase detection accuracy — especially in situations
where attackers are likely attempting to bypass basic controls. The practical findings also suggest that
deploying such solutions in corporate infrastructures can provide a high level of protection, assuming
correct configuration and regular policy updates (a detail that is easy to overlook, but hard to overstate).
More importantly, this research also illustrated the benefits of using detection methods after the fact
to find attacks that could not have been detected in the current timeframe. Ultimately these results
will provide a basis from which hybrid network security systems can be developed that integrate
new-generation firewall technologies with contemporary artificial intelligence techniques, thereby
creating more adaptive and scalable protection for businesses' information technology environments
as cyber attacks continue to change.
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Anparna. JKorapel peTTi CBI3BIKTBI €MeEC JKYHenep VIIiH, ocipece OeNrici3miKTep MeH
yakpIT OOMBIHIIIA alfHBIMAJIBI KEIIITYyJIep >KaFIalbIH/Ia, IPAKTUKANIBIK 13r€ TYCIpyli KaMTaMachl3 €Ty
KYpJeli FbUIBIMUA Macelie OOJIbIN Tabbutaabl. byt sKyMbICTa KaTaH eMec IapTTapAa *KYMbIC 1CTEHTIH
Oackapy ozicTepi YChIHBUIAABL. 3epTTey OapbhIChbIHIA OIPTEKTI YCTEMIIK €Ty dAici, KyaT HHTErpaTophl
TeXHUKachl jkoHe JlamyHoB-KpacoBckuii (yHKIMOHAnImapbl HETI3iHAE KYH JKOHE IIBIFBIC Kepi
OailylaHbIC KOHTPOJIIEpIIepl CUHTE3Ae 1. ¥ ChIHBUIFAH TOCLI )KYHe apaMeTpIiepiHaeri Oenrici3aikTep
MEH KeIIIrylep/l €cKepe OTBIPhIN, OacKapy 3aHOapblH KypyFa MYMKIHAIK Oepeni. AJbIHFaH
HOTWKENEep TYWBIK MUKIIIK KYHEHIH OapiblK KYWIEpiHiH KeH ayKbIMAbl IMICKTEITSHIITIH KOHE 13T
TYCipy KaTeJiriHiH aKbIPJIbl YaKbITTaH KeHiH aJIJIbIH aJia OepiireH JoIiK aiMaFbIHA )KeTKI3UICTIHIITH
TEOPHUSUTBIK TYpAe Aoneneiifi. ¥ ChIHBUIFAH SIC KOJNJAHBICTAFbl HOTIIKEIEPMEH CallbICThIpFaHaa
Kyhere KONBUIATBIH IIAPTTApIbIH SJICIPETUTYIMEH KOHE JXOFapbl PETTI CBI3BIKTBI €MECTIKTEep
XKarJaiblHIa KONJaHy MYMKIHIITIMEH epekileNeHeal. Ocipece, mapaMeTpiik Oenrici3aikrep MeH
yaKbIT OOMBIHIIA AifHBIMAJIBI KEIITYep KaFAalbIHa )KYHEHIH TYPaKThUIBIFBIH KAMTAMAChI3 €TY KOHE
KKETT1 JANJIIKIEH 13re TYCIpy MOceNeNepiH MICUTyAe OHbIH MPaKTHKAIBIK MaHbI3bl 30p. COHBIMEH
Karap, ajblHFaH TCOPHUSUIBIK HOTIDKENEP YCHIHBUIFAH TOCUIMIH OPTYpPJl HMHXKEHEPIIK JKyHhenepae,
COHBIH 1IIIHJAE POOOTOTEXHUKA, aBTOMATTaHABIPbUIFaH Oackapy »yHesepi »*oHe 3HepPreTHKaJbIK
npouecTep/e KoAanyFra 00IaTbIHBIH KOpCeTe/ .

Tyiiinai ce3aep: chI3BIKTHI eMec Kylenep, Kkepi OaiIaHbIC, IPAaKTUKANIBIK 13Te TYCipy, OPHBIKTBUIBIK, JISITyHOB omici.
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Abstract. For high-order nonlinear systems, especially in the presence of uncertainties and

time-varying delays, achieving practical output tracking is a challenging scientific problem. This
paper proposes control methods operating under non-strict conditions. During the study, state- and
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output-feedback controllers were synthesized based on the homogeneous domination approach, the
power integrator technique, and Lyapunov-Krasovskii functionals. The proposed approach enables
the construction of control laws while taking into account parameter uncertainties and time delays
in the system. The obtained results theoretically prove that all states of the closed-loop system are
uniformly bounded and that the tracking error converges to a predefined accuracy region after a finite
time. Compared with existing results, the proposed method is characterized by relaxed assumptions
on the system and applicability to high-order nonlinearities. In particular, it is highly effective in
ensuring stability and achieving accurate tracking under parametric uncertainties and time-varying
delays. Moreover, the theoretical results demonstrate that the proposed approach can be applied to
various engineering systems, including robotics, automated control systems, and energy processes.

Keywords: nonlinear systems, feedback control, practical output tracking, stability, Lyapunov method.
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H. Tac6oaaryabl — PhD, acconunpoBanuslii mpodeccop, Bricias mkona nHGopManoHHbIX
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AnHoTanusi. JIJi1 HETWHEHWHBIX CHUCTEM BBICOKOTO TMOpPSIKAa, OCOOEHHO MpU HATUYUU
HEOTPENEIEHHOCTE W TIEPEeMEHHBIX IO BPEMEHU 3aJepPKeK, OO0eCHeueHHe MPaKTUYECKOTO
OTCIICKUBAHUS BBIXOJHBIX CHUTHAJOB TMPEACTABISIET COOOM CIOXKHYIO HaydHyr 3amady. B
JAaHHOW paboTe MPEeAJIOKEHBI METONbI YIpaBIeHHs, (YHKIMOHUPYIOIIME B YCIOBHSIX HECTPOTHUX
orpaHu4eHU. B Xo/1e uccienoBaHus CAHTE3UPOBAHBI PETY/ISATOPHI COCTOSIHHSI U BBIXOJTHOW 00paTHOM
CBSI3M Ha OCHOBE METOJa OJHOPOIAHOTO JIOMHUHUPOBAHMS, TEXHUKH MHTErparopa MOUIHOCTU
u ¢yukuuonanoB JlsmynoBa-Kpacosckoro. IlpeanoskeHHBIH MOAX0J TMO3BOISET (POPMHPOBATH
3aKOHBI YIPaBJIEHUS ¢ YYETOM NApaMETPUUECKUX HEONPENEIIEHHOCTEN U BPEMEHHBIX 3aJEPKEK B
cucreme. llomyyeHHbIE PE3yJIBTaThl TEOPETHUUYECKH JIOKA3bIBAOT, YTO BCE COCTOSIHUSA 3aMKHYTOU
CUCTEMBI SIBJISIFOTCSI PaBHOMEPHO OTPAaHMYCHHBIMH, a OIIMOKA CIICKECHUS CXOTUTCS K 3aJaHHOU
o0nacT TOYHOCTHM 3a KOHeuHOoe Bpems. [lo cpaBHEHHIO C CYyHIECTBYIOIIMMH pe3yJbTaTaMu,
MPEVIOKEHHBIN  METO/ XapaKTepPU3YeTCs OCIA0JICHHBIMU TPEINONOKEHUSIMH OTHOCHUTEIBHO
CHUCTEMBI ¥ IPUMEHUMOCTHIO K HEJIMHEHHOCTSAM BBICOKOTO TOpPsiAKa. B uacTHOCTH, OH oOecreunBaeT
3¢ (PEeKTUBHYIO yCTOWYMBOCTD W TOYHOE OTCICKMBAHHE TIPU HAIMYAUA TapaMETPUUCCKUX
HEOMNpeAeIEHHOCTE W TEPEMEHHbIX 3ajepkek. Kpome Toro, TeOpeTHYECKue pe3yabTaThl
JEMOHCTPUPYIOT BO3MOXKHOCTh MPUMEHEHUS NPEJIOKEHHOTO MOAX0Ja B PA3IMYHBIX WHKEHEPHBIX
CUCTEMaXx, BKJII04Yasi pOOOTOTEXHHKY, aBTOMAaTU3UPOBAHHBIC CUCTEMBI YIIPABICHUS H YHEPTeTUYECKUE
MPOLECCHI.

KuroueBbie ¢JI0Ba: HEJTMHEHHBIC CUCTEMBI, 06paTHa5{ CBA3b, IPAKTUYCCKOC OTCJIC)KMBAHUE, yCTOfI‘lPIBOCTI;, MECTOL HS{HyHOBa.

Kipicne. CoHFBI XKbUITAphI JKOFaphl PETTI CHI3BIKTHI €Mec XKykenepai 6ackapy mMacemnenepi,
ocipece OENTICI3AIKTEp, YaKbIT OOMBIHIIA alHBIMAIBI KELITYJIEep KOHE TOJBIK €MEC OJIIIeyep
JKarmalbIiHaa, 0acKapy TEOPHSCHIHBIH MaHBI3ABl OAaFbITTapbIHBIH OipiHe aiHanabl. by xyienep
aBHaNus, poOOTOTEXHUKA, OMOJIOTHS, SKOHOMHKA JKOHE OacKa Jja KONTEreH caaiap/a Ke3aecesi.

JKorapbl peTTi ChI3BIKTBI €MeC JKYHesep YIIiH 0acKapy alropuTMIepiH Kypy Ke3iHze Herisri
KHBIHJBIKTAP ChI3bIKTHI EMECTIKTEPIIH )KOFaphl 6CY PETIMEH, XKYie mapaMeTpiepiHiy Oenrici3airiMmexH

60


mailto:nurbolat.tasbolatuly@aiu.edu.kz
mailto:erdenova_aigerim@mail.ru
https://orcid.org/0000-0003-2936-5698
mailto:nurbolat.tasbolatuly@aiu.edu.kz
https://orcid.org/0000-0002-0511-7000

ISSN (print) 3135-1840  eISSN (online) 3135-1859 Smart Technologies Journal, 2(1) - 2026

JKOHE YaKbIT OOMBIHIIIA KETIITYJIep/IiH 00TybIMeH OalmanbICThL. byt pakTopnap Kiraccukaibik 6ackapy
oiCTEpIHIH KOJIJIaHBLUTYbIH IIEKTEH/11 ’KOHE KaHa, 9JICI3 IIapTTapFa HEeT13/1eIreH TICUIIEp Il d31piey il
Tajar eTel.

Kaszipri yakpITTa IpakTHKaJIBIK 13r¢ TYCIpy MOceIeCiHe epeKIle Hazap ayaapbuiyaa. by Tocin
JKYHe KYWIH HOJTe IO KETKI3Yl Tajal eTrer, OepiireH MoAiK aiMarblHa KETKI3Yll KaMTaMachl3
€Te/Tl, COHABIKTaH HAKThI JKYHenep YIIiH THIM/II OOJIbIN TaObLIa IbI.

Ocpiran OalIaHBICTBI, OYJT )KYMBICTBIH MAaKcaThl - KaTaH eMec IIapTTapAa >KOFaphl PerTTi
CBI3BIKTBI €MeC JKyHesep YILIIH NMPaKTHKAJBIK 13re TYCipyai KaMTaMachl3 eTeTiH OacKapy oaicTepiH
aziprey.

9doeduemmepee wiony. ChI3BIKTBI €MeC KyHenepi 0ackapy TEOPHSICHIHBIH AaMybl X. Xaui
(Khalil, 2002) sxone A. Ucunopu (Isidori, 2000) enOexrepineH 6actay anajabl, OHJa OPHBIKTBUIBIKTHI
TaJ/iay/lbIH HEer13r1 Kypanaapsl peTinze JISsmyHoB o/1ici KeHIHEH KapacThIpbUIFaH.

ChI3BIKTHI eMec KyHenepi OacKapyablH HETi3r1 TocuiepiHiH 0ipi — kepi OaiiyaHbIC daicTepi.
Kyii xepi 6aiinaHbIc XyiieH1 OpHBIKTaHABIPYIbl KAMTAMaChI3 €TCE, LIBIFBIC KePi OaiIaHbIC TONBIK KYH
OIIIeHOCHTIH KaFqaiinapaa OakpuIayIbIapasl KOMAaHyasl Tanamn ereni. by e3 keserinne 6ackapy
CUHTE31H KypAeIeHIipesi.

VYakpIT OOMBIHIIIA KEUIiryiep >XYWeHIH JUHAMUKAchlHA €JIeyli ocep eTell oHe OacKapy
KYHECiHIH OPHBIKTBUIBIFBIH KAMTAMAChI3 €Tyl KUBIHIATATbI.

JKorapsbl peTTi ChI3BIKTBI eMec KyHemnep YIIiH THIMJI 6ackapy szaictepine backstepping (kepi
KaJlaMJbIK CHHTE3), O1pTEKT1 YCTEM/IIK €Ty KoHE KyaT HHTEeTrpaTopbl TEXHUKACHI KaTabl. by Tocinaep
KOFaphl ©Cy peTi 0ap ChI3BIKTHI €MECTIKTep arJailbiHia Oackapy 3aHIapblH KypyFa MYMKIHJIK
oeperi.

CoHrbl 3epTTeyliep/ie MPAaKTUKAIBIK i3re TYCipy MocelieciHe epeKIle Haszap aydapbuiyia.
Meicansr, (Qian and Lin, 2002; Lin and Pongvuthithum, 2003; Yan and Liu, 2012; Sun et al., 2008;
Polendo and Qian, 2007) >xymbIcTapbiHa 6enrici3 mapamerpiepi 6ap ChI3bIKTBI eMeC JKyHenep YIIiH
HIBIFBIC Kepi OaiylaHbIC apKBUIBI MPAKTUKAJIBIK 13T€ TYCIpY KapacThIPbUIFaH.

Ken aykbIMbl IpaKTUKAJIBIK OaKplaay — OyJ1 Ke3 KeJIreH OacTamlKpl IapT YIIIH 13re Tycipy
KaTeJiri KeTKUIIKTI a3 OonarelHal, OlpaK MIHAETTI TYpJe HeJre XUHAKTaJIMaWThIHIAH MIceseHl
KapacTelpaabl. byl Kareriri Henre >KUHAKTalaTblH KeH ayKbIMJIbl aCHMITOTHKAJIBIK OaKblUIaydaH
EpeKIIEeICHE/I.

[IpFpic OoWBIHINIA Kepi OaiaHbIC oicTepl KypHaelipeK, ONTKeHI KOHTPOJUIep OapiIbIK
KYHJIepre eMec, TeK KYHEHIH MIBIFBICBIHA KOJI )KEeTKi3e ajaabl. by enmenOenTiH Kyl Oaranay yIIiH
OaKpLIayIIBUIAP/IBIH KOOACHIH KaXKET eTe/Ii, OYII 5KOFaphl PETTI ChI3BIKTHI €MEC XKOHE YaKbIT OOMBIHIIA
KeIIiryi 6ap Hemece eJIey Iybl CUSKTHl KOChIMIIIA (hakTopiaap O0IFaH Ke3/1e KypAeIeHe TyCei.

[erFpIC Kepi OaliaHbIC COHBIMEH KaTap KyIep/i Oaranay JoNIITiHe 9cep eTyi MYMKIH oJIIiey
IIyJapbIH JKOHE COMKeC KEeJIMEWTIH aybITKyJapbl J1a eckepyl kepek. Mpicanbl keneci eHOeKTepe
yakpIT OOMBIHIIA KeIliryl 0ap ChI3BIKTBI €MeC jKyHenep YIUIIH aJanTHBTI 0acKapy >KOHE HIBIFYJIbI
OakpuIay oficTepi KapacThipbutras (Sun et al., 2013; Jia et al., 2015; BenAbdallah et al., 2013; Daniel
et al., 2005; Hua et al., 2008). Heri3ri Hazap Oenrici3 mapameTpiep, yaKbITTBIK KEUIITyJIep >KOHE
CBI3BIKTBI €MEC dcepiiep JKaFJAalbIH/Ia OPHBIKTBUIBIK MEH MPAKTUKAIBIK TPACKTOPUSIHBI OaKbLIay/Ibl
KaMTaMachI3 eTyre OarbITTaIFaH.

VakpIT OOHBIHIIA KeUlry (QU3MKagblK IMpOLECTepre, CUTHANIBI JKETKi3yre Hemece
€CeMNTEey peCypCTapblHBIH IIEKTeylepiHe OaimaHblcThl makga Oomnaabl. JlsmyHoB-KpacoBckuii
(YHKIMOHANIAPBIH KOJNJaHy Kemiryi Oap KyWenepAiH OpPHBIKTBUIBIFBIH TalAaydblH HEeTi3Ti
onictepiHiy Oipi Oosnbin TabblIaab! (TacOonatyisl xoHeE T.0., 2024).

Anaiiia, KOJJAHBICTAFbl >KYMBICTAPJbIH KOMIIUIIIHAE YaKbIT OOMbIHINA alHBIMAJIBI
KEIIITyJIep MEH JKOFapbl PETTI CBI3BIKTHI €MECTIKTEp TOJBIK ECKepUIMEHIi, COHJal-aK Kyiere
KOWBUIATHIH MIAPTTAP KETKITIKTI Typ/le KaTaH OOJIbIN TaObLIa IbI.

OcpiraH OailnaHbICThI, KATAH €MeC HIapTTap/a *KYMbIC ICTEHTIH JKOHE JKOFaphl PETT1 ChI3BIKTHI
eMec )KyHenep YIIiH IpaKTUKAJBIK 13re TyCipyal KaMTamMachl3 eTeTiH 0acKapy oiCTepiH a3ipIiey 03eKTi
FBUIBIMU MOcCelie OOJIBIT TaObLUTaIbI.
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3epTTey MaTepuajiapbl MeH dicTepi.

Byn jxymbicTa XOFapbl peTTl ChI3BIKTBI €MeC JKyienep YIIiH Kyd Kepl OailylaHbIC HEri3iHze
KEeH ayKbIMIbl IPaKTHKAIbIK 13re Tycipy ecebl KapacTbIpbUIa[bl. 3epTTENETiH >Kyie Oenricis
napaMeTplIepMEH JKOHE yaKbIT OOMBIHIIIA alfHbIMAJIb] KEIIITYJIEPMEH CUIIATTaIa/bl.

backapy 3aHbIH cuHTE3ley YIIIH TaHOAa QYHKIUSACHI XOHE KyaT WHTErpaTopbl oJici
KOJIIaHBLIa/1bl. O31pJIEHIeH KOHTPOJUIEP HOTHIKECIH/IE aIbIHATHIH TYHBIK IUKIABIK KYHEHIH OapIbIK
Kyiliepi KeH ayKbIMJbl IIekTesreH Oonaabl. COHBIMEH KaTap, LIEKTI YaKbITTaH KediH i3re Tycipy
KaTeiri )KeTKIIIKTI a3 0oJIaibl.

Keneci Typaeri ®)orFapsl peTTi ChI3BIKTHI €MEC JKYie KapacThIPbLIa/IbL:

5(t) =20 () + ei(2(0), 21t —711), .zt — 7)), i=1,...,n—1,

Za(t) = up"( )+ gon(z(t), 21(t—711), .., 2n(t — Tn)), (1)

y =
myHza z(t) = [z1(t), . .., z,(t)]" € R"™ xyiienin kyiii (Hemece memimi), 2,1 (t) := u(t) € R
Kipic koHTposIepi, ; € RY, i = 1,...,n Ky#IiH yaksIT GOMBIHIIA KEUIIryi )OHE OJ1 KEJIECi MapTThl
KaHaFaTTaHIbIpabl: 7 > max{7y,...,T,}, Kyie z(0) = &(0), VO € [—7,0] GacTanksl mwapTeiH
KaHaFaTTaHIbIPaIbl, MYHIAFsI o (0 ) -- OepinreH y3mikci3 QyHkmus, @; : R X R" — R,i=1,...,n
Genricis ysmikcis bynxius, p; € Royy := {p/q | p > q},i = 1,...,n - xKyileHiH XOFapsI Topexeci,

MYHJIaFbl p %oHe ¢ Tak OyTiH cannap. Erep p; = 1 Gonca, (1) xkyiie ymOypsThl hopMaaarsl yakbIT
OOMBIHIIIA KENIITyl 0ap CHI3BIKTHI €MEC KYHere Keme/l, onap/sl 0ackapy KOHCTPYKIUSICH Kepl Kajam
omicreMeci Heri3iHze ansiHFaH OipHeme 3eprreynepi O6ap([11-13] xone 1.6.). p; > 1 Gonranaa (1)
KylHeHiH SIKoOMaHIbIK ChI3BIKTaHIBIPBLTYBI KOOPAUHATA OachiHAa OaCKapBLIMANTHIHABIFBIH OaiiKayFa
0oJa/1bl, a1 0 63 Ke3eriHjae Kepi OaiIaHbIC HET131H/1e ChI3bIKTaHIbIPBLIMAMIbI.

IBIFBICTBI MPAKTHKAIBIK 13T€ TYCIpY Kelleci Typ/ie aHbIKTaJa Ibl:

(1) xyienin y,(t) Tipek curnansl [0, +00) apaiabIFbIHIA yaKbIT aifHBIMAJIBICHI OOMBIHIIA
Cl-mexreyni 60JICHIH, OHIAa KYH KOHTPOJUIEP] apKbUIbI MIBIFBICTHI KEH ayKbIMJIBI IIPAKTHKAJIBIK, i3Te
TYCipyai OblIail TYKbIPbIMAANMBI3:

Kes3 kenreH € > () OH HaKThI CaHbl YIIIH

u=u(z (1) @)

Y31J1iCCi3 KOHTPOJIIEP] KYPHUTAJIbI KOHE OJ1 TOMEHET1 MapTTapAbl KaHAFaTTaHIbIPAIbI:

1) (1)-(2) Tyiibik xyiieHiH Gapiblk Kyinepi [0, 400) apajbIFblHAa aHBIKTAIFAH JKOHE KCH
ayKBIM/IBI IIEKTEYJI1 OOIaIbl;

2)Ke3 kenren ¢ > () oH canbl yiria 7' > () akbIpJIbl yaKbITThI TAOBUTHI, (1)--(2) TYHBIK XyiieHIH
(1) UIBIFBICHI

|y(t) - yr(t)l = |Zl<t> - yr(t)| <ég, vt >T>0 (3)

IIAPTHIH KaHAFaTTAHIBIPATHIH 00JICa, OHAA TYWBIK-IUKJIIBIK JKYHCHIH IIBIFBICHI KEH ayKbIMIIbI
MPAaKTUKAJBIK 13T TYCipineni.

IIbIFBICTEI  K€H ayKbIMIBI TMPAKTHKAIBIK 13r¢ TYCIpy MOCENECiH IIenly YVIIH Keieci
OoinKaMIapapl KapacThIpaMbI3:

Fonocam 1. Opbipt = 1, ..., n ymin Cp, Cy > 0koHe w > 0 6enriii TypakThuIapbl TAOBUIHII,
KeJieci mapT OpbIHaIa bl

T 4w

r,b-+w i
DY =) |+ Ca (@)

i (2(t), 21(t = T1), oozt — 7)) | < O Z |2;(t)
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MyHJIaA 7; KeJeci TYPAC aHBIKTAJIaabI:

=1, =l o 4 (5)
Pi—1

ritw
-

-caHbI Oenrii 61p HYKTeAe eMec, KalchlOip HHTEpBaIia MOH KaObLITai Ibl.

J
Bonscam 2. (Tipek CHTHANIBIHBIH IIEKTEymimiri): y,.(f) TIpek CHrHAmBI —Y3aiKci3
muddepeHnraniasaTeiH 0oica koHE COHbIMEH Katap, D > ( oH 0enrici3 TYpaKThIChl TaObUIBII
KeJIeCl TeHCI3/IIK OPhIHIAIaIbI:

eI+ (D] <D, Vi el0,+00). (6)

Hotuxenep. Koitblmran MakcaTka jKeTy YIIIiH aJIIbIMEH KeJeciielt KoOpArHAT TYpIAeHIIpYiH
€HT13eHiK:

I’k(t> = [Zk(t)]a — [Oék_l (Zk_l(t))] K s k= 1, .o, n,
. Tht1 Thtl
Oék(Zk(t)) = —(szgn(xk(t)))pkgk T olz@® e, k=1,....n, (7)
u(t) = an(t),
y =1 + Y (t).
MyHJa 0 - 0 > max{r; + w} IapThIH KaHaFaTTaHIBIPATBIH OH TYPakKThl, oy, : RF — R,
k=1,...,n, gr > 1 OH TypaKThICHI Oap BUPTyaJaAbl KOHTPOJUIEPIEP AeN aranaabl. bipi3aimik yuriHn

Po = 9o = 1, ap(t) = 0 men ecenreiimis.

0 - KYIl OH aHBIKTaJIFaH TYPaKThl caH 6oinca, onna r1(t) = 27 /" > () kapama-KaiflIbLIbIKKA
KeJeMi3, COHJIBIKTAH sign TaHOa (yHKkuMAchH (7) KOOpIMHAT TYpPJICHIIPYIHE EHTri3y apKbUIbl
z1(t), ..., z,(t) 6apIsIKk MyMKiH MoHIEpiH Tabyra Gomansl. pj, € Ry, Tak GyTin can xone ay(Zy (1))
epHerinen sign(oy(Zi(t))) = —sign(xy(t)) OONATHIHBIHABIFBIH amambi3. JleMek Keneci TeHIiK
OPBIHBI OOTAIBI:

o

Tk

o (Zea ()] = —sign(ia(1)) |~ (sign (s (1)) 77 07 (0] # ]

(
= —sign(wy—1(t)) gr—1 |z6-1(t)]
= —gr—12k—1(t) ®

> ( ! gj) (0]

r; < r; +w < o OONaTBIHIBIFBIH ecKepcek (8) TeHaeyIeH Keleciield KOPBIThIHIBI JKacayFa
Ooabl:

ar(m O . [ (K (D))

GbyHKImACH ¢ OoMbIHINA Y3IiKCi3 auddepeHImanaanaasl, OHIa OCBIHBIH Herisinae (1), . .., x, (1)
t OombIHIIA Yy37ikci3 nuddepeHnrangaHaTbiH 0oNaabpl XKoHe OyJaH TYPJICHIeH >KYHEHI anambi3.
x1(t),...,z,(t) t OoipiHIIA y31ikci3 aupdepentmanganysl (7) TYpaeHAIPY apKbUIbl HAKTHI (1)
KOHTPOJIIEPiH KYPY/Jbl KAMTaMachl3 €Teli.

JIsanyHOB QYHKUIMSACHIH KYpailbIK

vmdaw)—/

ap—1(Zi-1(t))

25 (t)

(1515 = [ona (Zea ()] 7) s,

t t

23 (1) dl—l—(n—k‘)/ 23 (1) dl, kE=1,...,n; 41 =0,

t—Tr41

Wi, (t) = (n—k;+1)/

t—Tg
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Byn Wy, (t), Wp, (t) dyHKuusnaps! TOMEHACT] TY>KBIPHIMMEH CHITATTaJIaIbL.
Tyocoipoiv 1. k= 1,...,n ymin Wy, (t) xene Wp, (t) obyHKumsuzaps!l y3aikcei3
muddepeHnraniadabl )KoHe Kelecl TeHIIKTI KaHaFaTTaHAbIPaIbl:

Wy, (Z(1)) 2 (?) e o L
Tl | [ ~ loumr (Ziar ()| ds
9z(t) an1(Zi_1 (1)) 9)
20 — rpyipy O = _ B
T S ([ak,l(zk,l(t))] ) L =1, k-1,
| P2 (on kg 12 (0) — (0 k4 () — (0 B~ ).
(2o—w—rp)(rp—o) Tk 20—w 20—w

oL

= Ja(t) = e (Zea () [ < Wi (Z(1)) < 21 ()] e

20

Vi = Wy, + Wp, Gonareiaait Vi-ai Tangan anambsl3. OHBIH yakbIT OONBIHIIA TYBIHABICHIH
Taybl, |-TYKBIPBIMIBI KOJJITAHCAK MBIHAHBI ATaMbI3:

20—w—ry 20—w—ry 20—w—ry

Vi=[o] 7 o +[a] 7 (B -+ ] A
+(2n — )2t — na?(t — ) (10)
—(n— 123t — 7).

1-6omkam Heri3iHAe Keneci 6aranay OpbIHIATIA/bI:

20—w—7ry 20—w—rq w+ry w+ry
) e <Clal e (Jnl T ) )

w+7r]
2% — o — To—w—r] 25
: <C+ - er - (w;m) lO%QM)@M?(t—ﬁ) (1

= le% + l’%(t — 7'1).
Enpi GipiHini oy BUPTyasibl KOHTPOJUIEPAi ObLIai TaHaaIm ajJaibIK:

rtw r1tw

af' (z1) = —sign(z1)g, © | 7 (12)

myHzma g1 = (3n—14 ;) e > 1, (11) men (12) Ternixrepai konaansin (10) TeHmikTi ObLIal *Ka3zyra
Ooabl:

20—w—ry

Vi < —naf = (n=1) (23t =) + it = m)) [ma] 7 (" —af").

BynaH pekypcHBTi KajamFa Keuicek, (k — 1)-mni kazamaa

k—1
Vi1 < — (n—k+2) ZJC

13
n—k—l—lz 2t—m) + 2t — 1)) (3)
=1
TRl pey Pk-1
+ [T—1] (2 =ity
Keneci kamamna V, = Vi1 + Wy, + Wp, OonarbiHpaii etin, Vj-Hbl TaHmaiiMbI3. OHBIH
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YaKpIT OOWBIHIIIA TYBIHIABICHIH (1)-1Ii TEHICYMIH MICIIIMiHIH TOHIperinae Taysir, (13) TeHmey MeH
1-TY>KBIPBIMJIBI KOJTAHCAK MBIHAHBI JIAMBI3:

k-1
Vi<—(n—k+2) Zw?
i=1

k k-1
—(n—k+1) ( xft—n%—Zx t—T,H))

i=1 =
% (t = Tht1)
+ ( n— 2k + 1)z}
20—w—rg 20—w—rg 20—w—rg (14)

w7 (B —al) + (] o 4 w] T S

2070.)77'16_1

ol 7 (R )
oy e() - T
20— e / (7%~ s (Zea ()] “
g Ozk_l(Zk—l(t))
k—1 a g
<2 (et £) g (s (Za %),

Apbl Kapaii o, BUPTyaJlJibl KOHTPOJIIEPiH Kypy YiliH (14) TeHaeyiH OH aFbIHaFbl COHFbI YIII
MYILIECiHe coiikec meKTeyI 6aranay Oepy kepek. O kenecifet 3 iIeMMaHbIH HET131H/e KOJI )KeTiMi
0OO0abl.

Jlemma 1: OH TYpaKTHI [3), TaOBUIBIN, KeJIECl TeHCI3MIK OPBIHAAIAIbI:

20'7w77'k_1 20—w— 'rk 1

w1l 7 (T — ) <

1
ol < 5o+ Bual. (15)

Jlemma 2: Keneci Garanay opbIHIaTa/IbI:

k—2
20—w—rp 1
(] fr < Browiy + 562-1 + 5290?
=1

k—1
A + ot 16)

+ 5 Zx —Tis1) + 2 (= 7).

Jlemma 3:

C—Thi1P k-1
20 — Tk4+1Dk /Zk ‘ o v‘k(f . 0 ra
20 [\ R s 3 (et + ) 2 (jaen )
( Sl A s T > (el + £) 5 (]

1 1 k—2 1 k—1 1 k—2 (17)
< Bkai + gl'i_l + EZI? + szzz(t—ﬂ) + 521’?('[5—7‘“_1).
i=1 i=1 =1
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Anbinrad HoTHKenepal (14) Koiibil, MbIHAHBI aJaMbl3:

k
v, < —(n—k:+1)Z:1:?

=1
k—1

k
—(n—k)Y 2}t —m)—(n—k)> 2l(t—T71) (18)
i=1 i=1
20—w—r
+ [z] @ : o 4+ (2n—2k+1 + Br)x}
20—w—ry

o] (B - e),

MyHIa B = Br1 + Brz + Prs. Ocblnaiima oy, BUpTyanibl KOHTPOJUIEPiH Keleci Typ/e TaHIar anaibIK:

rtw rptw

oy (Zy) = —sign(zg) gy, © |ze] 7, (19)

MyHIa g = (3n — 3k + 2+ F) e > 1 - OH TYpaKThl. byJ1 HHIYKTUBTI Kajamabl askTaiiasl. bynan

k k—1

Vi < —(n=k+1) Y ai—(n—k) (fo(t —m)+ ) ait- Tz’+1)> + [z

=1 =1

20—w—r}

(2iy — o) -
(20)
k = n 6omranna V, : R® — RT JIsanyHoB QyHKIMOHAIBI YIIiH

n

V() = (Wi, () + Wp, () 1)

=1

0OO0abl.
JKorapbiaa KeATipUIreH HHAYKTHBTI O0IKaMIbl KOJIJaHa OTBIPHII, 1-11 KAAaM/IA 2,41 = Oy =
u €KEHIH ecKepil, «, : " — R y3xikci3 GQyHKUMSICHIH Kypa ajnambl3, OyjaH v : " — R KoHTposuiepi

KeJieci Typ/ie ajabIHA b
1

. 1 T "n+1
u(z) = — (sign(z,))rn gn™" |zn| @ (22)
OcsinaH keneci 6aranay aablHAIbL:
Vo< =) af+né. (23)
i=1
" - 20T 1Pk
WHk (t) < [Zk(t)]a — [Oék_l(Zk_l(t)” "k X |Zk(t) — 1 (Zk_1<t))‘
1- "k 20—w
<277 ()| e
A= 2%“’ 60sceiH. CoHIa Keneci MapTThI allyFa 0oJabl:
. 1\
o< (§V”) + s, (24)
Kerneci Typaeri >KUbIHIBI €HTi3eHiK
Q:={z(t) € R" |V, >2(2n6)*} (25)
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xoHe z(t)-x(0) 6acranksl Ky#i 6ap (7) xyiieHiH Tpaekropusicel 60schiH. Erep z(t) € ) 6onca, onzia
(25)-TeH MblHAY LIBIFAbL:

, 3
V, < — (%Vn) +n6 < —né < 0. (26)

Byn nerewimis, x(t) € () Gonranna, V;, - ¢ yakpIT eTe Keje KaTaH KeMiMelni 00maibl, 1eMeK
x(t) -- R™ keHicTiriHiH {2 TONBIKTAYIbI )KUBIHTHIFbIHA aKbIPIbl 1 > () yaKbITBIH/A CHIII, COJ JKep/Ie
MOHT1 Kasysl Kepek gereni oinaipeni. bynan (7) Tyitbik sxyiienin x(t) memrimi [0, 400) apanbiFbibga
AHBIKTAIIFAH JKOHE KeH ayKbIMIbI ImektenreH O0omanel. Exai (3) mapTTeiH opelHABUIBIFRIH (9), (24)
KOJIJIAHBIII, JKHE O MapaMeTpiH TaHay apKbUIbI KOpceTyre 00iabl.

[y(t) = e (1)] = a2 (8)] < Voo < 2(200) 5 <&

bynan ke3 xenred € > 0 ymin (22) Typaeri y3aikci3 Kyi kepi Oaiinanbic KoHTposuiepi (3)
HIAPTTHI KaHAFATTaHAbIPAThIH IIBIFBICTHI KEH ayKbIMIIbI PAKTUKAIIBIK 13T€ TYCipy eceOiH Iene.

Teopema. Erep bomkam 1-2 opsiHzmanca, onnma (22) Typaeri Y3mIiKCi3 Ky Kepi OalaHbIC
KOHTPOJUIEP] TYHBIK XKYHEHIH OapibIK KyHIepiHiH KeH ayKbIM/Ibl IIEKTeNTeHAIrH KaMTaMachl3 eTe/i
JKOHE 13re TYCIpy KaTeCiHiH aKbIpIibl YaKbITTaH KeHiH aniblH ana OepiireH IoNJIIK aiiMarbIHa
KETKI3e/l.

Ocplnaifiia, yChIHBUIFaH 0acKapy 3aHbl (22) TYpiHAE albIHBIII, 0J1 KEH ayKbIM/IbI TPAKTUKAJIbIK
13re Tycipy eceOiHiH HIeIiMIH KaMTaMachl3 €Tel )KOHE TEOPUSUIBIK TYPJE I ICHE .

KapacTtripbutraH jxyiie sKalbl )KYHEeHIH KEeKeJIeTeH JKaFaaibl O0JIBIT Ta0bUIa b, OYJ1 aJbIHFAH
HOTIIKEJIEP/IiH KaNIbUIBIFbI MEH JYPBICTBIFBIH KOPCETE/I].

¥YCBIHBUIFAH 9JIIC AJNJBIHFBI KYMBICTAPMEH CAaJIBICTBIpFaH/Ia yaKbIT OOMBIHIIA alHBIMAIIBI
KENIiryjaep MEH >KOFapbl PETTI CBI3BIKTHI €MECTIKTepAi Oip Me3riiae eckepyiMeH KoHe Kyiere
KOWBLIATHIH MIAPTTAP/IbIH SJICIPETiITyIMEH epeKIleIeHeI.

KopsbITbIHABL.

Byt sxymbIcTa yakeIT OOMBIHIIA aifHBIMAITBI KeIIiTysepi, Oenrici3 mapamMmeTpiiepi 5koHe KoFaphbl
PETTi CBI3BIKTBI €MecCTiKTepi Oap »Kyienep YIIIH KEeH ayKbIMIbl MPAKTUKAJBIK 13re Tycipy ecedi
KapacTBIPBUIJIBL.

¥ ChIHBUIFaH 9JIiC JKYyiere KOMbLUIAThIH IIapTTap bl SJICIPETYMEH KoHE KEUIry MEeH OeNrici3iik
JKaraabpIiHIa 6acKapyablH THIMIUIITIH KAMTaMachl3 €TYIMEH epeKIIeICHEI].

ATBIHFAaH HOTIDKENEp TYWBIK [HMKIIIK JKYHCHIH OapiblK KYWJIEPiHIH KEH ayKbIMIbI
HIEKTENTEHITIH JKOHE 13re TYcCipy KaTelNiriHiH akKbIpibl YaKbITTaH KeHiH anfblH ana OepiireH
TONAIK aiiMarblHA JKETKI3UICTIHIAITIH TEOopHsUIbIK Typhae aonenzeini. CoHbIMeH Karap, Oackapy
3aHBIHBIH Y3IIKCi3 TYP/E KYPBULYbl OHBIH MPAKTUKAIIBIK JKY3€Te aChIPBLTYBIH )KEHUIACTE 1.

AJbIHFaH HOTHXKEJEp pOOOTOTEXHHUKAA, YITKBIIICH3 0acKapy KyHlelaepiHie, JHEPreTUKAIBIK
YKOHE MEXaTPOHUKAJIBIK KOHIBIPFBUIAPIA KOJIJaHyFa IMePCTICKTHBAIIBI.

Bonamak 3eprreynepie YChIHBUIFAH TOCUIAl KeNaWHBIMAbl JKyHenepre, >KeNUIiK Oackapy
KYpbUIBIMAApbIHA XKoHE Ke3/1eHCOK Oy3bUIbICTaphl Oap xkylenepre KeHeHTy )KocnapiaaHabl.
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