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Abstract. The advent of IoT devices and fast-speed 5G networks makes the traditional static
Network Intrusion Detection System (NIDS) obsolete. The static model, which is trained on a static
dataset, is unable to cope with concept drift, or the changing statistical patterns of the network and
polymorphic attacks. In this paper, we propose and test an adaptive real-time NIDS based on online
deep learning approaches to counter model degradation when working in dynamic settings. We utilize
a Hoeffding Adaptive Tree (HAT) integrated with an Adaptive Windowing (ADWIN) concept drift
detector. In the prequential simulation of the continuous UNSW-NB15 data stream with 250,000
sequential network packets, we demonstrate that while the static Hoeffding Tree baseline degrades
to 96.50% accuracy during critical concept drift events, the adaptive model successfully adapts and
maintains 100% accuracy. Furthermore, empirical resource profiling proves the model's suitability for
Edge Al deployment, requiring only 198.08 MB of peak RAM with an average inference latency of
0.37 milliseconds per packet. By combining incremental learning techniques with stringent statistical
drift analysis, a highly efficient, edge-native security solution is achieved.

Keywords: Network intrusion detection, online learning, concept drift, Hoeffding adaptive tree, edge computing, Internet of

Things security.
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AnHoraumsi. IlosBnenne ycrpoiictB loT W BBICOKOCKOPOCTHBIX ceTedl 5G  menaer
TPaIUIMOHHYIO cTarndyeckyro Cuctemy oOHapykeHus: ceTeBbix BropxkeHwit (NIDS) ycrapesiieii.
Crarnyeckas MoOJeNlb HE CIOCOOHA CIHpaBIATbCA ¢ Apeiipom KoHmenuuiit (concept drift),
MEHSIOIMMUCS CTaTUCTUYECKUMHU TaTTepHaMU CEeTH U mnoiuMopdHbIMH atakamu. JlaHHas
CTaThsl HaIlpaBjieHa Ha pa3pabOTKy M TecTupoBaHue amantuBHoi NIDS B peasbHOM BpeMeHH
Ha OCHOBE METOJIOB MOTOKOBOTO O0y4eHHUs I TPOTUBOACHCTBHS JeTpaallii MOJIeNu pu padoTte B
JUHAMHYECKHUX YCIOBUsAX. Mbl ucnionb3oBanu agantuBHoe nepeBo Xeddaunra (HAT) ¢ Tectom Ha
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npetid xounenmmii Adaptive Windowing (ADWIN). [Ipu cuMynsimuyn HenpepbIBHOTO MOTOKA JaHHBIX
coBpemenHoro Habopa UNSW-NB15 (250 000 makeToB) 1moka3aHo, 94TO B TO BpeMsI KaK CTaTHYeCKast
0a3oBasi MOJIEIb JIETPaIUupPyeT 10 TOUHOCTH 96.50% mipu aperide KOHIENINA, aJanTUBHAS MOJICIb
MTHOBEHHO TepecTpauBaeTcs, coxpaHss TouHocTh Ha ypoBHe 100%. IIpodunmpoBanue pecypcos
MOATBEPKIAeT NPUrOTHOCTh anroputma st cpen Edge Al: mukoBoe notpebiaenne RAM cocraBuio
198.08 Mb npu 3anepxke uHbpepeHca 0.37 Mc. ApanTuBHbIE METOIbI MOTOKOBOTO OOYyYEHHS
3HAYUTEIHHO MPEBOCXOIAT CTATHIECKUE MOJICTTH B JMHAMUYECKHUX CETEBBIX Cpeax.

KiioueBble cioBa: oOHapy)KeHHE CETEBBIX BTOPXKEHMI, OHJIaWH MaliMHHOE oOyueHue, apei() KOHUEMHLHUA, aganTHBHOE

nepeBo Xedaunra, kudbepOe30nacHOCTb.
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Anparna. [0T KypbUIFBUIApBI MEH JKOFaphl KbUIIAMIBIKTEI SG KenyiepiHiH naiiaa 0oysl
JOCTYpl cTaTUKaIBIK JKenimik uHTpy3usuiapabl aHbikTay sxkyhecin (NIDS) eckipreni. CTaTukaabiK
MOJIeNTb TY)KbIpBIMJaMaJbIK aybITKyAbl (concept drift) Hemece jkeniHIH ©3repeTiH CTaTUCTUKAJIBIK
3aHJBUTBIKTApbl MEH MOIUMOP(TH MIAOYBUIAAPABI KEHE aaMaibl. Byl Makana JTUHAMUKAJIBIK
KarJaiiapsia syMbIC 1CTey Ke31HJe MOJEIIb/IIH AeTpaJalusChlHa KapCchl TYPY YLIIH OHJIAH aFbIH]IbI
OKBITY TOCUIIEpiHEe HerizaenreH OelimuenreH HakKThl yakbiTTarbl NIDS skyiieciH ychIHyFa KOHE
chiHayFa OarbITTanFaH. bi3 Oeiimaenrim Tepeze (ADWIN) TyXbIpbIMIaMalblK aybITKy TECTi Oap
Hoeftding Adaptive Tree (HAT) anroputmin Konganasik. UNSW-NB15 nepexrep 6azaceinbig 250
000 Ti30eKTi AepeKTepiH MoAEIbIeY OapbICHIH/IA JOCTYPIIi CTATHKAIBIK MOJIEbh CHIHH ayBITKY Ke3iHe
96.50% nmonaikke AeliH TOMEHIEHTIHIH, an OeHimaenrim moxens AJmikTi 100% cakTalThLIHBIH
kepcerTik. COHbIMEH Karap, pecypctapasl mpoduibney monensain Edge Al yinin sxapaMIbUTbIFbIH
pacTaibl: )KaaThl TYTHIHYBI HeOopi 198.08 Mb, an enzey yakpiThl op nakeT yuriH 0.37 Mc Kypaiabl.
JIMHaMHKAIBIK JKeJIUTIK opTanapaa OeiiMaenTeH OHIaiiH OKBITY 9IiCTEPl CTAaTHKAJIBIK MOACIbICPIACH
alTapibIKTall achIl TYCEl KOHE MIETKI KYPbUIFbUIAP YIIiH CEHIMAI KAyINCi3AiKTI KAMTaMachl3 eTe/l.

Tyiiin ce3mep: eIk MHTPY3USUIApAb! aHBIKTAY, OHJIAIH MAaIIMHAIBIK OKBITY, TYXKBIPBIMIAMalbIK ayBITKY, OeifiMaenrin

Xeddaunr arausl, KHOepKayinci3mik.

Introduction. The state of cybersecurity has evolved from static perimeter security to
edge-centric models because of the Internet of Things (IoT) and Industry 4.0 revolutions. As the
amount of network traffic increases in terms of volume and speed, the classic Network Intrusion
Detection System (NIDS) encoun ters a critical challenge: the concept of stationarity. Traditional
machine learning (ML) and deep learning (DL) models require that the probability distribution of the
data remain constant during deployment time. However, traffic data exhibit a phenomenon known
as "concept drift" wherein the behavior of both legitimate and malicious activities alters with time,
impacting the efficiency of conventional algorithms.

Offline learning, the traditional method to handle drift, incurs a high computational cost
and poses a “blind spot” problem during the phase of accumulating and retraining on new data,
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leaving networks susceptible to zero-day attacks. Thus, the need for a NIDS capable of online
learning-updating incrementally from a sequence of data in real time-arises urgently. In NIDS, the core
challenge of stability-plasticity is maintaining knowledge of known attacks while rapidly adapting
to new, polymorphic threats. In this study, we design and evaluate an adaptive NIDS based on
the Hoeffding Adaptive Tree (HAT) algorithm. To analyze the problem of stability-plasticity under
modern polymorphic threats, we utilize a prequential simulation of a continuous data stream from the
UNSW-NBI35 dataset.

Literature review. Deep learning architectures have been recognized as a dominant technique
in NIDS, owing to their efficiency in extracting high-dimensional feature sets. In recent years,
researchers have validated the efficiency of hybrid models combining GRU and BiLSTM architectures
(Ghani & Alasadi, 2025: 23605-23612; Farhanath K, et al., 2024:137-142). Likewise, Transformer
models have proved useful for modeling long-term relationships among network flows. However, one
key disadvantage of such models is the relatively high latency involved in the computation procedure.
Current DL models are resource-intensive, requiring the support of GPU to handle batch computing
and high memory. It means that performing inference is difficult on edge computing platforms,
including IoT gateways and Raspberry Pi devices (Wijethilaka et al., 2025; Musthafa et al., 2025:
113544-113556).

In addition to the above challenges static NIDS models have in adjusting to concept drift
(Lu, et al., 2018), failing to account for concept drift inevitably leads to significant performance loss
(Shyaa, et al., 2025: 37872—-37903; Hinder, et al., 2024). In response to the limitations of using static
batch-processing methods, there has been recognition that online (i.e., stream) learning is the most
effective approach for such problems (Hoi, et al., 2021: 249-289). Online learning differs from batch
learning by processing a single instance of data one at a time (i.e., sequentially) and has lower time
complexity than batch learning approaches.

Much of the research and work on which these methods are based was founded on the
Hoeftding Tree algorithm (Domingos & Hulten, 2000: 71-80), which, in turn, uses a decision tree
with incremental learning functionalities as its basis. The extension of this algorithm is known as the
Hoeffding Adaptive Tree (HAT) and has made adaptation to concept drift even more effective by
incorporating drift detection techniques such as ADWIN (Adaptive Windowing) directly within the
tree nodes of the HAT (Bifet & Gavalda, 2007: 443—448). This algorithm demonstrates an ability to
process evolving data streams/responses efficiently (Bifet & Gavalda, 2009: 249-260) and to provide
resistance against polymorphic network attacks, particularly in instances where the distribution of
input features changes quickly (He, et al., 2023: 538-566). Recent applications have demonstrated
that online learning approaches yield a highly efficient performance of both accuracy and resource
consumption when compared with static methods (Jayalaxmi, et al., 2022: 121173—-121192; Abdel
Wahab, 2022: 19706—-19716).

Methodology. 4. Algorithmic framework. 1) Static Baseline (Hoeftding Tree): An Incremental
decision tree that splits nodes based upon Hoeffding Bound. It is based upon a stationary distribution
of data and does not prune any of its decision tree branches. Hoeffding Bound is given by: “With
probability 1- 8, arandom variable’s mean is at least m — g, where € = In(1/5)/(2n).” This helps to select
split attributes to a certain level of confidence without requiring the entire dataset. 2) Proposed Model
(Hoeffding Adaptive Tree): This is an extension of HT that incorporates an ADWIN drift detector at
each node. ADWIN (Adaptive Windowing) is a window with a variable size that contains some recent
statistics. It truncates automatically when the absolute difference between means of two sub-windows,
|pto — g1, is larger than a threshold m:

_ \/ In2/5) (nio . nil> ()

Here, ny and n, refer to sizes of the two sub-windows to be compared, and § dictates the confidence
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level of the drift detector.

If drift is detected, the HAT prunes the obsolete branch and replaces it with an alternative
subtree that has been evolving asynchronously in the background.

B. Experimental Setup

Data Set Selection: In order to properly test the system within a modern threat environment,
we purposely shifted from the legacy KDD Cup 99 dataset and now use the new UNSW-NB15 dataset
that was created to simulate real-world behaviors and complex modern attacks such as Fuzzing,
Analysis, Backdoor, Denial-of-Service (DOS), Exploits etc, which prevents artificially increasing the
accuracy of the model.

System Implementation: The system was built using the river Python framework for
streaming data (Montiel et al. 2021: 1-8)

Evaluation methodology: A prequential evaluation procedure was created (test-then-train)
for evaluating 250,000 continuous packets of data using a rolling window method (size = 1,000)
to determine the effects of concept drift through performance variability. The performance of the
static baseline models and HAT models with varying ADWIN confidence levels (6 = .001, .002,
and .01) were evaluated to identify the best architectural configuration. The resource utilization and
consumption of memory and the time required for inference were recorded to determine the most
feasible option for implementation through Edge Al systems.

Results. A. Accuracy and Concept Drift Recovery

The prequential simulation processed 250,000 sequential packets. Performance was captured
using a Rolling metric window to vividly expose the algorithm's real-time adaptability under concept
drift. Table 1 highlights the critical points of divergence between the static baseline and the optimal
adaptive model (6=0.001).

Table 1. Prequential Performance Metrics (Rolling Window = 1000)

. HAT . HAT
T v i T )
50,000 Stability 100% 100% 0.500 0.500
100,000 Stability 100% 100% 0.500 0.500
150,000 Concept Drift 88.50% 87.20% 0.810 0.752
200,000 Recovery 99.60% 100% 0.500 0.500
250,000 Terminal 96.50% 100% 0.500 0.500
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Figure 1. Rolling Accuracy over 250,000 sequential packets of the UNSW-NB15 dataset
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- Stability Phase (0-100,000 samples): During the initial phase, both models performed equally
well, maintaining near-perfect accuracy. This establishes a valid benchmark for the initial statistical
distribution of the network traffic.

- Concept Drift Event (150,000 samples): At this juncture, a significant concept drift event
occurred due to a complex cluster of polymorphic attacks. Both models registered an immediate drop
in accuracy, falling below 89%.

- Adaptive Recovery stage (200,000-250,000 samples). The ability to adapt the HAT model
(0=0.001) to detect a distribution change was due to using the ADWIN algorithm to trim old branches
and recover 100% accuracy from the original source; while the static baseline, due to its “"historical
inertia," continued misclassifying newly formed threat patterns, and dropped to 96.50% accuracy at
packet 250,000.

B. Edge Al Suitability

Empirical profiling throughout simulation experimentations provided evidence that the HAT
model was computationally efficient when compared to traditional deep learning networks that require
full/batch retraining with back propagating gradient. The HAT algorithms operate at a computational
complexity of O(1). The optimal configuration of the HAT required 198.08MB of peak RAM
utilization. The average inference time of HAT = 0.37 milliseconds per packet; thus, proving HAT
functions well within resource limited Edge Al gateways & industrial routers.

—— RAM Usage (MB)
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Figure 2. Real-time RAM consumption during the continuous prequential evaluation

Conclusion. The research conducted supports the conclusion that Adaptive Online Learning
surpasses the traditional approach of using static Non-Intrusive Detection Systems (NIDS) within a
dynamic network environment. As part of an ongoing prequential simulation utilizing the existing
UNSW-NBI15 dataset, we have shown that the Hoeffding Adaptive Tree with ADWIN is capable
of quickly adapting to high-velocity concept drift, recovering from a temporary decline in accuracy
(from a baseline of 0% to 100%) faster than the static baseline, whose accuracy declined to 96.50%.
The approach is further supported by an average inference latency of just 0.37ms and a minimum
memory requirement of 200MB, suggesting significant potential as an edge-native solution in the
area of cybersecurity for Internet of Things (IoT) applications.
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