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Abstract. Modern cyber threats are characterized by a high degree of complexity and
variability, which makes the task of protecting corporate networks from confidential data leakage
especially relevant. Traditional approaches to information security are losing their effectiveness when
faced with attacks based on anomalous user behavior and the use of covert communication channels.
In this regard, the role of next-generation firewalls (NGFW) and intrusion detection and prevention
systems (IDS/IPS) is increasing. This study is aimed at exploring the possibilities of integrating NGFW
and IDS/IPS with machine learning technologies to enable intelligent analysis of network traffic. As
part of the practical component, a module was developed in the Python programming language, based
on the Random Forest algorithm, which provides automatic threat classification. The module was
tested to see how well it works when people try to attack it. This was done to find out if it is really useful
in the world. This work is, about keeping information safe and secure using artificial intelligence. We
looked at the problems we are facing now with keeping data safe and we tried to come up with some
solutions.

Keywords: NGFW, IDS/IPS, Random Forest, data protection, artificial intelligence, cybersecurity.

Al KOMEI'IMEH KOPIIOPATHUBTIK KEJIIHI KOPTAY YIIIIH BPAH/IMAYJP
JKYUEJIEPTH TAJIJIAY

L2I'3. 3usitoexoBa*, *Wojcik Waldemar, /1. ZKapkpinysl, 2P.bl. blkmacyibl
1:9J1—CI)ap2161/1 arbiHIarel Kazak yiaTThIK yHUBEpCUTET1, AnMmarsl, Ka3zakcran
2 AJIMathl TEXHOJIOTHSUIBIK YHUBEPCHTET, Anmatsl, Kasakcran
3JIroONUH TeXHUKANBIK yHHBEepcHuTeT, JIroomun, [lonbma
*e-mail: ziyatbekoval @gmail.com

I.3. 3usaréexoBa — PhD, kayeimmacteipeuiFan mpodeccop, an-Dapadbu areimarsl Kazak
VITTHIK yHUBepcuTeTi, Anmatel, KazakcraH; AnMaTbl TEXHOJIOTHUSIIBIK YHHBEPCUTETi, AJIMATBhI,
Kazakcran; e-mail: ziyatbekoval @gmail.com, https://orcid.org/0000-0002-9290-6074

Wojcik Waldemar -~ T.F.n, mnpodeccop; AKMApaTThIK  TEXHOJOTHSIIAp  KOHE
anekTpoHuka  Kadenpacel, JlroOnuH ~ TeXHHWKANbIK  yHuUBepcuteri, JloOmun, Ilomnbiia;
https://orcid.org/0000-0002-0843-8053

46


https://doi.org/10.62687/STJ.1.2.2026.21
https://orcid.org/0000-0002-9290-6074
https://orcid.org/0000-0002-0843-8053
https://orcid.org/0009-0009-6653-3057
https://orcid.org/0009-0006-4617-3996
mailto:ziyatbekova1@gmail.com
mailto:ziyatbekova1@gmail.com
https://orcid.org/0000-0002-9290-6074
https://orcid.org/0000-0002-0843-8053
mailto:zharkynulydaniyar@gmail.com
https://orcid.org/0009-0009-6653-3057
mailto:rahatykylas18@gmail.com
https://orcid.org/0009-0006-4617-3996
mailto:ziyatbekova1@gmail.com
mailto:ziyatbekova1@gmail.com
https://orcid.org/0000-0002-9290-6074
https://orcid.org/0000-0002-0843-8053

ISSN (print) 3135-1840  eISSN (online) 3135-1859 Smart Technologies Journal, 2(1) - 2026

J. KapkbiHy1bl — AJMarbl TEXHOJIOTUSAJBIK YHUBEPCUTETIHIH CTYAEHTI, AJIMaThl,
Kazakcran; e-mail: zharkynulydaniyar@gmail.com, https://orcid.org/0009-0009-6653-3057
P.blL. blknacyasl — AjMarel TEXHOJOTHSUIBIK YHUBEPCHUTETIHIH CTYAEHTI, AJMarsl,

Kazakcran; e-mail: rahatykylas18@gmail.com, https://orcid.org/0009-0006-4617-3996

Angarna. 3amMaHayd KuOepKayllTep >KOFapbl KYpIAENUIIK MEeH e3repMeiuliK JAeHreiliMeH
cunarraiaabl, Oyl KOPHOPAaTUBTIK >KEIUIepHAl KYMHs aKMapaTThlH CHIPThIHA IIBIFYbIHAH KOpFay
MIHJETIH epeKiie ©3eKTi eTeli. AKMapaTThIK KayilCi3MiKKe apHalFaH AOCTYPJl TOCUIIEp
naiilanaHymblIapAbplH ~ aTUNTIK  MIHE3-KYJIKbIHA JKOHE KACBIPbIH OaiflaHbIC apHalapbIHBIH
KOJIZJAaHBUTYybIHA HETi3/eNreH wmalybUigapMeH Oerme-0eT KeiareHae 3 THIMIUIMH JKOFalTabl.
Ocpiran OainaHpICTHI Kejeci OybIHAars! xemiapanbik dxpanaapasiH (NGFW) xone malysiinapast
aHBIKTAY XoHe anabiH any xyienepinig (IDS/IPS) pemni aptem keneni. Ocwl 3eprrey NGFW sxoHe
IDS/IPS xyiienepin MalIMHAIBIK OKBITY TEXHOJIOTUSJIAPbIMEH O1pIKTIPY MYMKIHIIKTEPIH 3€pTTEYTE,
KENTIK TpapUKTI MHTEJUIEKTYaJI bl TaJAay/lbl )KY3€re achIpyFa KoHE JIePEKTEePAiH bIKTUMAI ChIPTKA
IIBIFY apHAJIAPBIHBIH aHBIKTayFa OarbITTasFaH. Toxipubenik 6eniM asceinga Python 6armapnamanay
TUTIHIE MOAYJb 93ipJCHI, OHBIH HETI3IHIE KayinTepAi aBTOMATThI TYpHe KIKTEYAl KamMTamachl3
etetii Random Forest anroputmi »karbip. MoaynbIuH TUUMAMIEPU MEH HAKTHl JKaraainapiaa
KOJITaHBIFa >KaramJIbUIBIFBIH Oarajay YIIiH SpTYpili maldybll ClieHapUIepiHAe TeCTiNeH Ky pri3iii.
Byt xxymbIcTa sxeke aedexTepai KalbIKi3 )KoHe CeHIM/I TYp/Ie KacaH/Ibl UHTEIUIEKTTIH KOMepirMeH
KOpFail )karpIHa aiThuTael. OChIFaH OANTaHBICTHI YCHIHBUTFAH )KYMBICTA JeeKTep/Ii KalbINKi3aiHe
KaTBICTHI ©3€KTi dJIEMJIIK MOCelIesiep TalIaHbII, OJIap bl MIEITy KOIJaphl YCHIHBUIAIBI.

Tyiiin cesnep: NGFW, IDS/IPS, Random Forest, nedekrepai Kopraii, skacaHabl HHTEIICKT, KHOSPKANBITIKI3IiK.
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AnHoTanusi. CoBpeMeHHble KHOEpYrpo3bl  XapaKTEpPHU3YIOTCS  BBICOKOM  CTENEHBIO
CJIOKHOCTH M BapUaTWBHOCTH, YTO JIEJNaeT 3ajady OOECIedeHHs 3alIUThl KOPIOPATUBHBIX CETEH
OT yTEYKH KOH(HICHIMATbHON HH(pOpMAIMU OCOOCHHO aKTyanbHOW. TpaauIMOHHBIE MOIXOBI
K MH(OpMalMOHHON 0€30MacHOCTH yTpauMBalOT 3()P(PEKTUBHOCTh MPHU CTOJKHOBEHUH C aTaKaMu,
OCHOBaHHBIMM Ha aTUIHMYHOM I[OBEIECHUU IOJb30BAaTENIEH M HCIOJB30BAaHUM CKPBITHIX KaHAJIOB
KOMMYHHKaIMH. B CBsI3u ¢ 5TUM BO3pacTaeT pojiib MEKCETEBbIX IKPaHOB HOBOTo nokosieHus: (NGFW)
U cucteM oOHapykeHusi u mpenorBpamieHus BropkeHuit (IDS/IPS). Hacrosiee uccnenoBanme
HanpaBJICHO Ha u3ydyeHHe Bo3MokHOcTed wuHTerpammu NGFW wu IDS/IPS ¢ TexHomorusmu
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MAIIMHHOTO OOy4YeHus A pealn3alliid HWHTEJUICKTYaJIbHOTO aHaln3a CeTeBOro Tpaduka Hu
BBISIBIICHUS] TIOTEHIMAJIBHBIX KaHAJIOB YTEUKH JaHHbIX. B paMkax mpakTuueckoil yactu paspaboraH
MOJy/Ib Ha fA3bIKe IIporpammupoBanus Python, B ocHoBe koToporo nexur anroputM Random Forest,
o0ecrieunBarOLIMi aBTOMATHUECKYI0 Kiaccu(ukauuoo yrpos. IlpoBeneHo TecTupoBaHHEe MOIYIs
Ha pa3IMYHbIX CIIEHApUAX aTaK AJs OLEHKH ero 3(p(QeKTUBHOCTH U NPUMEHMMOCTH B peajbHbIX
ycnoBusx. B naHHO# pa®oTe paccMaTpuBaeTcs 3alluTa MEPCOHATIbHBIX JAHHBIX C UCIOIb30BaHHEM
HCKYCCTBEHHOTO MHTEJUIEKTa, 00eCIeurBalomias ux 0e30MacHOCTh U HaIeKHOCTb. B ¢BsA3M ¢ 3TUM B
MIPEJCTAaBICHHOM HMCCIIEOBAaHUH MPOAHAIM3HUPOBAHBI aKTyaJlbHbIe MUPOBBIE TPOOJIEMBbI, CBA3aHHBIC
¢ 0€30I1aCHOCTBIO JAaHHBIX, U IPEUIOKEHBI ITyTH UX PELICHNUS.

Kawuesbie cioBa: NGFW, IDS/IPS, Random Forest, 3amura 1aHHbBIX, HCKYCCTBEHHBIH HHTEIUICKT, KHOSPOE30MaCHOCTb.

Introduction. In the context of the modern digital world, the issue of personal data protection
has surpassed the usual approaches, achieving a qualitatively high level of development in terms
of the application of artificial intelligence (Al) technologies. Based on empirical data, it has been
confirmed that, while human factors and passwords are still considered major factors in the occurrence
of cyberattacks, Al systems help to eliminate these factors through the fast processing of large amounts
of data and the accurate identification of anomalies. At the same time, the application of Al in biometric
systems, such as fingerprints and Face ID, helps to achieve high accuracy in identifying the unique
biological characteristics of an individual, thus reducing the risks of unauthorized access to personal
data to a minimum. Most critically, the ability of Al to learn and improve helps to enhance the defense
mechanisms in response to new cyber threats, thus making Al a critical factor in the maintenance of
the integrity and confidentiality of the digital world at an intelligent level.

In the context of the overall digitalization process in the world, the role of information as a
strategic asset has been recognized, and the issue of ensuring the security of this information represents
a pressing scientific and technological challenge. It has been established that careless handling of
personal data by users frequently leads to theft or dissemination of this data without authorization.
Today, the level of public awareness with regard to the proper use of Al technologies is insufficient.
The quick development of cyber threats, such as malware, phishing, etc., along with low digital literacy
of users, indicates the shortcomings of traditional methods for protecting users. In this context, the goal
of this research is to examine the role of Al technologies in the protection of personal data and their
effectiveness in the modern information environment.

Artificial intelligence and personal data security: current state and principal threats. The
extensive use of Al technologies in digital services, which started in 2020, should be noted. Before
the introduction of Al technologies, users mostly used various gadgets, such as smartphones, personal
computers, and external devices, for storing personal data. Nevertheless, the issue of theft and leakage
of this data without authorization has been persistently relevant (Bishop 2006:738).

One of the main contributors to this problem is the lack of adequate adherence by users
to information security guidelines. In particular, the use of inadequate passwords, such as those
containing low-complexity characters, provides a conducive environment for a successful cyberattack.
Information security studies have shown that inadequate passwords remain one of the top weaknesses
of cyberattacks.

Generally, the comparative analysis of the problem shows that the implementation of
Al technologies is consistent with a positive trend of increased data security (Figure 1). The
implementation of Al technologies has led to the development of a modern concept of data security,
where this technology is a part of modern cybersecurity. This technology allows for the precise
detection of anomalies and suspicious deviations, which can be imperceptible even for a human eye,
through the rapid analysis of large volumes of data.

In addition, this technology not only responds to cyberattacks but also takes a proactive stance
by assessing possible cyberattack scenarios. In this case, the system promptly blocks any malicious
activity, thereby developing a robust defense against cyberattacks. In terms of internal security,
monitoring of user activity is carried out to prevent internal data breaches (Kaspersky Lab 2021:210).
Most importantly, this technology constantly evolves against emerging hacking techniques, thereby
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ensuring intelligent security for the digital ecosystem.
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Figure 1. Artificial Intelligence as a Guarantee of Digital Security

Presently, the exploration of techniques for the safe storage of information using artificial
intelligence is an extremely relevant issue. This is due to the capability of artificial intelligence to
analyze large amounts of information from the internet. Therefore, it is logically imperative to establish
security protocols using this form of intelligence. One of the advantages of using artificial intelligence
is its capability to analyze large amounts of information within a short time. In addition, it is capable
of automatically detecting suspicious activities. In particular, artificial intelligence is instrumental in
the development of biometric-based authentications, which involve the use of distinctive biological
features, especially where the need for the safe storage of confidential information is imperative
(Kaspersky Lab, 2021:210). In particular, as shown in Figure 2, artificial intelligence is instrumental
in the identification of an individual using images, especially where it deeply examines distinctive
features, such as fingerprints. This makes it one of the safest techniques for the protection of
information from misuse by other parties (Whitman et al., 2018:640; Sharda et al., 2020:832).

- \:;.' » '
FACE ID
FACE ID TECHNOLOGY e
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Figure 2. Types of Al-Based Biometric Protection: Fingerprint and Face ID Technologies

Methodology. Analysis of Existing Solutions and NGFW Architecture. From the time of the
emergence of computer networks, the security of computer networks has been a primary issue of
concern. The first generation of firewall technology introduced basic packet filtering technology based
on a set of parameters. The parameters included source and destination IP addresses, port numbers,
and network protocol types. The first generation of firewall technology operated at OSI protocol stack
layer 3 and allowed data to be either allowed or blocked based on a set of parameters. This technology
worked well in environments where network interactions were limited and threats were minimal.

With the increase in network infrastructure and the number of network devices, attackers
began using complex attack strategies. The traditional firewall technology had functional limitations
in this regard. Attackers began using complex strategies to attack computer networks. These
strategies included sending malicious data in allowed protocol data units, using application-layer
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attacks, and using encryption to hide malicious activity. These factors weakened the effectiveness
of traditional security solutions against emerging threats. The emergence of cloud computing,
virtualization technology, and mobile computing devices introduced fundamental changes in the
network infrastructure of corporate entities. A distributed computing environment emerged, and
BYOD and SaaS technologies widened the attack surface of computer networks. During this time,
security needs also started to change in response to emerging threats.

Next-generation firewalls or NGFWs are really good, at helping with security. Next-generation
firewalls do what regular firewalls do. They also have some extra features. These features include
things that help stop people from getting in control over what apps can be used and smart ways
to look at traffic. Next-generation firewalls can also look closely at each packet of data, control
which apps are used check traffic that is encrypted including TLS 1.3 filter things based on who
is using them and work with other systems that know about threats. NGFWs also offer in-depth
packet inspection (DPI), application control, encrypted traffic inspection including TLS 1.3, user-level
filtering, and integration with external threat intelligence capabilities. Thus, NGFWs represent a
natural evolution in the development and delivery of cybersecurity products that offer multi-layered
security capabilities on network, application, user, and content levels. This evolution is particularly
relevant in the context of advanced persistent threats (APTs) used by both cybercrime syndicates
and state actors. The inclusion of artificial intelligence and machine learning capabilities in NGFWs
enables them to identify unknown threats through behavioral analysis and dynamic adaptation to
changes in the evolving cyber risk landscape (Schneier 2015:784; Tsai et al. 2009:11994-12000).
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Figure 3. Growth in the Number of Cyberattacks and Information Security Incidents (2010-2024)

The above graph (Figure 3) illustrates the exponential rise in recorded cybersecurity incidents
over the last fifteen years, as per data provided by IBM X-Force and ENISA statistics. There is
an evident link between the evolution of threats and the need to migrate from traditional firewalls
to NGFWs. There is also a significant spike in incidents recorded after 2020, reflecting the onset
of remote working, the emergence of cloud computing technologies, and increased APT syndicate
activities.

Discussion and Results. Architecture of Next-Generation Firewalls (NGFW). The solution
architecture for an NGFW solution would typically involve staged traffic processing, which would
include session analysis, application identification, verification against known threat signatures,
behavioral analysis, and finally, decision-making with regard to the permission or denial of the
network connection. This is essentially an example of the solution architecture offered by Palo Alto
Networks. In the context of the deployment of security systems within large-scale corporate entities,
it is necessary to consider not only the potential threats, but also the architectural characteristics of the
corporate network. For example, consider the hypothetical scenario with regard to the integration of a
security system within a multinational corporation with a distributed infrastructure, including multiple
data centers located across the world. The principal threats with regard to the corporate network would
include distributed denial-of-service attacks, phishing, and information leak risks (Hamid et al. 2016:
1-22; Biswas et al. 2018: 101-114).

Initial Conditions:

The multinational corporation has a corporate network with thousands of users distributed
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across different offices and data centers. The principal threats with regard to the corporate network
would include distributed denial-of-service attacks, phishing, and information leak risks.

Implemented Measures:

1. Deployment of NGFW.

The next-generation firewalls were implemented to strengthen the security of the network
perimeter, controlling applications while filtering at the application level. This measure offered
protection from sophisticated attacks, including SQL injections, phishing, and DDoS, while at
the same time providing increased transparency and visibility, thus facilitating early detection of
anomalies.

2. Implementation of IDS/IPS.

To detect internal threats, an IDS/IPs system was integrated, thus providing the ability to
detect anomalies at the network level. This measure allowed for the detection of unauthorized access,
prevention of data leakage, and protection from compromising critical services.

3. Integration with SIEM.

This measure, which offers centralized management, is responsible for providing rapid
response to emerging threats. The solution offers integration with other components, including NGFW
and IDS/IPs, thus providing the ability to collect, correlate, and analyze security information from
other components, while at the same time providing automatic responses to emerging threats (Kumar
et al. 2019: 565-577; Dua et al. 2019: 117-121; Ashoor 2011: 497-501).

Lle
- »

Figure 4. Architecture of the Tested Network

Due to the application of an integrated cybersecurity system, which included the NGFW,
IDS/IPS, and alignment with the security information and event management system, the organization
noticed the following positive results (Figure 4):

- A significant reduction in the success of attacks on the corporate network, due to the detection
and prevention of cyberattacks;

- Increased accuracy in the detection of cyberattacks, due to the combined effect of multiple
security tools and the application of machine learning algorithms, which improve the flexibility of the
system to accommodate emerging complex cyberattacks;

- A reduction in false positives, which reduced the impact on business processes, due to
the optimization of the system’s configuration and the application of advanced anomaly detection
techniques.

Data Loss Prevention (DLP) Methods.

The first function of NGFWs is the prevention of the leakage of confidential information.

The application of DLP tools is carried out using different techniques, which are:

- Signature-based data analysis, where specific patterns are identified;

- Content filtering, where specific keywords or templates are identified;

- Behavioral patterns, where specific patterns are identified by monitoring user behavior.

NGFW can prevent the delivery of sensitive data through an unsecured channel, block file
uploads to the cloud, and monitor for insider attacks from authorized users. The NGFW market
includes numerous vendors providing a variety of solution types. In this discussion we will explore
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several popular solutions and their respective functionality; see the information in Table 1 for a
summary of the comparison parameters used to evaluate the solutions discussed within this section of
the report.

Table 1. Comparative analysis of firewall solutions

Parameter Palo Alto Networks pfSense Mikrotik
Apt Detection Yes Partial Partial
TLS 1.3 Support Yes Yes Partial
Built-in Sandbox Analysis Yes (WildFire) Yes Via AMP
ML/AI Support Yes Yes No
Built-in DLP Yes Uepes moaynu No
Threat Intelligence Integration Automatic Partial No
TCO over 5 years (estimated) Medium Low Low

After carefully analyzing the data provided, it is evident that the overall degree of integration
of Palo Alto Networks is significantly highThe most distinguishing characteristics of this product are:
(1) it has a high level of security because it is able to take advantage of TLS 1.3, (2) it allows the
user to analyze what happens to their data using Machine Learning/Artificial Intelligence (ML/AI),
(3) it protects against Advanced Persistent Threats (APTs), and (4) it provides the user with an
effective means of doing sandbox analyses using the Wildfire platform. This product is frequently
implemented within the infrastructures of Large Enterprise and Mission Critical information systems.
Additionally, it automatically integrates with Global Threat Intelligence platforms enabling Palo
Alto Networks-Based Next Generation Firewall (NGFW) solutions to dynamically respond to newly
emerging threats automatically without requiring manual intervention from the administrator(s).
Fortinet FortiGate solutions are both known for offering excellent throughput performance while
being priced much lower than many competing alternatives. For those who work on tight budgets
and require an acceptable level of protection as well as future growth possibilities, this combination
will likely prove to be attractive. Also, since both TLS 1.3 and IPS capabilities are now part of the
Fortinet portfolio, there may well be many medium size industries where Fortinet SOLUTIONS could
represent a viable option for their environment. That said, their integration with external threat-analysis
ecosystems tends to be less extensive than what is offered by some of the most prominent vendors in
the market.

Cisco Firepower, by contrast, offers a broad set of options for security configuration and
monitoring. Yet it appears to lag behind several competitors in a few consequential areas — most
notably, more advanced machine-learning support and the availability of built-in data loss prevention
(DLP) mechanisms. Moreover, AMP (Advanced Malware Protection) typically delivers sandboxing
as a standalone capability through an additional integration process resulting in increased architectural
complexity. Cost also plays an important role in the decision-making process; Cisco deployments tend
to be significantly higher than competing vendors and thus many organizations will likely limit their
adoption of Cisco based on price alone.

Check Point NGFW is known for its flexible and granular policy definitions as well as rich
integration with Threat Intelligence. However, Check Point NGFW has partial implementation of its
AI/ML capabilities and therefore the practical benefits derived from sandbox analysis depend greatly
upon which licensing tier has been chosen by the user. Even with these limitations, Check Point
remains a very flexible and resilient solution which explains its continued market presence (Singh
et al. 2014:41-47; Hussain 2018: 289-29).

It can be concluded from the above comparisons that there is no single best solution to satisfy all
operational environments. In general throughout the industry, selection criteria for an NGFW should
be developed based upon the organization’s specific requirements including at least:
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Importance of the protected resources to the organization
The acceptable increase in network latency due to traffic inspection
The available budget for both initial deployment of the NGFW & ongoing operations

- The necessary compatibility with current network/system monitoring & analysis tools.

According to the comparison performed, the analysis demonstrates the importance of the
formal selection of products that adhere to a four-level selection methodology as shown in Figure 3.
This methodology will compare the technical, security/functional, and economic features associated
with a product. In conclusion, we can conclude that next-generation firewalls (NGFW) are an
advancement over traditional firewalls. They will be better able to protect against multilayered attacks
than conventional firewalls by utilizing deep packet inspection (DPI), application-layer security, threat
intelligence integration, behavioural analytics and machine learning, and more advanced malware
analysis through sandboxing.

The architecture of NGFWs continues to develop due to (i) the increasing trend of encrypted
data being transmitted; (ii) the rise of cloud and mobile computing; and (iii) the increasing
sophistication of modern attacks. SSL/TLS inspection (including TLS 1.3), application control and
DLP (Data Loss Prevention) are now prevalent as they enable the identification of known malicious
signatures as well as, more significantly, enabling the detection of suspicious behaviours that may
identify developing threats on an immediate basis. This trend will strengthen the overall security
posture of enterprise infrastructures (Sichkar et al. 2023:28-33; Is 2024: 12-20).

The four next-generation firewall (NGFW) products reviewed - Palo Alto Networks, Fortinet
FortiGate, Cisco Firepower, and Check Point - all have unique advantages and disadvantages,
reinforcing the need for a thoughtful, context aware selection approach (regardless of how this
complicates procurement, it cannot be avoided). Hence, NGFWs are a key component of modern
enterprise cybersecurity strategies, allowing organizations to adapt to changing threat environments
and to enhance the effectiveness of their defenses through the use of more intelligent technologies.

Threat Analysis: A Machine Learning Approach to Threat Analysis and Threat Detection.
As cyber threats have become increasingly numerous and sophisticated over the past few years, the
ability to detect attacks in corporate networks is rapidly becoming a necessity rather than a luxury
enhancement. Next-generation firewalls (NGFWs) — including Palo Alto systems — are often presented
as one response to this challenge because they can identify and block threats through deep inspection
of multiple traffic types. This chapter investigates machine learning techniques for analyzing the threat
logs produced by a Palo Alto firewall. The threat logs contain detailed information about the network
activity and therefore may help respond rapidly to incidents by providing incident detection support
and even automation in some cases. This may significantly reduce response times when time is critical.

The primary goal of this research is to classify threats using the Random Forest algorithm on
firewall log data. The Random Forest algorithm has been established as an effective classifier for large
heterogeneous datasets and for constructing accurate and stable classifiers. The research is organized
into multiple related tasks:

- Comparatively analyzing the effectiveness of firewalls

- Collecting and preprocessing Palo Alto threat logs for later use

- Training a Random Forest model on the prepared dataset for threat classification

- Evaluating the model quality based on accuracy, recall, precision, and F1-score
Visualizing the results to facilitate the interpretation of the classification performance in

practice.

More broadly, applying machine learning in this context may both accelerate detection
workflows and improve classification fidelity — an outcome that is arguably critical for corporate
network defense. The selection of Random Forest is driven (i.e., motivated) by its relative robustness
to overfitting and its generally strong performance on large datasets, particularly when the feature
space mixes categorical and continuous attributes.

Comparative Analysis of Firewall Effectiveness. Three different solutions (Palo Alto NGFW,
pfSense, MikroTik RouterOS) were tested under a virtual environment (VMware ESXi version 7.0)
to determine their effectiveness for overall security within an organization's computing environment.
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The lab consisted of three separate networks - one for the potential attacker (Kali Linux), one
for the protected computer/server where the application being exploited was located, and one for
management. The appliances (Palo Alto NGFW, pfSense, MikroTik RouterOS) were all deployed
to their default configurations with no “tweak” settings added for lab use. Attack traffic was generated
using various tools in the Kali Linux distribution, including Metasploit, Nmap, sqlmap and hping3.
The focus for the lab evaluation was the ability of the various types of devices to detect/prevent the
following five types of attacks: Phishing/Social Engineering; Denial of Service (DOS); Exploiting
Vulnerabilities; Malware; Exfiltration of Data. The outputs of the various devices were logged so that
subsequent evaluation could take place using either the Palo Alto Web Ui and Threat Monitor, pfSense
/ Snort or Suricata / ClamAV, or MikroTik's built-in logging capabilities. This data was then analyzed;
and the results of the testing were compiled and presented in comparative format with respect to each
threat category (Singh et al., 2024: 12-15; Feng et al., 2021: 104763; Pandey et al., 2025: 595-600).

Simulated Common Phishing/Social Engineering Processes Identified Through First Test:
User Accessing Phishing Websites via Clicking Links; Receiving Malicious Email; Attempting to
Download File(s) From Phishing/Scam Websites - This Represents The Typical Risk To Organizations
On A Daily Basis. The Reporting Software By Palo Alto Networks Was The Best Performing Product
With 98% Of Threats Detected; This Is Possibly Due To The Use Of Al Based URL Filtering And
Their Integration With A Large Scale Global Malicious Domain Database. The Reporting Software
By pfSense Detected 85% Of Threats Through Signature-Based Detection And DNSBL Filtering.
Reporting Software By MikroTik Was Less Effective With The Lowest Rate Of Threat Detection
60% Of Threats Detected ; This Primarily Comes From Blacklisting Sites In A Static Manner.

JHISHING / SOCIAL ENGINEERING
THREAT BLOCK RATE (%)
98«
85%
60

PALO ALTO pfSense MIKROTIK

URL Filtering, Snort/Suricata Manual
Al-based detection + domain blockina blacklists

Figure 5. Phishing Processing Results

Resilience to DDoS activity was assessed via the second scenario. Both hping3 and Slowloris
were used to " generate " SYN flood attacks and HTTP request floods. Palo Alto was able to block
approximately 95% of all malicious traffic through its DDoS Protection module ( cloud - based )
and automated mitigation processes; pfSense blocked approximately 80% of all malicious traffic
with Suricata enabled alongside the standard pf filter ; MikroTik blocked approximately 70% of all
malicious traffic ; however , MikroTik 's configuration with regard to queuing and filtering appeared
particularly susceptible to HTTP flood patterns.

DDoS-ATAKI

80% - 955

80%
@ Cloud-DDoS
Protection +
Auto-Mitigation

50% -

PF + Suricata

20% @ Simple Queue +

Firewall Rules

PALO ALTO pfSENSE MIKROTIK

Figure 6. DDoS Effectiveness
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In the 3rd test, we looked at protection for exploit attempts, RCE and zero - day style attacks
(or tests emulating that behavior). Palo Alto gave us a very high success rate of 97%, which implies
that they see advantages from their WildFire analysis engine and their Threat Prevention component.
pfSense was able to achieve a 75% success rate based upon the Emerging Threats signatures being
extended by Suricata. MikroTik did not have built-in IDS/IPS functionality and was able to mitigate
approximately 50% of the simpler attacks being run against it which would be classified as very
limited for protective capabilities. In the 4th test we looked at the ability to block malware delivery
and execution. Palo Alto was able to provide nearly 100% protection (99%) with DNS Security and
sandboxing . pfSense with the addition of ClamAV and Snort was able to achieve 82%. MikroTik,
without being equipped with an integrated antivirus module was able to achieve 40% protection -
this 1s not surprising given that testing with MikroTik devices produced three key limitations. Finally,
we assessed effectiveness in stopping confidential data leakage. Palo Alto, using its DLP module to
inspect multi-layer deep traffic, was able to prevent 96% of data leaks . pfSense was able to achieve
65%. MikroTik was able to stop only 30% due to the lack of deep inspection as well as content filtering
capabilities. Taken together, these results indicate that richer inspection and dedicated prevention
modules may materially improve coverage across threat categories — although, as always, operational
context and configuration choices can influence outcomes.

0% 97%

75%

| WildFire +
70% Threat Prevention
Suricata +
Emerging Threats
50% |-
B bBa3osbiv
firewall

PALO ALTO M{RXO MIKROTIK
NGFW

Figure 7. SQL Injection and Zero Day

Example Code for Training a Random Forest Model. Let’s create an IDS/IPS model in Python
using the scikit-learn library. Example code:

import pandas as pd

from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import classification_report

dataset = pd.read_csv('network _traffic_data.csv')

features = dataset.drop(‘attack type', axis=1) # Bce mapameTpsl, KpoMe METKH Kiacca
target = dataset['attack type'] # Tum BBISBIEHHON yTpO3bI

X train, X test, y_train, y test = train_test split(
features, target, test_size=0.2, random_state=42

)

model = RandomForestClassifier(n_estimators=100, random_state=42)
model.fit(X_train, y_train)

predictions = model.predict(X_test)
print(classification_report(y_test, predictions))

Example of implementing a Next-Generation Firewall (NGFW). To strengthen the security of
an information infrastructure, a Next-Generation Firewall (NGFW) may be integrated into an IDS/IPS
architecture. In practice, this combination supports deep inspection of application-layer traffic — most
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notably HTTP and HTTPS — which in turn enables more precise identification of suspicious behavior
and more selective blocking of malicious flows through content filtering and signature-based analysis.
An illustrative case is the configuration of a Palo Alto firewall for traffic filtering:

set device-group <group-name> service-http-profile enable
set device-group <group-name> service-http-profile action allow

The relevant command of this security solution activates a security profile that filters out
instructions based on the acceptable criteria when control logic is applied (e.g., only requests from
approved sources, have the expected headers, contain approved content) and resulting requests to the
appropriate destination (s) only if requested data corresponds with these predefined parameters. All
requests not conforming to the original definitions will be denied access. Testing performed on the
IDS/IPS systems was designed to find out if the NGFWs could detect and block real - world threats
versus "textbook attacks." In order to facilitate this evaluation, a sample of frequently used attack types
was constructed. All of the test attacks originated from Kali Linux; however, for realistic purposes,
a Python script was created to combine multiple attack types into a single complete end-to-end
attack scenario for evaluation purposes. Distributed Denial of Service (DDoS) attacks are aimed at
consuming all of the available bandwidth and / or processing power of the intended target location in
order to hinder or completely take down availability of the targeted location. DDoS attacks are not
simply theoretical, but all too real; even if the service disruption is for only a few minutes, it can have
significant direct costs in lost revenue, and also negatively impact the integrity and reputation of the
attack victim 's business.

In the experiment, a DDoS scenario was simulated using the hping3 utility on Kali Linux.
Because hping3 can craft arbitrary packets, it is well suited for reproducing patterns commonly
associated with automated botnets. The specific method selected was a SYN flood — among the most
widely observed DDoS techniques — in which a high volume of TCP SYN packets is transmitted
without completing the three-way handshake. Predictably, this can deplete the server-side resources
responsible for tracking half-open connections and, as a consequence, destabilize normal service
operation.

/home/kali

1ng3 5 0 2.16.20.251

using eth®, addr: 172.16.20.22, : 1500

HPING 172.16.20.251 (eth® 172.16.20.251): S set, 4@ headers + @ data bytes
hping in flood mode, no replies will be shown

Figure 8. Execution of a DDoS attack using the hping method

The purpose of the below command parameters is as follows : * Enter " sudo " as the command
for execution with super user privileges needed to work with raw sockets or otherwise you will receive
an error of : socket(): Operation not permitted .

- Flag " S " 1s set to enable TCP SYN flag to establish a connection.

- The flood mode will set to send the highest number of packets possible at one time.

- Enable " -V " to get verbose output as it is being processed.

- To specify a port number for the target system you willuse " -p ", where " 80 " is the number
for www (HTTP).

- "172.16.20.251 " is the target system 's IP address.

While performing SYN Flood testing, the Palo Alto Network Security Platform detected
potentially malicious traffic through Early Detection and acted on the anomalous behavior. The NFGW
saw an increase in SYN packet ' s to Port 80 and saw a pattern that resulted in an increase in Packets
received and flagged the event as a TCP Flood Attack. Based on the event logs, the NFGW recorded
the following:

- Threat Type: TCP Flood Attack * Action Taken: Random Drop - Randomly select Packets
to drop to lower the amount of traffic on the network.
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- Source IP Address: 172.16.20.22 (the machine initiating the attack that is running Kali
Linux)

- Destination IP Address: 172.16.20.251 (the machine being tested)

- Severity Level: High (or Critical depending on the security policy in place ). In response
to this event, the NFGW would cause the pre - configured flood protections to engage (primarily,
outbound connection Limits and Dropping packets over an acceptable threshold). This allowed for
the prevention of network overload and subsequent service disruption.The corresponding events were
captured in the logs and presented in the management interface (Figure 6), which, taken together,
suggests that the NGFW supported not only threat identification but also proactive mitigation (and,
importantly, traceability for later review).

Detailed Log View O
-~
General Source Destination
Session 1D O Source Lkser Destination User
Action  random-drop Source 0.0.0.0 Destination  0.0.0.0
Host 1D Source DAG Destination DAG
Application  not-applicable Country  0.0,0.0-0,255,255.255 Country  0.0.0.0-0.255.255,255
Rule Port O Port O
Rule UUID Zone LAN Zone LAN
Device SN Interface Interface
IPProtocod  top X-Forwarded-For [P
Log Action Flags
Generated Time 2025040 20002:24:49 Miatails it
URL
RECEIVE TIME RULE CATEG... FILE
ACAP TYPE APPLICAT.. | ACTION | RULE Ui BY.. | SEVERI., CATEG.. LIST YERDI,.. |URL MAME
2025/04/20 flood not- random- critical ary ~
02:26:57 applicable  drop
2025,/04/20 flood not- randome- critical any
022446 applicahle drop
2025/04/20 flood not: random- critical anny

2060 2rrliczhls Armn )

Figure 9. Response of the Palo Alto NGFW to a DDoS attack

Overall, the DDoS simulation indicated strong effectiveness of the Palo Alto NGFW in
detecting and blocking this class of network threat. Through implementing a multi - faceted approach
that integrated both signature-based and behavioral - based detection methods, the system was able to
identify an anomaly or potential threat quickly (both in real - time) as TCP flood attack and activate
established defenses to mitigate the impact of the attack. The system also documented all incident -
related information in threat logs which will enable subsequent investigations of incidents logged as
well as establish visibility into the event activities.

The associated information from test scenarios will be included in the training dataset that will
be used for machine-based analysis of the threat ( protected by using a Random Forest algorithm ). In
addition, this initiative will benefit the ongoing development of NGFWs when deployed in conjunction
with an IDS/IPS solution through their ability to be sources of telemetry data that can provide definitive
labels and related attributes of attacks. Therefore, the overall findings validate the effective utility of
this type of solution for real - time resilient protection against denial of service attacks on corporate
networks and associated risks.

Final Thoughts. The data support that the Palo Alto platform was found to provide greater
capabilities than the other products in all the test scenarios and metrics evaluated. The embedded
machine learning analysis (WildFire, DNS Security, and AI modules) resulted in a high rate of
blocking APT, Zero-Day, and DLP attacks, and met the responsiveness criteria established for the
test cases. pfSense produced strong results due primarily to its integration with Snort/Suricata and its
ability to implement highly granular manual rule control, but it appears that additional refinements of
pfSense will be necessary to achieve similar levels of effectiveness in more complex environments. In
contrast, MikroTik had the capability to perform baseline filtering but showed significant limitations
in protecting against advanced attacks. To enhance the degree of accuracy in the evaluation, a custom
machine learning model was developed in Python using a Random Forest algorithm; this model was
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trained based on the evaluation logs of the next-generation firewall and allowed for the categorization
of additional threats, as well as identification of behavior anomalies from the logs and validation
of predictive performance using confusion matrices and standard evaluation parameters (Precision,
Recall, and F1-score).

Taken together, the study reinforces the importance of a layered approach to network security
that combines strong NGFW filtering with intelligent data analysis. Integrating machine learning into
the log-processing pipeline can meaningfully increase detection accuracy — especially in situations
where attackers are likely attempting to bypass basic controls. The practical findings also suggest that
deploying such solutions in corporate infrastructures can provide a high level of protection, assuming
correct configuration and regular policy updates (a detail that is easy to overlook, but hard to overstate).
More importantly, this research also illustrated the benefits of using detection methods after the fact
to find attacks that could not have been detected in the current timeframe. Ultimately these results
will provide a basis from which hybrid network security systems can be developed that integrate
new-generation firewall technologies with contemporary artificial intelligence techniques, thereby
creating more adaptive and scalable protection for businesses' information technology environments
as cyber attacks continue to change.
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